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D) RDP

BBegeHue

Hacrosmmii TOKyMEHT COAEPKUT ONKCaHue (PyHKIHOHATBHBIX BO3MOKHOCTEN U
yKa3aHUsl MO HacTpoiike yHuBepcalbHOW cepBucHoil miardopmel EcoSGE. Jlannoe
o0opyaoBaHUE  ABISIETCS ~ MHOTO(YHKIIMOHAJIBHBIM  MPOrpaMMHO-aNMNapaTHbIM
KOMIUIEKCOM. B HacrosmiemM  JOKyMEHTE ONMCAaH  MaKCUMaJIbHBII  HaOOp
byHKIIMOHATBHBIX Bo3MOkHOCTEH EcoSGE.

HekoTtopele kOMaHABI M 3HAUYE€HUS MApaMETPOB MOTYT OTJIMYaThCs B OoJee
MO3HUX WK 0oJiee PAaHHUX BEPCHUSX MpOrpaMMHOro obecneudenus. Mupopmanuio 06
aKTyalbHOW BEPCHUU MPOTPAMMHOIO OOECTeUeHHUsI U JOKyMEHTAIlMM MOXKHO HalTh Ha
caiite komnanuu RDP win 3anpocuTh B ci1ykK0€ TEXHUUECKOU MOANEPKKU.

YkazaHus, COIPOBOXKIAIOLIHAECS cJI0BaMu «BHUMAHMUE» UJIN
«OCTOPOXHO», o06s3aTenbHbl sl BBIMOJHEHUs. HeBbIMmoMHeHHEe TaKuX yKa3aHUN
MOXKET BBI3BaTh  HapylleHHe paboThl 00OpYIOBaHMS  W/WIW  BCTPOSHHOIO
IIPOTPaMMHOTO 00€CTICUCHUS.
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D) RDP

YcnoBHble 0603HaYeHUda

JlJis HarJigIHOCTH B TEKCTE JOKYMEHTAIMU HMCMOJIB3YIOTCS PAa3IMYHbIe CTHIIA OGOpPMIICHHUS.
Ob6nactu npuMeHeHus cTuiielt yka3zansl B Tabnuna 1.
Tabnuma 1 — Ctunu ohopMeHHus B JOKYMEHTE

Ctuib opopmiieHust

Oo0sacTh MPUMEHEHHS

IMpumep

IHoany:kupHblil IpupT

HazBanus 3JICMEHTOB
MOJIb30BATEIBLCKOTO
nHTepdeiica (xomaHmpI,
KHOIIKH KJIABUATYPBI,
CHUMBOJIBI KOHCOJIN)

Hcnonp3yiite komanay end.

Honysrcupnotii Kypcue

PCKOMGHHyeMBIC 3HAYCHUA
BBOJMMBIX IMapaMETPOB

Ucnons3yitte Tun tepmunana: vtl00.

Mpudt Courier
New

IIpumeps! kona. IIpumepst
BBIBOJIa KOHCOJIN

3aBOJICKHE HACTPOHKHU CEpUITHON KOHCOJIH:
baud rate = 115200

uBeT GoHa

Kypcus [Tpumeuanns IIpedsapumenvro pexomerOyemcs OmMKIOYUMb
asmomamuyeckoe 0OHOBNIeHUe CRUCKA...
Pamka, [Tpumeps! BeiBoga KoHcONMH | Takke AOCTyNHA CHHXPOHM3ALMS BPEMEHH II0
1Oy 6O NTP  mporokony  HacTpauBaemass — uepes

CIEeNYIOIUH pa3aes KOHPUTypaIuu:

system

{ ntp { disable
primary server
"131.131.249.19"

Cepsiii 11BeT hoHA

ITpumepsl koga

[ocne vero dpopmupyertcs (haiin 3ampoca Buaa:
<?xml version="1.0"
encoding="windows-1251"7?>
<request>

B Ta6nuna 2 npuBeeHbI yCIOBHBIE 0003HAYEHUS, UCIIOJIB3yEeMbI€ ITPU OMHCAHUU KOHCOJIH.
Tabmuria 2 — Y cioBHBIE 0003HAYCHUS TIPHU OITUCAHUH KOHCOIH

3HAYCHUS MApaMCTPOB

yeaosnoe Pacmudpoka Ipume
0003HaYEeHHE p p p
Onucanne KOHCOJIH
TTonp30BaTenbCcKue
<> <4acTh KOMaHIb>?

]

KHonku KinaBuaTypsl

<gacTbh KOMaHabp>[TAB]

IMpumepnbl

pugr Courier
New

BriBox xoHCONIN

|Welcome to EcoNAT console ‘

IHony:kupHBIii BBoaumslie 3HAYCHUS |EcoNAT :1:> configure ‘
mpudT apaMeTPOB U KOMaHbI
IHonyscupnwiit kypcue | Ilonb3zoBaTenbckue

1:# no use myacl mypool |

3HAYCHU A NMapaMCTPOB
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Cnucok TepMUHOB U COKpaLLeHUM

Coxkpaienue

ACL Access Control List

ALG Application Layer Gateway

ARP Address Resolution Protocol

BGP Border Gateway Protocol

BRAS Broadband Remote Access Server

CGNAT Carrier-grade NAT

CLI Command Line Interface

CR Carriage return

DDM Digital Diagnostics Monitoring

DHCP Dynamic Host Configuration Protocol

DNS Domain Name System

DPI Deep Packet Inspection

FTP File Transfer Protocol

GRE Generic Routing Encapsulation

ICMP Internet Control Message Protocol

1P Internet Protocol

IPTV Internet Protocol Television

LF Line Feed

LLDP Link Layer Discovery Protocol

NAPT Network Address Port Translation

NAT Network Address Translation

NTP Network Time Protocol

OEM Original Equipment Manufacturer

OSPF Open Shortest Path First

PPTP Point-to-Point Tunneling Protocol

RST Reset the connection

SFP Small Form-factor Pluggable

SFP+ Small Form-factor Pluggable Plus

SNI Server Name Indication

SNMP Simple Network Management
Protocol

EcoSGE v3.1.7.1.0. PykoBoACTBO mOJb30BaTeNs

PacmudgpoBka

Crucok ynpaBieHHs JOCTyIIOM

WuTepdeiic (1U1103) MPUKIATHOTO YPOBHS,
MO3BOJIAIOIININ TPAHCIMPOBATh OIIPEIEICHHbBIE
npoToKoisl uepe3 NAT

ITpoTokos mpeoOpa3oBaHus IOTHYECKOTO aapeca
B (hu3HUecKuii

IIpoTOKOI TpaHUYHOTO LIII03a
[[I1poKOIIOJIOCHBIM CEpBEP YAAIEHHOIO JOCTYIIA
NAT onepaTopckoro kiacca

WnTepdeiic koMaHIHON CTPOKU

ASCII cumBoI BO3BpaTa KapeTKu

Hudposoit kouTpOIL TapameTpoB (st SFP-
MOyJIeH)

[IpoTokon nuHaMuueckor HacTporku IP-y3moB
Cucrema 1OMEHHBIX UIMEH

TexHomorus riry0oKoi MPOBEPKH COIEPKUMOTO
CETEBBIX MAKETOB

[Iporokon nepenauu ¢aiaoB

ITpoToxosn o011ei HHKANCYISIUH

[TpoTokon ynpansromux coodmieHnit UatepHeT
[Tporokon cereBoro ypoBHs creka TCP/IP
TeneBuneHue no NPOTOKOIYy HHTEPHETA

ASCII cuMBOJI HOBOM CTPOKH

[TpoTokos1 OOHApY>KEHUS YCTPOUCTB,
KaHaJIbHOTO YPOBHS

TpaHcasAUs CEeTEBBIX aJpECOB U HOMEPOB
MOPTOB TPAHCHIOPTHOT'O YPOBHS
ITpeoOpa3oBaHue ceTEBBIX aPECOB

[TpoTokoa CHHXpOHU3AMH BpeMeHH (Bepcuu 4)
OpurnuHaIbHBINA TPOU3BOIUTEH 000PYA0BaAHUS
ITpoTokos AMHAMUYECKON MapUIpyTH3aLuH,
OCHOBAHHBIN Ha TEXHOJIOTMH OTCIIEKUBAHUS
COCTOSIHUS KaHajla

TyHHENbHBIN TPOTOKOJ TUIIA TOYKA-TOYKA
@nar copoca coequnenus B TCP npoTokose
CranaapT MOJyJIbHBIX KOMIAKTHBIX
npuémonepenarunkon, 1Gb Ethernet

CrangapT MOIyJIBHBIX KOMIIAKTHBIX
npuémornepenaruukos, 10Gb Ethernet
Wnentudukarop umenu cepsepa st HTTPS
ITpoToKOJI CETEBOrO yNpaBIeHUsI 1 MOHUTOPUHTA
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Coxkpaienue Pacuiugposka
SSH Secure Shell [TpoTOKOJI 3aIMIIIEHHON KOHCOIH
TACACS Terminal Access Controller Access CepBep KOHTPOJIS TOCTyTIa

Control System
TCP Transmission Control Protocol [IpoTokon ynpaiieHus nepeaadeii JaHHBIX
TFTP Trivial File Transfer Protocol [TpocToii mpoTokoa oOMeHa (aitramu
ToS Type of Service Tun o6cyXKuBaHUS
TTL Time to Live Bpewms sxu3nu [P-nakeron
UDP User Datagram Protocol IIpoTOKOI NOJIB30BATENBCKUX ACUTArpAMM
URL Uniform Resource Locator Enuneiii ykazaTtens pecypca
UTC Coordinated Universal Time BcemupHoe KOOpAMHUPOBAHHOE BPEMSI
WAN Wide Area Network ['moGanbHast KOMIBIOTEPHAS CETh
NHH NnentudukaimoHHBI HOMEp HAJIOTOTUIATEIbIINKA
OI'PH OCHOBHOH TOCYITapCTBEHHBIN PETUCTPAIMOHHBINA HOMEP

EcoSGE v3.1.7.1.0. PyKOBOACTBO MMOJIb30BATENS 11



D) RDP

1 O6opyanoBaHue

JIuneiika o6opynoBanust EcoSGE npeacrasiena mectbio MoaeasimMu ycrpoicts: 2020, 2040, 4080,
4120 1 4160 (B ABYX UCIIOTHCHUSX ).

Hwxe paccMOTpeHO COOTBETCTBHE MEKIY 0003HAYCHUAMHU UHTEP(EiicOB Ha IepeAHEN TaHeIH
yCTpoiicTB 1 ux Hymepauuei B CLI.

BHUMAHMUE! Bo n30exanune noBpexeHusi 000py10BaHUS HE pEKOMEHIYETCSl YCTaHABIMBATh
monynu 1 GbE SFP B pa3zbémsl, npennasnauennslie ;s |0GbE SFP+.

EcoSGE 2020

Nurepdeiicet GE1-GE6 (1 GbE RJ-45) B CLI Ha3siBaroTcs gel-ge6. Ha ycrpotictBax 2020 B uepHOM
Kopmyce (cTapasi MOJIEINb) CeTeBble MHTEP(HENCHI ISl TOTUPOBAHUS UMEIOT CKOpocTh 1GbE u
MAapKUPOBKY 3, 6.

Onrtuueckue nuatepdeiicel TE1 u TE2 (10 GbE SFP+) B CLI Ha3wiBatotcs te7 u te8.

Wntepodeiic muisa noruposanus (1 GbE RJ-45) naxoaurcs Hag unrepdericom MNG u Ha3bIBaeTCs
B CLI ge0.

EcoSGE 2040

) RDP @:

CoW ush

W IR i e

GES (147 TE1 TE2 TE3 TE4

Pucynox 2
Nntepodeiicst GE1-GE6 (1 GbE RJ-45) B CLI Ha3biBatoTcs gel-ge6.

Onrtuueckue untepdeiicsl TE1-TE4 (10 GbE SFP+) B CLI Ha3biBatotes te7-tel0.

Wntepodeiic s noruposanus (1 GbE RJ-45) naxoaurcs Hag uaTepdericom MNG u Ha3bIBaeTCs
B CLI ge0.

EcoSGE 4080
. S EEEEEEEEEEEEEEESESEEEEEEEEEENENEEEEEEEEEEESANLEENEEEEEEEREEE
EEEEENEEEEEEEEEEEEEEEEEEEEEEENEEEEEEEENOEEENEEEEEEEEEEEEEEERER
SEEEEENEEEEEEEEEEEEEEEER EEESEEEEEEEEEEEEEEER

TEl  TEZ TES  TE& TES  TES TET  TEB

Pucynok 3
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Onrtuueckue unatepdeiicel TE1-TES (10 GbE SFP+) B CLI HazbiBarotcs tel-te8.

EcoSGE 4120
D) RDP BN EENEENEEEEEANEEEEENEEEASEESANREANASASAEASESERERAEEEREEEE
. o CEE e e e e e e e P

COM LOG - e @ - - - - - - e @ e @8
L4 |
| ehas l |
PWR L TE1 TE2 TES TE4 TES TEE TET TES TEZ TEWD TEM TEN2

Pucynox 4

Ontuueckue untepdeiicsl TE1-TE12 (10 GbE SFP+) B CLI Ha3biBatotrcs tel-tel2.

EcoSGE 4160
EEEEEEESEEEEEESESESEESEEEEEEEEEEAEEEEEEEEEEEEESESELEEEEEEEEEEEEER
. DRDP T T R T e A e e e e e

PucyHok 5
Ontuyeckue untepdeiicsl TE1-TE16 (10 GbE SFP+) B CLI Ha3siBatorcs tel-tel6.

EcoSGE 4160 (noBoe ucnojiHeHue ¢ 2020 roaa)

TES  TEW TEN  TE12 TE1Z  TE14 TEIS  TEW6

Pucynok 6

Ontuueckue uarepdeiicel TE1-TE16 (10 GbE SFP+) B CLI na3piBarotcs tel-tel6. JlononHUTEIbHBIC
ontuueckue uarepdericer 1 noruposanust SP1-SP4 (10 GbE SFP+) B CLI nassiBatorcs tel7-te20.

EcoSGE v3.1.7.1.0. PykoBoACTBO MOJIB30BATENS 13



D) RDP

2 Bxopn B cucremy

[IpenycmoTtpeHsl 1Ba BapuaHTa 1OCTyna K KoHconu ynpasieHus ECOSGE: yepes nocnenoBaTenbHbIN
MOPT WK 10 poTokosry SSH.

2.1 Tlopaknio4vyeHune yepes nocriegoBaTesibHbIA NOPT

Pa3bém nociienoBaTebHOTO MOPTA HAXOAUTCS C JIEBOM CTOPOHBI MEPEAHEN MTaHENIN YCTPONCTBA U
o6o3HaueH Haanuceio "COM" (cM. puCyHOK HIXKE). B KOMIUIEKT OCTaBKU yCTPOMCTBA BXOAUT
nepexoaHuk ¢ RJ-45 nva DB-9.

D) RDP

e
L C0M MHG LOG
& :
-
F#'R o el
Pucynox 7

3aBojckue HElCTpOfIKH MOCJICO0BATCIIBHOTO IMOPTA:

e ckopocth nepenayn (baud rate) 115200 6ox;
e Outhl nanHbIX (data bits) §;

e cTomoBbIe OUTHI (stop bits) 1;

e  OUT KOHTpOJIA MO Y€THOCTH (parity bits) none;
e KoHTpodb notoka (flow control) none.

Hactpoiiku TepMuHana: ucnonb3yire Tun repmuHaia vtl100.

CepwuiiHasi KOHCOJb 3alIMIICHA JJOKAIBHBIM MapoJieM (T. €. COXpaHEHHBIM Ha CAMOM YCTPOWCTBE).
Bxon no cepuiinoii koHconu He jorupyercs yepe3 TACACS+.

CepuiiHyr0 KOHCOJIb HEJb3S 3alPETHTh — OHA OYJET BCeraa JOCTYITHA.

ITo yMosyaHMIO 17151 JOCTYIIAa MCIIOJIB3YETCS UM IToNb3oBaTess admin u naposis econat.

2.2 [Mopknio4veHue no npotokony SSH

Konconb ynpasnenust EcoSGE noctynna no nporokony SSH uepes unrepdeiic yrnpasieHus, KOTOPbINA
HaxXOJIUTCS C JIEBOM CTOPOHBI MEPEHEN TaHEIN YCTPOMCTBA M 0003HaueH HaAmuChio “MNG” (cMm.
PUCYHOK BBIIIIE).

3aBojCKHE HACTPOWKH MHTEpdeiica yrpaBieHus:

e [Pv4-anpec u cereBoit npedurc 192.168.100.200/24;
e [Pv6-anpec u cereBoit mpedurc FD00::192:168:100:200/96
e ocHoBHO# 03 IPv4 192.168.100.1;
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e ocHoBHOM muto3 IPv6 FD00::192:168:0:1;
e cepBepsl DNS 8.8.8.8 1 2001:4860:4860::8888;
e JnocTyI pazpeméH ¢ mobdoro [Pv4/IPv6-aapeca.

3aBOJICKHE HACTPOMKHU CETEBOM KOHCOJIM: UMsI Mosb3oBareis admin, maposib econat, UCIIOJIb3Yy€ETCs
CTaHAAapTHBIN NOpT 22.

EcoSGE moxxer npuHHMaTh KoMaHabl, OTHpasisieMble B ctpoke SSH-noaxnmtouenus. [Tpumep: ssh
admin@<IP-address> show counters all. /{1151 oTripaBKy HECKOJIBKMX KOMaHA UX HEOOXOAUMO

3aKJIIOYUTH B KaBBIUKH, a4 B KAYECTBE PA3IEIUTEIIS UCTIOIb30BATh TOUKY C 3aISATON C MpoOeIaMu 1Mo
o0e ctoponsl oT He€. [Ipumep: ssh admin@<IP-address> "uptime ; who ; show interface tel0".

2.3 PeXumbl KOHCONU

Jlnst konconu ynpasienusi ECOSGE npenycmoTpeHo Ba pexkuMa: oreparioHHbINA 1
KOH(UTYpAIMOHHBIH.

[Tocne aBTOpM3aLIMK NOJIB30BATENSI KOHCOJIb JOCTYIHA B ONEPALIMOHHOM peKUME (TIpUTJIalieHue
KOMaHIHOW CTPOKHU 3aKaHUMBAETCSI CUMBOJIOM '), B KOTOPOM MOHO MIPOCMATPUBATh HACTPOUKHU, HO
HEJb3sl U3MEHATH KoH(purypanuio. [lepeximtoueHre B KOHPHUTYPAITMOHHBIN PEKUM TPOU3BOIUTCS
koManzo configure. [Tocie BoIONHEHUST KOMaH/IbI IeHCTBYIOMIAsl (aKTUBHAsA) KOHGUTYparus Oyner
3arpy’kKeHa [ peJaKTUPOBAHHUSI, & CAMBOJI MIPUTJIAIICHUS KOMAHIHOW CTPOKH U3MEHUTCA Ha '#'.

Welcome to EcoSGE console

Enter username: econat

Enter terminal type: vtl100

Your privilege is 3

Applied configuration used...done

Hint: use '?' for common help available
EcoSGE:> configure

ECOSGE: #

Jlst monp30Barenel ¢ ypoBHEM MPUBHIETHH 8 U BBIIIE IOMYCKAETCS TOJIBKO OJIUH CEaHC KOHCOJIH B
KOH(UTYyparmoHHoM pexume. Ecin kakoi-i1m00 mojib30BaTellb ¢ yPOBHEM MPUBWICTUN 8 M BBIIIES
OTKPBLI CEAHC KOHCOJIH B KOH(PHUTYpPAIIHOHHOM PEXXHUME, TO MPH MOMBITKE IPYTroro MOJIb30BaTENs C
YpOBHEM NPUBUJIETUN § U BbIIIE MEPEKIIOUUTH KOHCOIb B KOHPUTYPALIMOHHBIN PEKUM eMy OyIeT
BBIBEJICHO COOOIIICHUE:!

'Another privileged user already edits configuration file. Use 'configure force' command to enter
configuration mode.'

(Kondurypamnuto yxe peIakTHpyeT Qpyroid IpUBHIECTHPOBAHHBIN MOIB30BATENb. JJIs IEPEeKITFOUCHUS
B KOH(UTYpaIlMOHHBII peXUM HCTIONB3yiTe KomaHay 'configure force'.)

VY3HaTh, KaKoOH M0JIb30BaTeNb paboTaeT B KOHPUIYpaLIMOHHOM pEXHUME, MOKHO KOMaH10i who:

EcoSGE:> who
Console instance 0: wusername 'test', ip 185.42.125.232, rights 8 [configure]
Console instance 1: username 'support', ip 185.42.125.232, rights 8

Ecnu nonp3oBaTens otnpaBuT koMaHay configure force, v npu 3ToM €ro ypoBeHb IPUBHIIETHI HE
HUKE YPOBHS MPUBHIETHI TOTO MOJIB30BATENS, KOTOPBIN paboTaeT B KOHOUTYPAITMOHHOM PEXHME, TO
CeaHC MocJIeaHEro OyAeT MPUHYIUTEIBHO 3aKPbIT, U eMy Oy/eT BbIBEIEHO COOOIIEHHE:
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"Your terminal session was terminated by another privileged user.'
(Bam ceanc xoHCOM OBLT 3aKPHIT APYTUM IPUBHICTHPOBAHHBIM MOJIH30BATEIIEM. )

Ecnu xe y ornipaButens komanas! configure force ypoBeHb IPUBWIIETHI HUXKE, UEM Y 110OJIB30BATENS,
KOTOPBIA paboTaeT B KOH(PHUTYpAITMOHHOM PEXKUME, TO B OTBET Ha JIAHHYIO KOMaHTy Oy/eT BBIBEACHO
COO0IIIeHHE:

'ERROR: Insufficient privileges to complete the operation (need 15, yours 8)'
(Ommoka! HemoctaTOYHBIN ypOBEHD MPUBUIICTUH [Tl BBITIOJIHEHUS oniepaiuu (Hy»xeH 15, Bam 8)

AnbrepHaTuBoi komaHie configure force siBisiercss komanzaa clear console instance N, roe N —
HoMmep ceanca koHcosn (Console instance) B BbiBojie KoMaH 161 Who (cM. ipuMep BEIIIe).

Jlnis BBIXOJa U3 KOH(PUTypAlIMOHHOTO peXHMa He00X0IMMO OTIIPaBUTh KOMaHy end.

[Ipu HaXOXIeHUU B KOPHE KOH(PUTYPAIIH MOKHO TaKKe UCTIOIh30BaTh KOMaHy exit. Ecim mpu sTom
penaktupyemasi KOHUTyparus OTJINYaeTcs OT TeKyIlel aKTUBHOM, TO OyeT NpeyioKeHO NPUMEHHUTh
M3MEHEHHUs [a], COXpaHUTh KOHPUTYpPALIKIO 1101 HOBBIM UMEHEM [s] uiau oTMeHUTh u3meHenus [d].
[Tpu BeIOOpE "COXpaHUTH" MOSBUTCS 3aMIPOC HA BBOJ UMEHH KOH(PHUTYPALHH.

EcoSGE:# end

Current configuration is not applied. Apply, Save or Discard [a/d/s]? s
Enter profile name to save into: ecoprofilel

Save profile ok

EcoSGE:>

B citydae pa3spbiBa cOeAMHEHUS WIM aBAPUMHOTO 3aBEPLICHUS CEaHCa KOHCOJIM BCE HECOXPAHEHHBIE
W3MEHEHHS PeaKTUPyeMOil KOH(pUTYypauu Oy 1yT HOTEPSHBL.
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3 Moackasku n ropsaume KnaBuLLn

Jns yrporieHust paboTsl osb3oBaTess B KoHcoun yrpasieHust ECoOSGE npenycMmoTpens! nojcka3ku
U ropsiuMe KIaBHILIY, ONMCAHHBIE B TAOJINIE HUXKE.

Tabnuma 3

Komanna/coueranmne KJIaBUII

HeiicTBue

?

BrIBojI cricka KOMaH/TapaMeTpoB, JOCTYIHBIX B TEKYIIICM
KOHTEKCTE, a TAK)KE IOJICKA30K 110 X HA3HAYECHUIO

<HavyaJIbHBIC CUMBOJIbI
KOMAaHJbI UJIU HapaMeTpa>?

BrIBoJI cricka KOMaH 1/ TapaMeTpoB, HAUWHAIONIUXCS C JAHHBIX
cUMBOJIOB. KOMaH/Ibl, BEINIOJIHEHHE KOTOPBIX 3aMPELIEHO Ha
TEKYIIEM YPOBHE NPUBHIIETHIA, BBIICIISIIOTCS [IBETOM

<HaYaJIbHbIE CUMBOJIBI
KOMaH/Ibl WJIH
napamerpa>[TAB]

<HaYaJIbHbIE CUMBOJIBI
KOMaH/Ibl WJIH
napamerpa>[Ctrl+i]

ABTO,I(OHOJIHGHI/IG, €CJIM BO3MOXKHBIN BApHUAHT TOJIbKO OJUH, I
BBIBOJI CITMCKA OOCTYITHBIX KOMaH)I/ mapaMETpOB

cTpelika BBepXx [1] win
[Ctrl+P]

Br130B npenbiayieit KoMaH bl (MCTOPHS BBITIOJTHEHHBIX KOMaH)

crpenka BHU3 [| ] win [Ctrl+N]

Br130B crieytonieit KoMaH bl (MCTOPHS BBIMOJHEHHBIX KOMaH)

[Iepexo Ha OIMH YPOBEHB BBIILIE

/

[lepexon B KOpeHb KOHPUTYpallMOHHOTO JiepeBa

helpme nmu %

BriBo1 onricaHust BETOK U MapaMeTPOB, JOCTYIHBIX HA TEKYILIEM
YpOBHE JiepeBa KOHPUTYpaLUu

BriBo crincka BETOK M MapaMeTpoB, JOCTYITHBIX HA TEKYIIEM
YpOBHE JiepeBa KOHPUTYpaLUU

[Home] mm [Ctrl+A]

[lepemecTHTh Kypcop B HA4ajIo CTPOKH

[End] uu [Ctrl+E]

IlepemecTuTh Kypcop B KOHEI| CTPOKHU

[Ctrl]+][—] IIepeMecTUTh Kypcop Ha OAHO CI0BO BIEPEN

[Ctrl]+[«] [IepemecTuth Kypcop Ha OJJHO CIOBO Ha3aj

[Ctr1+ U] VY anuth Bce CUMBOJIBI CJIEBA OT Kypcopa

[CtrI+K] VY nanuth Bce CUMBOJIBI CIIPaBa OT Kypcopa

[CtrI+W] Y nanuTse CIOBO ClieBa OT Kypcopa

[Ctr1+C] [Tepexon Ha HOBYIO YHCTYIO CTPOKY 0€3 BBOJIa JAHHBIX,
COJIEpXKAIIUXCS B TEKYIIEH CTpOKe

[CtrI+M] Amnanornuno Haxatuio [Enter]

[Ctrl+B] AHaJIOTUYHO HAXaTHIO [«—]|

[Ctrl+F] AHaJIOTUYHO Ha)XaTuio [—|

[Ctrl+H] AHnanornuHo Haxatuto [Backspace]

[CtrI+L] OYnCTUTH KOHCOJIb

[Ctrl+Q] 3aBepmuTh ceaHc padoThl ¢ KoHCOIbI0 ECOSGE. Ananorudno
KOMaHJie quit

[MTPUMEYAHUE
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Ecnu npu HaGope koMaHabl U3BMEHUTH pa3Mep OKHA KOHCOJIU, TO MOCJE 3TOI0 HEOOXOIUMO 3aBEPIIUTh
Ha0Op KOMaH/IbI 0€3 HABUTAIIMH 110 CTPOKE M HAXaTHH KiaBuIu Backspace u 3aTeM OTIIpaBUTH
KOMaHy HaxkaTueM kiaBuinu Enter. B mpoTuBHOM ciiyuyae OyeT HapyIIeHO MO3UIIMOHUPOBAHKE
Kypcopa, U 3aBepIINTh HA0Op TEeKYIel KOMaH bl He yacTcsi. BoccTaHOBUTH MpaBUIbHOE
MMO3UIIMOHUPOBAHUE Kypcopa MOKHO HaxkaTtueM kiapuimu Enter mim komounamum Ctrl+C.
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4 Pa6oTa c o6uien KoHhurypaumen ycTtpomcTea

B nanHoii raBe paccMOTpeHbI MpUEMBI paboThI ¢ 001Iel KOH(pUTYpaliei ycTpoiicTaa.

41 [OepeBo KOHdUrypaumm

EcoSGE ucnons3yer koHpUrypallMoHHOE IEPeBO Il XpaHeHUs HacTpoek. CTpyKTypa aepeBa

IIOKa3aHa Ha pUCYHKC HUKC.

]
system

— ntp

. snmp
— serial

— bras
— dpi

— users

— interfaces
— loopback
— mng_if
— bypass

— tacacs

— termimal
. nat_defaults
— alg
—— timeout _inactivity
—— limits__peruser
— clickstream
— connection _log
— system _log
verbose
— protocol _log

— qoe_log

I I

pools acls

—— dpilist0
— dpilist1

__ dpilist16

Pucynox 8

EcoSGE v3.1.7.1.0. PykoBoACTBO mOJb30BaTeNs

1IN /1IN

19



IIpumeuanue. /lepeBo KOHPUTypaluu PeaJTbHOTO YCTPONCTBA MOXKET OTJIMYATHCS OT
MIPEJCTABICHHOTO Ha PUCYHKE. DTO 3aBUCUT OT 3aJI0’)KEHHOM B YCTPOUCTBO (DYHKIIMOHAJIBHOCTH.

Onucanue BETOK JepeBa KOH(GUTYpaIlK MPUBEACHO B TaOIUIIE HUXKE.

Tabnuna 4

Hassanue Onucanue

BETKH

system Konrelinep it HacTpoek
interfaces Bxmrouenune/BBIKITIOUCHUE CETEBBIX HHTEP(HEHCOB
loopback IP- u MAC-anpeca, ucronb3yemble 1Jsl FTeHepaly OO0k
mng_if Hactpoiiku ceteBoro unrepdeiica ynpabneHus
bypass Hactpoiiku untepdeiicos, noakmodeHHbIX K EcoBypass
ntp Hacrpoiiku NTP
tacacs Hactpoiiku TACACS
snmp Hactporiiku SNMP
serial Hactpoliku nocienoBaTenpHOro nopra
terminal Hactpoiiku Tepmunana

nat_defaults [MapameTpsr moncucremMsl NAT o ymoruanuro (00mme napaMeTps sl BCeX ITyJIOB,

B TOM YHCJIE TAPAMETPBhI, UCTIOIb3yEeMble IPU CO3JaHUH HOBBIX ITYJIOB)

connection_log | Hactpoiiku jorupoBaHusi aDOHEHTCKUX CECCUI

system_log Hactpoiiku 10rupoBaHusi CHICTEMHBIX COOBITHIA

clickstream Hactpoiiku norupoBanus moakItoueHu K web-cepBepam

bras Hactpoiiku nmoncucremsr BRAS (Broadband Remote Access Server)
dpi Hacrpoiiku moacuctemsr DPI (Deep Packet Inspection)

users Nudopmanus o monbp3oBaTensx

pools KonTelinep mysoB, CO3/JaHHBIX MOJIb30BAaTEIEM

acls KonTteitnep ACL (Access Control List), co3maHHBIX MOJTB30BaTEIEM

N3menenne koHpUTypary BO3MOKHO TOJIBKO B KOH(DUTYPAIIMOHHOM pekumMe (CM. pazzen "Pexxumpl
KoHcoaHn").

DakTH4ECKOE N3MEHEHNE HACTPOEK CUCTEMBI IIPOMCXOIUT TOJIBKO MOCIJIE YCIEIHOTO BHIITOJIHEHUS
KoMaH bl apply, 3aBepiiaronieil mpaBKy KOHQUrypauuu aaMuHuctTparopoM. Komanna apply moxer
OBITH BBIMOJIHEHA TOJIBKO B KOH(UTYPaLlMOHHOM pekume. Hermocpe cTBEeHHO MpH BBIXOJIE U3
KOH(UIypaliOHHOTO peXHMa TaKke OyAeT NPeaoKeHO IPUMEHUTh U3MEHEHUSI.

IIpu ycrnemHoM BBITTOJIHEHUH KOMaHAbl apply B KOHCOJIM BBIBOJUTCS ITOATBEPKACHUE IPUMEHEHUS
U3MEHEHUH KOH(UTypaluu.

EcoSGE: # apply

FIRST TIME CONFIGURATION APPLY
RECONFIG FUNCTION PROCESSING
EconatEngineReconfig output success
APPLY SUCCESS

Save applied configuration into profile
ECOSGE: #

‘lastapply’

B cucreme ecth KOHpHUTYpamu ¢ peonpeIeIéHHBIMA IMEHAMU:

e startup — KoH}Uryparys, aBTOMaTHYECKH UCIIONb3yeMas NOCiIe Nepe3arpy3Ku yCTpoicTBa;
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o effective — Texymast koHpurypanus (mocyieaHsst IpUMEHEHHAS Ha YCTPOUCTBE). MOXKHO
3arpy3uTh B TEKYIIY0 KOHCOJIb komaH 101 load effective;

e lastapply — kondurypanus, kotopas OblIa IPUMEHEHA MTOCJIETHEH;

e factory — 3aBojckas koHUrypaius (He MOANEKUT U3MEHEHUIO).

Haguranus no nepeBy KOHQUTYpaluu BO3MOXKHA KaK B ONEPALMOHHOM, TaK U B KOH(PHUTYpalIMOHHOM
pexume. [To ymMonganuio nocie aBTOpU3alny B CHCTEME Bbl OKa3bIBAETECH B KOPHE
KOH(UryparoHHoro aepesa. [lpu HaBuranuu no aepeBy B KOMaHJHON CTpOKe oToOpaXkaercs, B
KaKoi BETKe JiepeBa Bbl HAXOAUTECh B JaHHBIN MOMEHT. [IyTh oToOpaxkaeTcs nepes CUMBOJIOM
MIPUTJIAIICHNUS, HA3BAHUS BETOK OTOOPaKAIOTCS MepapXUUYECKH, HAaUWHAas C POAUTENBCKOH, U
pa3nensoTCs TOUYKOM.

BepHyTbcs B KOpeHb KOHPUTYPAITMOHHOTO JIEPEBAa MOXKHO B JIFOOOH MOMEHT ITPH MOMOIITH KOMaH/IbI
root win cumBoia ‘/’.IlepeiiTn Ha ypoBEHb MOKHO ITPU MOMOILIY KOMaH/I eXit Ui up, Uju CUMBOJIOB
‘.. Ipumep:

EcoSGE:1:# system
EcoSGE:2:system# mng if
EcoSGE:3:system.mng if# exit
EcCoSGE:4:system# serial
ECoSGE:5:system.serial# root
EcoSGE:6: #

MapuipyT ciieoBaHMsI 110 I€PEBY MOKa3aH HAa PUCYHKE HUXKE.

system pools acls

3 1N 71N

~— interfaces
4 — loopback
— mng_if
— snmp
— serial

— termimal
L nat_defaults

Pucynox 9

Jlnist Toro uToOBI Cpasy MepenTu B onpeaenéHHYI0 NOAANPEKTOPUIO0 KOHPUTypaluu (BETKY AepeBa),
HE00XO0AMMO yKa3aTh IyTbh, UCIOJIB3Ysl B KAUECTBE pa3zeauTess npoode.

Jlnist ObICTPO HABUTAIIMK TIO TIOJAUPEKTOPUAM IIEPBOTO YPOBHS TUPEKTOPUH System MOXKHO
HCTOJIb30BaTh KOMaHly goto <umsi BeTKH>. Hanpumep, komanaa goto serial nepeBoaut B
MOAIUPEKTOPHIO system.serial.
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AHanoruyuHo, st ObICTPOro Nnepexoa K BETKE pools ncnosnbpzyercs kKoMaHia goto <ums myJaa>
(mompoGHee o MmpaBUiIaX UMEHOBaHMSI ITyJIOB cM. B pa3zene "Co3aaHue u HacTpoika mya'). A ams
OpICTpOTO TIepexo/a K oHoi n3 BeTok ACL cimyxut komanna goto <umss ACL> (moxpoOHee o
npaswiax umeHoBanus ACL cwm. B paznene "Coznanune ACL"). [Ipumep:

EcoSGE:1:# goto acla
EcoSGE:2:acls.acla# show

acla {

10 permit ip src host 10.0.0.1 dst any

}
EcoSGE:3:acls.acla#

Jlnist mpocMOoTpa KOH(MUTYpaLMu ¢ TEKYILEr0 YpOBHs BIIIyOb HCHOIBb3YHTe KoMaHAay Is nimu show.

Jl1st mpocMOTpa BETOK, TOCTYIHBIX Ha TEKYIIEM YPOBHE JiepeBa KOH(PUTYpamnu, HCIIOIb3yTe
KOPOTKYIO KomaHzay '!'.

EcoSGE:1l:system.dpi> !

enable

functionality mode normal nat

dpilist0 {} # inload namespace (not show)
dpilistl {} # inload namespace (not show)

4.2 T[pocmoTp KoHcUrypaumm

[IpexycMoTpeHbl KOMaH/bI U BEIBOJIA CITUCKA COXPAHEHHBIX KOH(MUTYpALUil U UX IPOCMOTpa 10
OTJIETTLHOCTH (CM. TaOJIHUITy HIDKE).

Tabmnuma 5

Komanga JlelicTBue

dir BoiBoj crincka coxpaHEHHBIX Ha yCTpolcTBe (ailioB
KoHpurypammu. [Ipumep:

EcoSGE:# dir
configl
config?
lastapply
startup

show config file <ums BriBo yKazaHHOM KOHpUTYpaluy B pa3BEpHyTOM BUE. [Ipumep:
KOH(pUrypauuu>
EcoSGE:# show config file configl

# configl.econat.profile - Econat Profile Script
# saved 06-Sep-2023 16:51:04 UTC, on host EcoSGE
by user ‘admin’

root

droppools

dropacls

show config effective BriBog neficTBytolel mpuMeHEHHON KOH(PUTYpaIiH

show config startup BriBoa koHurypammu, koropas OyaeT npuMeHeHa mocie
nepe3arpy3ku
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st paiina korndurypanuu lastapply moxxao 3anpocuts xemr-cymmy B CLI u mo SNMP. Jlns 3anpoca
xem-cymmbl B CLI Heobxonumo otnpasuth koManay show config file hash lastapply.

EcoSGE:# show config file hash lastapply
346815ef0d091697e0d0a4554d45148bd1329ac97cbde74958148fb970424ba91253236494
dd41db2765b688348aeb956e9c5e8fc509d689d303796aef188a06

[Tpumep 3anpoca xenr-cymmsl o SNMP:

$ snmpwalk -v2c -c public 192.168.5.2 is0.3.6.1.4.1.45555.1.2.886.0
is0.3.6.1.4.1.45555.1.2.886.0 = STRING:
"0057a444e3£5dd3d5b407ac91d1£faf962baa20d04880£fb02b6821481£053c04ebcf4197¢c9
4191cfl39%ae315bd4af6lfebfd3al36afe3f4221c6ef8aldfb732b4"

Ipumeuyanue. [Ipu npumMeHeHnN U3MEHEHHON KOH(DUTYpaLIMU paCCUNTHIBAETCS HOBAsI XeII-CyMMa
(haiina lastapply ¢ oTcu€Tom OT COCTOSHHS KOH(UTYpAIlMK B MOMEHT MOCTYTUICHHS KOMaH bl apply.

4.3 TlMpumeHeHne n coxpaHeHue KoHcpurypaumm

[Ipu BHEeCeHUH U3MEHEHUH B KOH(UTYPALUIO U3MEHSETCS TOJIBKO JIOKaJIbHas KOH(UTypanus,
CBSI3aHHAsI C TEKYLIUM SK3eMIUIIpOM KoHcou. TakuM o0pa3om, IpH 3aBepIIeHUH ceaHca BCe
U3MEHEHHs B KOH(QUrypauu OyAyT yTepsiHbl, €CJIM OHU He ObLIM MPUMEHEHB! WM COXPaHEHBI.

Jltist coxpaHeHHsI TEKyIIeH peaakuy KOHQHUTYpaIlu B JIOKATBHBIN (haiil HeOOX0IUMO OTIIPABHUTH
KOMaHJy save <uMs KOHGuUrypauuu>.

Kondurypamuto moxxno takxke coxpanutb Ha FTP unu TFTP-cepsepe. [ns FTP nonnepxuBaercs
0azoBas ayTeHTH(UKaIMA. CHHTaKCHC KOMAHI:

save tftp://<IP-aapec>:<nopr>/<ums (paina>

save ftp://[<ums_noab3oBaTens>:<napoib>@]<IP-agpec>:<nopt>/<ums daiia>
Komanna save He npumensercs kK koHpurypauusm factory u effective.

Jlns npuMeHeHus: U3MEHEHNH KOH(UTypaluu He0OX0JMMO OTIPAaBUTh KOMaHay apply.

Ecnu B BeTKe KOHUTYpaIImOHHOTO JIepeBa yKa3aHo 3HaueHue mapamerpa disable, To nannas BeTka
KOH(Urypauy cuuTaeTcs oTkIo4eHHOM. [1py noneiTke npuMeHeHNns U3MEHEHUH B OTKIFOUEHHON
BeTKe U e€ ouepHuX BeTkax OyneT BoiBeneHo coobmenne «NO NEED FOR APPLY:
CONFIGURATION IS THE SAME), yka3biBaroliee Ha OTCYTCTBHE TPeOYIOLIMX PUMEHEHUS
HacTpoek. Mckimrouenue coctaBisitoT BeTkU verbose u shortlist.

B Betke verbose 3a1aétcs ypoBeHb A€TaIU3alul CUCTEMHBIX )KyPHAJIOB Pa3INYHbIX TOACUCTEM (CM.
pasnen JlorupoBaHHEe CHCTEMHBIX COOBITH). JlaHHBIE )KypHAIBI Ty OIUPYIOTCS JIOKAJIbHO. I3MeHeHus
HaCTPOCK JAHHOM BETKU MPUMEHSIOTCS JaKe MPHU OTKIIOYSHHOM POAUTENHCKOM BeTKe system_log.

Bertka shortlist conepxut napamerp server_ip_and_port, B KOTOPOM XpaHUTCS aJpec 00IEero
cepBepa JorupoBanus s Beer moacuctemsl DPI (cMm. paznen Shortlist). U3menenne 3HaueHust
JAHHOTO MapaMeTpa MPUMEHSIETCS 1axe MPU OTKII0YeHHOM BeTke shortlist (pu ycnoBuu, uto

poauTenbckas BeTka dpi BKIIOUEHa).
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4.4 CoxpaHeHune KoHdUrypaumm B Ka4ecTeBe CTapToOBOM

Jli1st TOro 94TOOBI CIeNaTh TEKYIYI0 AP PEKTHBHYIO KOHPHUTYPAIHIO CTAPTOBOM, HEOOXO0AUMO
OTIIPaBUTH KOMaHy write. Caenarh TEKyIy0 peJaKTUPYEMYIO KOHPUTYPaLUIO CTAPTOBOI MOXKHO
HETMOCPEICTBEHHO B KOH(PUTYPAIIHIOHHOM peXHMe KOMaHI01 save startup, oJHaKoO Tak JejaTh He
PEKOMEH1yeTCHl.

Buumanmue! [Tocne BbITTONTHEHUST KOMaH/IbI Write Mpu mepe3arpy3Ke CUCTEMBI Oy/IEeT 3arpy KeHa
KoH(UTyparus, 1eiCTBOBaBIIAas HA MOMEHT 3aIlyCKa KOMaH/Abl Write, win KoH(GUTypalus, 3aniucaHHas
C TIOMONIBIO KOMaH/IBI save startup, ecu oHa ObUTa BRIMTOJIHEHA MTOKE. DTO KOH(PHUTYpamus, s
KOTOpO#1 ObLiIa BRIMOHEHA TTocTeAHsIsl komaHna apply, naxke ecinu oHa Obljia OTIpaBlieHa HE B
TEKyIleld KOHCOJIM U IPYTUM Tosib3oBaTenem! Bo n3bexxanune KoJM3uil peKOMEHIYEeTCsl, YTOOBI
BO3MOXKHOCTH pefaktupoBanus kKoHpurypaunu EcoSGE 06bina y onHoro uenoseka. Takxke
PEKOMEH/TYETCS BBIXOUTH M3 KOH(PUTYPAIIMOHHOTO PEKUMA Cpa3y IMOCIIe U3MEHEHUS KOHPUTYpAIIHH,
YTOOBI TIPH CIEAYIONIEM 3aITyCKEe aBTOMATHYECKH BOWTH B MOCJIEIHIOK BEPCUI0 KOH(DUTYpAITUH.

4.5 3arpyska KoHcurypaumm

3arpy3ka KoOH(pUrypauuu 13 JoKaJbHOTO (hailia BeIonHsAeTcS KoMaH1oii load <ums gaiina>.
BHUMAHMUE! Bo BpeMsi BHeCeHUSI U3MEHEHUI B KOHPHUTYpaLKIO ¢ OJTHOW KOHCOJIU APYTOi
II0JI30BATEIb MOT IPUMEHNUTH CBOM HACTPOMKH C APYroW KOHCOIHM. /[ 3arpy3Kku Ha peJakTUpOBaHUE
TEKyIell aKTUBHOW KOH(PUTypali He00X0IMMO B KOH(PUTYpALIMOHHOM PEXXHUME BBECTH KOMAaHY

load effective.

Konduryparuo MoxxHo 3arpy3uth u3 (aiina, xpansmerocst Ha TFTP, FTP unu HTTP-cepsepe.
IIpumepsl cHHTaKCcHCa KOMaHA:

load tftp://<IP-aapec>:<nopT>/<ums (aiiia>
load ftp://[<ums_noas3oBaTesss>:<napoab>@]<IP-aapec>:<nopr>/<ums paiina>

load http://<IP-agpec>:<nopT>/<ums ¢paiia>

4.6 KonunpoBaHue KoHcpurypauumm

Komanna konmmpoBaHus KOH(PUTYpaIMy U3 OAHOTO (aiiia B APyTror B 00IIEeM BUIE UMEET CIICTY 0TI
CHUHTAKCHC:

copy <HCTOYHHMK> <Ha3Ha4deHHe> [source sub_if<name>]

Omnmus source B JaHHOW KOMaH 1€ MO3BOJIACT yKa3aTh UMs cyOuHTepdeiica yrnpaBieHus, KOTOPBIT
HGOGXOIII/IMO HCIIOJIb30BATh JI1 KOITMPOBAHUS. bes YKa3aHuA JAHHOTO IMapaMeTpa B KOMAaHAC IJIA
KOMUPOBaHHUs OyJIET UCTIOIb30BaH OCHOBHOM MHTepdelic ynpaieHus "mng".

Huxe nanel mpuMepbl CHHTaKcHca KOMaH/ JIsl BCEX BO3MOKHBIX CXeM KOIHMPOBAHUS KOH(UTYpaIUH:

e U3 OJHOTO JIOKAJILHOTO (haiisia B IPYyroi JTOKaIbHBIN (aiii:

EcoSGE v3.1.7.1.0. PykoBoACTBO MOJIB30BATENS 24



copy <ums (paiina 1> <ums paiina 2>

EcoSGE:1:# dir
configl
config?
lastapply
startup
EcoSGE:2:# copy config2 config3
EcoSGE:3:# dir
configl
config2
config3
lastapply
startup

e U3 JOKaJbHOTO (aiina B aitn na TFTP/FTP-cepsepe:
copy <umsl JOKaIbHOro aitna> tftp://<IP-agpec>:<noprt>/<ums ¢paiia>

copy <uMmsl JOKAJbHOTo ¢aiia> ftp://[<ums_nojb3oBaTessi™>:<napoJjb>@|<IP-
agpec>:<nopr>/<ums ¢paiaa>

e u3 (aiina Ha TFTP/FTP/HTTP-cepBepe B IOKaIbHBIN (aiii:
copy tftp://<IP-agpec>:<nopt>/<ums ¢aiijia> <ums JOKAJIbHOIro (paiina>

copy ftp://[<ums_noab3oBares>:<napob>@]|<IP-agpec>:<mopT>/<ums ¢paiiia> <ums
JIOKAJIbHOTO0 (paiiia>

copy http://<IP-agpec>:<nmopT>/<ums ¢pailiia> <um1 JOKaJIbHOro aiiia>

Komanga copy He mpumennmMa k koHpurypamusam factory u effective.

4.7 YpaneHue KoHcpuUrypauumm

s ynaneHust KOHQUTypauy Heo0X0AUMO OTIIPaBUTh KOMaHy erase <uMsl KOH(PMIypamuu>.
Komanpa erase He npumensiercs k koHpurypauusm factory u effective.

EcoSGE:1:# dir
configl
config2
config3
config4
lastapply
startup
EcoSGE:2:# erase config4
EcoSGE:3:# dir
configl
config?
config3
lastapply
startup
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Taxoke mpexycMmoTpeHa komanza clear config, kotopast ouniaer (0OOHYISIET) peIaKTUPYEMYTO
KoH(urypauio, He yaanss e€. To ecTh ynanstoTcs Bce co3nanubie mynbl, ACL, cOpaceiBaroTcst
HaCTPOWKN HHTEPHEHCOB, YIATSIOTCS MOIB30BATENIH U T. T1.
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5 NMepBMYHaA HacTpomnka

B nanHOM Ii1aBe pacCMOTpPEHBI IEHCTBUS IO IEPBUYHON HACTPOMKE, KOTOPYIO, KaK IIPaBuUIIo,
BBINIOJIHSIOT Ha MecTe ycTaHOBKU ycTpoiicTBa ECOSGE nuist oOHapy keHus ero B ceTu u o0ecredeHus
YIAANEHHOTO JOCTYTIA.

5.1 Hacrtpounka ceteBoro nHrepgenca ynpasneHusi

Hns ynpasnenust ECOSGE no cetn HeoOX0oauMo npaBUIIbHO HACTPOUTH CETEBOW UHTEpdeEiic
ynpasienusi (MNG) B BeTke koH(purypanuu system.mng_if. B 3701 sxe BeTke mpu HE0OX0AUMOCTH
MO’KHO HAaCTPOUThH JIOTIOJIHUTENBHBIE JIOTHYECKUE UHTEep]eNchl ynpaBieHus — cyounrepdericel. Takoe
pelieHre N03BOJIIET OPraHU30BaTh JOCTYI K YCTPOMCTBY U3 pa3HbiX ceteil © VLAN wiu, Hanpumep,
obecnieunts cBs3b ¢ cepBepamu (SNMP, RADIUS, Syslog u ap.), HaX0AAIIMMHUCS B Pa3HBIX CETAX WIH
VLAN. Hmwxke nokazano cofiep>kumMoe BeTKH system.mng_if B 3aBoCKOl KOH(UTYpaIK yCTPOMCTBA.

EcoSGE:system.mng if# 1s
name servers ( 8.8.8.8 )
routes
{
routes v4 ( default nexthop 192.168.100.1 )
routes v6 none
}
mng
{
enable
vlan none
ip address 192.168.100.200/24
allowed ip ( any )
ipv6 address none
allowed ipv6 ( any )

B Tabnuie HIKE 1aHO OMMCaHUE MapaMeTpOB BeTKH system.mng_if 1 e€ 1o04epHUX BETOK.

Ta6muma 6
Berka koHpurypanumn IHapamerp Onucanue
system.mng_if name_servers | [Pv4/IPv6-anpeca DNS-cepBepoB. Onpoc cepBepoB

) IIPOU3BOAUTCS B NOPSJIKE YKa3aHUs ux anpecos. [1o
yMon4anuio 8.8.8.8

system.mng_if.routes | routes v4 () | Craruueckue mapupytsl [Pv4. 3anatorcs B popmare §
<IPv4-aapec naznauyenus> | <IPv4-noacerr Ha3HAYEHU >
| default } nexthop <IPv4-anpec muiro3a> [metric
<umci0>]. [lo ymonuanuto default nexthop 192.168.100.1.

AprymenT default o3nauaet "nro6ble anpeca Ha3HaueHUs"
(paBHo3zHaueH 0.0.0.0/0). MapuipyT ¢ aprymerTom default
0€e3 METpUKU MOXKET ObITh TOJIBKO OAMH, C METPUKOM —
T1000€ KOJTMYECTBO

routes v6 () | Craruyeckue mapupytsl [Pv6. 3anatorcs B popmare §
<IPv6-aapec HazHavyenus™> | <IPv6-noacerr Ha3HAYEeHUA>
| default } nexthop <IPv6-agpec mui3a> [metric
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Berka koHpurypanumn I[Hapamerp Onucanue

<qucao>|. [To ymomyanuto none (MapuipyThl HE 3aaHbI).

Apryment default o3nauaer "nmo0Oble afpeca Ha3HAUCHUS"
(paBHO3HaueH ::0/0). MapuipyT ¢ aprymerTom default 6e3
METPUKU MOXKET OBITh TOJIBKO OJIMH, C METPUKOM — TTH0060€

KOJIMYECTBO

system.mng_if.mng | { enable | Bxitrouenne/BeIKiIIOueHIE HHTEpQEiica yrpaBieHUs
disable }
vlan Homep VLAN ot 1 10 4094. Ilo ymonyanutio none, T. €.

uHTepdeiic He NPUHAUIEKHUT Kakoil-mn0o VLAN.

IIpumeuanue. Ecniu Homep VLAN 3anaH, T0 oH Oyiet
yKa3aH B BbIBOJIe KoMaHbl show interface brief B cTon61e
"Interface" (manpumep, mng_if.100). [Ipu 3HaueHun none B
BbIBOZICc KOMaH bl Show interface brief Oyner ykazano
mng_if (cm. pazgen "[Ipocmotp undopmanuu 06
uHTepdeiicax").

ip_address IPv4-anpec u ceteBoii npedukc naTepdeiica ynpaBieHus.
ITo ymomyanuto 192.168.100.200/24. 3naueHue none
OTKJIIOYaeT ajapecanuio no [Pv4

allowed ip () | IPv4-anpeca, ¢ KOTOpBIX pa3pemiéH A0CTyN K HHTEpdency
ympasieHus. [1lo ymomuanuto any (sro6oii [IPv4-ampec)

ipv6_address | [Pv6-anpec u ceteBoii mpedukc uHTepdeiica ynpaBieHHs.
[To ymonuanuio none. 3HayeHHE none OTKIOYAET
aapecanuto o IPv6

allowed ipv6 | [Pv6-ampeca, ¢ KOTOPBIX pa3pemniéH Jo0CTy K HHTepdeicy
() ynpasienus. [To ymomaanuto any (sr00oii IPv6-anpec)

Jlnst co3manus cyounTtepdeiica HeoOX0aUMO OTIIPaBUTh KOMaH Iy create sub_if <ums>. B BeTky
KoHurypanuu system.mng_if 6yzer nodasien o0bexT sub_if<umsa>. [Ipumep:

EcoSGE:system.mng if# create sub if test
EcoSGE:system.mng if# 1s
name servers ( 8.8.8.8 )
routes
{
routes v4 ( default nexthop 192.168.100.1 )
routes v6 none
}
mng
{
enable
vlan none
ip address 192.168.100.200/24
allowed ip ( any )
ipv6 address none
allowed ipv6 ( any )

EcoSGE v3.1.7.1.0. PykoBoACTBO MOJIB30BATENS 28




sub if test
{
disable
vlan none
ip address none
allowed ip ( any )
ipv6_address none
allowed ipv6 ( any )

Ha6op mapameTrpoB co3ganHoro cyomnTepderica Takoi ke, Kak y OCHOBHOTO HHTep(deiica yrpaBiaeHuUs
"mng" (cM. OnMCaHue TapaMeTPOB B TAOJIHIIE BHIIIE).

JIroOble n3MeHeHMs B BeTKe KoH(purypauuu system.mng_if BcTynaroT B CHITy TOJIBKO MOCTIe
YCIIELIHOTO BBINIOJIHEHUS KOMaHb! apply.

Heo0xommMo OTMETHTH clieayroniue ocoOeHHOCTH peanu3anuu cyonnTepdeiicoB B cucreme EcoSGE:

e 3HAYEHHUS MapamMeTpoB vlan, BKIIOYasi none, He JTOJHKHBI COBNAJATh J1a)Ke Mpu pasHbix [P-
anpecax. [Ipu momnpITKe MPUMEHEHHS KOH(UTYpAITUH HHTEPPEHCOB yIIPaBICHUS C
OJIMHAKOBBIMH 3HAYEHUSAMH vlan mocTynut coolmieHrne 06 onmoke;

e  BBHIKIIIOUYCHHUE OCHOBHOTO MHTEepdeiica ynpapieHus "mng" npuBeAET K BHIKIIOUEHUIO BCEX
cyOunTepdeiicos.

Jnsa ynanenus cyountepderica u3 KoHGuUrypauuu Heo0XouMo OTIpaBUTh kKoMauay no sub_if
<uMms>, a 3atreMm komauay apply. OcHoBHO# nHTEpdeiic ynpaBieHus "mng" yaaauTh HEb34.

Texymue napamerpsl HHTEpQelica yrpaBieHUs MOXHO BeiBecTH koManaol show ipif. Komanna
BBIBOAMT MapaMeTpbl KaKk OCHOBHOI'O MHTep(elica (Bcerna nepnas rpymnma napaMmeTpoB), Tak U Bcex
co3naHHbIX cyounTepdeiicos. [Ipumep:

EcoSGE:# show ipif
MAC 00:0d:48:28:1a:6e
VLAN: none

IP: 192.168.100.200/24
IP6: none

VLAN: 1

IP: 5.5.5.2/24

IP6: none
EcoSGE:system.mng if#

[IpemycMoTpeHo emné HeCKOIbKO KOMaH/I JIJIsl BhIBOJa HH(popMarmu 00 nHTepdeiicax ycTporcTsa (CM.
pazzaen [Ipocmotp nndopmaru 06 uHTEpdeiicax).

C unrepdeiica yrpaBiaeHUsI MOTYT ObITh OTIIPABJICHBI CTAHAAPTHBIC KOMaH/ bl ping u traceroute. J{s
o0enx KOMaH[| MPeyCMOTPEH KaK yIpOIIEHHbIHN, TaK U PaCIIMPEHHbBIN CUHTAKCHC:

e yHpOWEHHBIN cuHTaKcHC: { ping | traceroute } { <IPv4-anpec> | <IPv6-agpec> | <momeHHOE
uMs> }

e pacHIMpEHHBINH CHHTAKCHUC: { ping | traceroute } { <IPv4-aapec> | <IPv6-aapec> | <momMeHHOE
ums> } [ inet { 4| 6 } ] [ source <ums unTepdeiica> | ; mopsa0K yKa3aHUs OMIIUNA UMEeT
3Ha4YCHUE.
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KomaHp! ¢ yrpoméHHBIM CHHTAKCUCOM BCET/Ia BHITIOMHSIOTCS Ha OCHOBHOM HWHTep(deiice "mng".
Ecnm y3en umeer nBa agpeca, IPv4 u IPv6, To pu ero onpoce komMmaHI0i ping N0 JOMEHHOMY UMEHH
CHayaJia Uctoib3yercs mpotokoi [Pv4. B ciayuae ycnemHoro onpoca o [Pv4 BeimosiHeHHE KOMaH/IbI
3aBepIuaeTcs. B mpotuBHOM ciydae Oyaer npousBenéH onpoc mno [Pvo.

PacmmpenHbIil CHHTaKCHC TTO3BOJISET SIBHO yKa3aTh, KAKOW MPOTOKOJ U MHTEpQEiiC yrpaBieHUs
HCII0JIb30BAaTh JJIs1 BBIIIOJHEHHS] KOMaH/IbI (OMIMHU inet U source COOTBETCTBEHHO).

Jl1a KoMaHBl ping MOYHO 3a/1aTh JOMEH I10 YMOJIYaHHUIO. DTO MO3BOJIUT ONPAIINBATH XOCTHI B 3TOM
JIOMEHE, YKa3bIBas TOJIBKO UX UMEHA BMECTO ITOJTHOTO JTOMEHHOI'O UMEHH.

JlomMeH mo yMOJITYaHUIO MOYKHO YKa3aTh B BeTKe KoHpurypaiuu system.domain_lookup.
Conepxumoe BETKH B 3aBOJCKON KOH(UTYypauu:

EcoSGE:system.domain lookup# show
domain lookup
{
enable
domain "rdp.ru"

Hamnpumep, s onpoca xocta ¢ uMeneM "test" B momene mo ymondanuio "rdp.ru” (T. e. test.rdp.ru) B
KOMaHJIe BMECTO ITOJIHOTO JOMEHHOTO HMMEHH JIOCTaTOYHO YKa3aTh UM XOcTa: ping test.

[Ipumeps! BbITIOJIHEHUS KOMaH/ ping U traceroute:

EcoSGE:# ping 1.
PING 1.2.1.5 (1.
64 bytes from 1.
64 bytes from 1.

): 56 data bytes

seg=0 ttl=64 time=0.632 ms

seg=1 ttl=64 time=0.340 ms

64 bytes from 1. seg=2 ttl=64 time=0.332 ms

64 bytes from 1.2.1.5: seg=3 ttl=64 time=0.331 ms

-—— 1.2.1.5 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.331/0.408/0.632 ms

EcoSGE:# traceroute 4.1.1.1

traceroute to 4.1.1.1 (4.1.1.1), 30 hops max, 46 byte packets
1 10 210 1.1 (10.210.1.1) 0.735 ms 0.382 ms 0.398 ms
2 .5.2 (1.1.5.2) 1.027 ms 1.079 ms 0.725 ms

3 4 1.2 (4.1.1.2) 0.445 ms 0.535 ms 0.483 ms

NN NN
PR e
oo o a1 an

J1J1s 3aBepIeHSI BBITOJIHEHUST KOMaH/IbI ping wiu traceroute HeoOxoanumo Haxath [Ctrl+C| ummn
[Backspace].

5.2 Hacrtpowka TepMuHana

Hactpoiika TepMuHana npou3BoAUTCS B BeTKe system.terminal. B TaGnuiie Hibke 1aHO onucaHue
JOCTYIHBIX [1apaMETPOB.

Tabmnuma 7

ITapamerp Onucanne

autologoff timeout | MakcumanbHOE BpeMsi HEaKTUBHOCTH (OTCYTCTBUE AEUCTBUI MOJIb30BATENS
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I[Mapametp Onucanue

u/unu obHoBNeHus nHpopmanuu B CLI), mo ucreuenun kotoporo ceanc CLI
OyJzleT aBTOMaTHYECKH 3aBepuI€éH. MOXHO 3a1aBaTh B Auanazone ot 1 go 120
MHUHYT. [10 yMomuanuto 5 MuHyT. JJ1s1 BEIKIIIOUEHHS TaliMEPa aBTO3aBEPILCHUS
ceaHca HEOOXOMMO 3a/1aTh 3HaueHue 0.

IIpumeuanue. J[anHbI TaliM-ayT IpUMEHsIETCS TOJIBKO K ceancam CLI,
OTKPBITBIM 4epe3 ceTeBoil nuTepdeiic ynpasienus MNG. AHaIOrHYHBIN TaliM-
ayT JIJIsl CEaHCOB Yepe3 nocieaoBaTenbHbid nHTEpheiic COM MOKHO 3a/1aTh B
BeTKe system.serial

max_consoles MaxkcumanbpHO JOIYCTUMOE KOJIMYECTBO OJHOBpeMEHHbIX ceancoB CLI s
JaHHOTrOo ycTpoiicTBa. [lo ymonuanuto 20

prompt Tekct, BBIBOAMMBIN B Hauasne kaxaoro npuriamenus CLI Ha BBOJ KOMaHIbI.
JlomycTuMble CHMBOJIBL: IPOMTUCHBIE U CTPOYHBIE JIATUHHCKUE OYKBBI, IIUQPHI,
Touka, Aeduc. [Ipurnamenne He MOXKET HAUMHATHCS C TOUKH WK Aeduca u
COJIEpXKaTh CJICAYIONINE MTOAPST TOYKH; MOXKET ObITh MTyCTHIM

print_line_num Bxrouenue/BoikioueHre Hymepanuu ctpok (on | off). ITo ymonuanuro
HyMepaIus BKIIOUeHa

Jlnist ipuMeHeHUsT BHECEHHBIX M3MEHEHUH 1 JOOABIEHHS UX B CTAPTOBYIO KOH(HUTYpaIuio
HE00X0AMMO OTIIPaBUTh KOMaH bl apply 1 write cooTBeTCTBEHHO. MI3MEeHEeHns BCceX mapaMeTpoB,
KpoMe max_consoles, BCTynaroT B CUiIy cpasy II0CJIE BBITOJIHEHUS KoMaH bl apply. HoBoe 3HaueHue
rapaMeTpa max_consoles BCTyIIUT B CHIIy TOJIBKO IIOCJIE Tepe3arpy3Ku yCTpOHCTBa KOMaH10i reboot.

BHUMAHMUE! U3menenue 3nauenus mapamerpa autologoff timeout BcTymaer B cuity cpasy mnocie
BBIMOTHEHUsI KoMaH b1 apply. Ecnu uist ogHOrO yeTpoiicTBa OTKpBITHI HecKosbko ceancoB CLI, u

BpeMs UX IpocTost Oosiblie HOBOTO 3HaueHUs autologoff timeout, To 3T ceancel OynyT
ABTOMATHYCCKHU 3aBCPIICHDI.

5.3 [MapameTpbl nocnegoBaTtesibHOro MHTepdcenca

B BeTke koH(puUrypanuu system.serial Mo3xHO 3a1aTh IPOIYCKHYIO CIIOCOOHOCTB MOCIIEI0BATEIBHOTIO
uHTepdeiica u TaiiM-ayT HEaKTUBHOCTH. B Tabnuiie HIDKe 1aHO ONMKCaHUE JOCTYITHBIX TapaMeTpPOB.

Tabnuma 8

ITapamerp Onucanne

autologoff timeout | MakcumanbHOE BpeMsi HEaKTUBHOCTH (OTCYTCTBUE AEUCTBUI MOJIb30BATENS
n/unu obHoBNeHusa nHpopmanuu B CLI), mo ucreuenun kotoporo ceanc CLI
OyJzleT aBTOMaTHYECKH 3aBepuI€éH. MOXHO 3a1aBaTh B Auanaszone ot 1 go 120
MHUHYT. [10 yMomuanuto 5 MuHyT. J{J1s1 BEIKIIIOUEHHS TaliMEPa aBTO3aBEPILCHUS
ceaHca Heo0X0IMMO 3a/1aTh 3HayeHue 0.

baud rate [IpomyckHast crtocoOHOCTH (OUT/C):
e 9600
e 19200
e 38400
e 57600

e 115200 (mo ymomyaHuIo)
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Jliis mprMeHeHHsI BHECEHHBIX U3MEHEHUH U 100aBIIEHUS UX B CTAPTOBYIO KOH(PUTYPALIHIO
HE00XO0AUMO OTIIPaBUTH KOMaH 16l apply 1 write COOTBETCTBEHHO.

5.4 YcraHOBKa AaTbl U BpEeMEHU

Hactpoiika cucTeMHOT0 BpeMEHHU OYEHb Ba)KHA JIJIS IPaBHIIHOTO ()YHKIIMOHHUPOBAHUS CHCTEMBI
EcoSGE. B yactHoCTH, Ha CHCTEMHOM BpEMEHH OCHOBaHbI BpEMEHHbIE METKU B 102-COOOIIEHUSIX.

B niepByto ouepenp HE0OX0AUMO 3a1aTh YacoBoi mosc. J{ist atoro B BeTke nat_defaults
NpeaycMOTpeH napameTp timezone. /laHHbIN mapaMeTp NpUHUMAET 3HaUeHus OT utc-12 10 ute+14.
[To ymomyanuto 3anano 3nauenue ute+3 (mpu Hamuuu aurenzun COPM — utce). Crimcok Bcex
YacOBBIX MOSICOB BBIBOAMTCS KOMaH/0i timezone ? HenmocpeCTBEHHO B BeTke nat_defaults.
Tekyuuii 4acoBOil MOSIC MOXKHO y3HATh KOMaHA0i show timezone:

EcoSGE: # show timezone
Current timezone: utc+3 - Russia [MSK], Belarus, Turkey, Iraqg

Tekyume gary, BpeMsi 1 4aCOBOU IMOSIC MOKHO y3HaTh KoMaHaou show time.

EcoSGE:> show time
Current time is 29-Jun-2020T14:40:09 utc+3

Mo:kHO 3a1aTh 1aTy ¥ BpeMs BPYUHYIO MM HACTPOUTH CUHXpoHM3auuto ¢ NTP-cepeepom.

Bpyunyto nara u Bpemst 3aparorcs koMangoi edit datetime <I/I-Mecsau-I'TTTTUY:MM:CC>.
Crenyet MOMHUTH, YTO B 3TOM KOMaH i€ yKa3biBatoTcs Aata u BpeMst UTC, a KOppeKTUpPOBKa C yUETOM
3aJJaHHOTO YaCOBOTO Iosica 0TOOpakaeTcs B BbIBOzle KomaH bl show time. [Ipumep:

EcoSGE: # edit datetime 23-Jul-2020T12:30:00
EcoSGE: # show time
Current time is 23-Jul-2020T15:30:10 utc+3

Mecsii B KOMaH/Ie J0JKEH ObITh YKa3aH B BUJIC COKPAIIIEHHOTO aHTJIMHCKOTO Ha3BaHUSs, a HE YUCIIOM
(cM. TabIrIly HIXKE).

Tabnuma 9
AuBapp | Jan
@epans | Feb
Maprt Mar
Anpenb Apr
Maii May
Hronb Jun
Hroms Jul
ABrycT Aug

CenTs0ps | Sep

OxTs16ps | Oct

Hos6ps | Nov

Hexadbpp | Dec
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Cunxponusanus ¢ NTP-cepBepom HacTpanBaeTcsi B BeTKe KOH(MUTypamuu system.ntp:

EcoSGE:system.ntp# 1s

disable

primary server "31.131.249.19"
secondary server "85.21.78.23"
tertiary server "83.143.51.50"
update schedule 600

B 3aBojckoit koHpuUrypauuu yxe 3agansl Tpu NTP-cepBepa (OCHOBHOM U /1Ba pe3€pBHBIX) U
MepUOINYHOCTh cuHXpoHu3anun 600 cekyna. MoxHo yka3biBaTh kKak [Pv4, tak u [Pv6-agpeca NTP-
cepBepoB. BxirtoueHne u BbIKIIIOUeHHE CUHXpOoHU3anuu 110 N'TP pou3BoaAuTCsS HEMOCPEACTBEHHO B
BeTKe system.ntp komangamu enable u disable cooTBeTcTBeHHO. [10 yMOIYaHUIO CHHXPOHU3AIIUS
BBIKJIIOYEHA.

Cocrosnue cuaxponusanuu ¢ NTP-cepBepamu MOXKHO y3HaTh KoMaH10i show ntp.

EcoSGE:# show ntp
SERVER |delay |offset | reach |refid | rootdelay |status
| strat |

83.143.51.50 [0.069693 [+0.025177 |0x7f [0x00535050 |0.000000 |0x24 |1

|
85.21.78.23 10.012691 |+0.053309 |0x7f [0x169024cO0 [0.019104 |0x24 | 2

5.5 YuyéTHble 3anucu nosnb3oBaTenen

B 11060i1 MOMEHT paboThI ¢ KOH(UTYpALIUEH MOKHO CO3/1aTh TTOJIH30BATENS (B KOHOUTYPAIMOHHOM
pexxume). [lonap3oBarenu co3ar0Tes NP MOMOIIM KOMaH/IbI create user <ums moJib3oBareJisi> level
<mpasa> secret <Tumn napoJjs> "'<mapouap>". 1M noiap30BaTeNs MOXKET COJIEPIKATH TOIBKO
JTaTUHCKUE OYKBBI (PETUCTP YUYUTHIBACTCA), HU(PHI M 3HAK MTOTUEPKUBAHUSL.

[Ipaga (level):

e 0 — TOJBKO MPOCMOTP;

¢ 3 — BO3MOXHOCTb BBIIIOJTHEHHsI KOMaH/bl Write;

e 4 — penakTupoBaHUE KOH(UTYpaLUH, 3arpy3Ka KOHQUTYypaLuy;

e 5 —coxpaHeHHE KOH(UTYpALIUU MO OTJCIbHBIM UMEHEM, HO HE IPUMEHEHHUE;
e 8 — mpumeHeHue KoH(puUrypanuu, 3amyck/ocranoBka ECONAT;

e 15— nonHbIN AOCTYM, BKIItOYAsl yIIPABICHHUE [10JIb30BATEISIMHU.

Tunel npencraBneHus naposs (secret):

e 0 —plain text;
e 5—-SHA-256 wisalt.

B xoH(urypanmn napopMaIus o moap30BaTeNIX BHIBOIUTCS BCETIA C 3aIN(POBAHHBIM ITapoJIeM
(tum 5).
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Taxoke oap30BaTENs MOKHO CO3/1aTh, IEPEHIS B BETKY JiepeBa KOH(pHUTypamnuy system users.
CuHTaKcHuC KOMaHAbl IPU 3TOM OyJeT: <uMs MmoJib3oBaTtenss™> level <npaBa> secret <rum nmapoJisi>
"<mapoJn>".

[TPUMEP:

EcoSGE:1:# create user myuser level 15 secret 0 "mypassword"
EcoSGE:2:# system users

EcoSGE:3:system.users# userl level 5 secret 0 "passwordl"
EcoSGE:3:system.users# show

users {

user admin level 15 secret 5
5500$p2c.TaryKF73SpS1Z2KnnmXydvG3AURTTQvJIY152R2s/

user myuser level 15 secret 5
5500$p2c.TaryKF73SpS1zKnnmXydvG3AURTTQvJIY152jgfhgfhg

user userl level 5 secret 5
5500$p2c.TaryKF7jSpS1ZKnnmXydvG3AURTTQvJIY152mXydvS12

}

OTa xe KOMaHJa UCIIOJB3YETCA IJIA USMCHCHUA KOH(i)I/IpraHI/II/I IMOJIB30BATECJIA, B TOM YHUCJIC IIAPOJIA.

Jln1st I3MEHEHHUs1 YPOBHS TIPaB JIOCTYIA MOJIb30BATENs HE 0053aTEIIbHO MEHATh €r0 KOH(PHUTYpaIHIO.
JU1 5TOr0 MO>KHO BOCIIONIB30BAaThCsl KOMAaHI0M grant <umsi N0JI1b30BaTe s> <npapa>. I3MeHeHus B
IIpaBax IMOJIb30BaTENs BCTYAIOT B CHILy Cpa3y IOCIIE BBOJA KOMaH/bI.

‘ECOSGE:4:# grant userl 8

]_—[J'IFI YAAJICHUA MoJIb30BaTeNeH HMCIIOJIB3YETCA KOMaHJa Nno user <ums moJab30BaTe s>,

EcoSGE:1:# no user myuser

EcoSGE:2:# system users

EcoSGE:3:system.users# show

users {

user admin level 15 secret 5
55005p2c.TaryKF7jSpS1ZKnnmXydvG3AURTTQvJIY152R2s/
}

Ecnu naponb nosp3oBatess yTepsiH, TO €ro MOXKHO U3MEHUTB. /11 3TOro HeoOX0MMO MOAKIIOUUTHCS
yepe3 nopt Console uimu COM « cepuitHoit konconu EcoSGE, u npu 3arpyske HaKumathb

knaBumty [i]. [Ipu aTom 3arpyskaercs koHcob ¢ uMeHeM noiab3oBaTess CHPASS. B nannom pexume
paboThI KOHCOJIM MOKHO M3MEHUTD MApOJIM TOIH30BATENIECH U COXPAHUTH HACTPOMKH.

5.6 Hacrtpoika Bzanmopencteusa c ceppepom TACACS+

Hactpoiika B3aumoneiicteus ¢ cepsepoM TACACS+ npou3BoanTCS B BETKE KOHPUTYpAITUH
system.tacacs. MoxHo HacTpouTh noakiaoyeHue k AByM TACACS-cepBepaM — 0OCHOBHOMY serverl u
pe3epBHOMY server2.

B Tabnuie HIKE 1aHO OMMCaHUe MapaMeTpoB B3aumozaencTBus ¢ cepsepom TACACS+.
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I'pynna
napaMeTpoB

ITapamerp

Onucanue

OO6mmme

timeout

[Tepron B ceKyHAax IUIst MOTBITKH aBTOPU3AIMH MTOJTb30BATEIIS
4yepe3 OCHOBHOM cepBep. Eciin B TeueHHe 3aaHHOTO TIEprUoia
aBTOPH3AIIMs Yepe3 OCHOBHOM CEpBEP HE BBIMIOJIHEHA, TO 3aIPOC
aBTOpH3alMy OyAeT HalpaBlieH Ha Pe3epBHBIN CepBep.

IIpumeuanue. Eciu 10 ucTeueHus: JAHHOTO MEPUOIA MOCTYITUT
ICMP-coo0bmienue o HeIOCTYITHOCTH OCHOBHOTO CEpBepa
(destination host unreachable), To cpasy nmpouzoiaér
MIEPEKIIIOUCHUE HA PE3EPBHBIN CEPBEP

fallback { on | off
}

BxuroueHne/BBIKITIOUEHHE [TOMCKA TOJIb30BaTENS B JJOKAJIBHOM
0a3e B cilydae HEYJJa4HOU MOMBITKH aBTOPU3AIUH Yepe3 CEPBEPHI
TACACS+. 1o ymon4aHuio BKIOUYEH

accounting { on |
off }

BrurroueHne/BEIKITIOUCHHE aKKAyHTHHTA ITOJIB30BaTEeNCH,
apropusytomuxcs o TACACS+. [1o ymon4aHUIO BBIKITIOUEH

Ecnm accounting on u auth_cmd on, To mpu akkayHTHHTE Oy 1y T
YUMTHIBATHCS TOJIBKO aBTOPU30BaHHbIE KOoMaH bl CLI

auth cmd { on |
off }

Bxitouenue/BoikitoueHre apropusanuu yepes ceppep TACACS+
kaxs10i komauel, BBoguMoin B CLI EcoSGE. 1o ymonuanuto
BBIKJIIOYEHA

service type
<type>

Tun cepsuca. JloykeH coBnagaTh ¢ TUIIOM CEPBUCA, YKa3aHHBIM B
KOH(UrypaIuu cepaepa.

[Tpu BeIKTIOUEHHOM aBTOpU3aiuu koMan CLI (auth_cmd off)
JJAaHHOMY IIapaMeTpy [0 yMOJIYaHUIO NIpUcBOeHO 3HayeHue shell.

[Tpu BrItoueHHoM aBTOopu3anuu komang CLI (auth_cmd on)
JAHHBIA apaMeTp cKphIT B KoHpurypanuu EcoSGE, a Ha cepsep
TACACS+ Bcerna nepenaércst 3Hauenue shell. Onnako B
koHpuryparmu cepepa TACACS+ He00X0IuMO TSI TPYIIIBI
3a7aTh service = exec.

protocol <proto>

[Iporokon B3aumoneiictus ¢ ceppepomM TACACS+. JlomkeH
COBMAJIAaTh C MPOTOKOJIOM, YKa3aHHBIM B KOH(UTYpAIH cepBepa.

[Tpu BrimrouenHoi apropuzanuu komaua CLI (auth_cmd on)
JaHHBIA mapaMeTp cKphIT B KoHpurypauu EcoSGE, a Ha cepsep
TACACS+ Bcerna nepena€rcsi 3HaYEHUE exec

serverl

server2

enable | disable

Ucnons3oBate unu HeT noakitoueHue k cepeepy TACACS+

server <[P
address>

Anpec cepsepa TACACS+. MoxHno ykazats [Pv4-anpec, [Pvo6-
aJipec UM JOMEHHOE UM

secret { text
<string> | hash
<hex string> }

ITapons ns nogkmodenust k cepeepy TACACS+. MoxHoO ykazatb
B TEKCTOBOM WJIM XelHrpoBaHHOM Buje. [locne ykazanus naposis B
TEKCTOBOM BH/JI€ TPOU3BOJUTCS €T0 XEIIMPOBAHHE

ITpumep HacTpoexk:
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EcoSGE:system.tacacs# 1ls
timeout 5
fallback on
accounting on
auth cmd off
service type "shell"
protocol ""
serverl
{
enable
server "fb00::2"
secret
"3£024a93509581e777db9¢c4701a6a1492£30a38e7349199508467b626d4clfasb"
}
server?2
{
enable
server "192.168.7.2"
secret
"3f024a93509581e780eeb803e93d63f3c194a8eccbfd3b5608467b626d4clfasb"

}

Jlist mpocmoTpa nadopmanuu o Tekymei ceccun TACACS+ Heo6xoauMo oTripaBuTh komanay show
tacacs. Komanna BeIBOIUT HH(OPMAIIHIO O TEKYIIEH CECCUU M BPEMEHU C MOMEHTA TOCIICAHETO
obparmienus k cepsepy TACACS+.

EcoSGE:> show tacacs
The current session is handled by TACACS server at 172.16.1.10:49
TACACS server was accessed 0 seconds ago

5.7 Mapametpbl SNMP

Cucrema EcoSGE nogaepxusaet npotokoasl SNMP vl, v2c¢ u, ¢ orpaHuueHusimMu, v3.
[IpenycMoTpeHa BO3MOXKHOCTh CUMThIBaHUA 3HaueHni nepeMeHHbIXx MIB (GET-3anpocs!) u oTnpaBku
Trap-coobmenuii. SET-3ampocs! He OAIepKUBAIOTCS.

Trap-coobmenus Beerna nepenatorcs B popmate SNMPv1 ¢ ucnonp3zoBannemM community "public”. B
TaHHBIX COOOIIEHHX nepenaércs nHdopmarms 000 BceX CUCTEMHBIX coObITHsX ypoBHS FATAL.

[Tapamerpsr SNMP HaxonsTcs B BeTKe KOHpuUryparuu system.snmp. B Tabnuiie Huxe 1aHo
OIMMMCAHUC BCCX NOCTYIIHBIX MapaMETPOB.

Tab6muua 11

I[Mapametp Onucanue

{ enable | disable } | Bxirrouenue / BeikimtoueHue mpotokona SNMP. [To yMorgaHwio BEIKITFOUSH

trap { true | false } Bxmouenue (true) ninm BeikirodeHue (false) ormpasku Trap-coobmenwii. [To

YMOJYaHHUIO BBIKIIFOYCHA
nin

trap { on | off }

trap _host [Pv4-aapec unu JoMeHHOE UMs cepBepa, MpuHuMaroiero Trap-cooOuieHus

trap_host6 [Pv6-aapec uan foMeHHOE UMsI cepBepa, MpuHuMaroero Trap-cooOuienus
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Onucanue

trap_port

Homep UDP-nopra cepBepa, npuHumaroiero Trap-coobmenus. [1o
yMoT4aHuto 162

allowed ip ()

[Pv4-anpeca, ¢ kotopsix EcCOSGE Oyaet npuaumars SNMP-3anpocsr.
JlonmycTuMble 3HaYEHHUS:

e any, T. €. T00bIe agpeca (10 yMOITYaHHIO);
e  OTHEJIbHBIN aJpEC;

e JIMAITa30H aJpPecoB yepes Aeduc;

e TOJCETD.

MosxHO 3a1aTh TI00YI0 KOMOMHAITMIO 3HAYCHUI uepe3 mpoben (Hanpumep,
allowed_ip ( 192.168.10.11 10.10.0.10-10.10.0.20 10.100.0.0/24 )), a Taxxe
N00aBIIAT M yAAISTH OTJCIbHBIC 3HAYEHUS C TOMOIIBIO OTIEPaTOPOB += H -=
COOTBETCTBEHHO

allowed_ipv6 ()

[Pv6-aapeca, ¢ kotopeix EcoSGE 0yaner npunumars SNMP-3ampochsi.
JlonmycTuMble 3HAYEHHUS:

e any, T. €. moObIe aapeca (10 YMOIYaHHUIO);
e OTHENBHBIN aJpec,

e JIMAIa3oH aJIpecoB uepes neduc,

e TOJCETb.

MoHO 3a7aTh J1100y10 KOMOMHALIUIO 3HAUYEHUH Yepe3 mpobe, a Takke
N00aBJIATh U YAAIATH OTJEJIbHBIE 3HAUEHUS C IOMOIIbIO OIEPaTopoB += U -=
COOTBETCTBEHHO

port Howmep UDP-nopta EcoSGE mist npuéma SNMP-3anpocos. [1o ymonuanuto
161

description TexcroBas cTpoka, KOTOpasi OMUCHIBAET cUcTeMy (00BeKT sysDescr rpynmbl
System B MIB-II, RFC1213). [To ymonuanuio "EcoSGE"

hostname TexcToBas cTpoka, KOTOpasi COAEPIKUT UMSI CUCTEMBI (00BEKT SysName TpyIIsI
System B MIB-II, IIpocmotp nnpopmarmu 06 naTepdeiicax). [To ymomdanuto
"EcoSGE"

contact TexcToBas cTpoka, KOTOpasi COAECP)KUT KOHTAKTHYIO HH(POPMALIHIO
aZMuHHUCTpaTopa cucteMsl (00bekT sysContact rpynms! System B MIB-II,
RFCI1213)

hostlocation TexcToBas cTpoka, KOTOpasi ONMUCHIBAET MECTOHAXOKJICHUE CHCTEMBI (0OBEKT
sysLocation rpymmst System B MIB-II, [IpocmoTp uadopmanmu 06
uHTepdeiicax)

viewCommon Omnpenensier criucok OID, noctynHbIX 1uist mpocMoTpa. PopmMupyeTcs ¢

MIOMOIIIBIO ABYX BJIOKCHHBIX MIAPaAaMCTPOB:

o oid_included — cnucok noctynusix OID. ITo ymonuanuto all
(moctynHBI Bee)
e oid_excluded — cnucok HenoctynHsix OID.

JlelicTBHE MapaMeTpoB paclpoCTpaHsIeTCsl HE TOJIbKO Ha yKazaHHbie OID, Ho u
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I[Mapametp

Onucanune

Ha Bce ux gouepnue OID.

JIaHHBIN CIIMCOK MOXET OBITh MPHUBSI3aH K OJHOMY HJIM HECKOJIBKUM MPOPUIIM
nocTyma (1o YMOJTYaHHIO IpHBs3aH K mpodmiro communityCommon).
Mo3kHO cO3/1aBaTh AOMOJHUTENbHbIE CIUCKU 10ocTynHBIX OID u npuBs3bpiBaTh
UX K Pa3sHbIM NpO(UIIsIM JOCTyIa

communityCommon

Bcerpoennstit mpodmine qoctyna. Coaep KUt clieayIonne napamMmeTpsl:

e security — ctpoka Community s SNMP-3anpocoB (1o yMoI4aHHio
public);

e view — HMs IPUBS3aHHOTO K Mpod o crucka noctymHbix OID (mo
ymoirdanuto viewCommon);

e authorization — pexxum n0cTyna; TeKyas BEPCUsi MPOrpPaMMHOIO
obecrneyeHus MoAAeP>KUBACT TOIBKO JIOCTYII C MpaBaMu read-
only (TOIBKO UTEHUE).

MOo>HO co3/1aBaTh ¥ HACTPAUBATh JOTOJIHUTENIbHBIC TPOPUIN T0CTyHa

source_interface

Ecnu B cucteme HacTpOEHBI JOMOIHUTEIbHBIE JIOTHYECKHE HHTEP(HENChI
ynpasieHus (cyOuHTepdeiicsl), To JaHHBINA TapaMeTp MO3BOJISET YKa3aTh,
Kako# uHTepdeiic HeoOX0aMMO UCTIoNTb30BaTh it mpuéma GET-3anmpocoB u
OTIpaBKH OTBETOB. [10 yMoIuaHUIO HCIIONB3yeTcsl HHTEpdelic mng

IIpumep HacTpoKHU:

EcoSGE:system.snmp# 1s

enable
trap true

trap host "192.168.10.100"
trap host6 "£d00::1"

trap port 162
allowed ip (

10.10.0.10-10.10.0.20

10.100.0.0/24

192.168.10.11
)
allowed ipv6 (
port 161

description "EcoSGE Test"
hostname "EcoSGE-4120"

contact "admin@company.ru"
hostlocation "Tech Support Dept"

viewCommon

{

oid included (

"all"
)

oid excluded

}

communityCommon

{

any )

)
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security "public"
view "viewCommon"
authorization read-only

5.7.1 Cos3paHune u HacTpouKa AONONTHUTENbHbIX Npodunen goctyna u
cnuckoB aocTtynHbix OID

Jlst co3manust HoBoro cnucka JoctynmHbix OID HeoOXoauMo OTIIpaBUTh KOMaHIy create view
<name>. B BeTky system.snmp Oyzer qo6aBieHa ceKuus view<name>, B KOTOpOil HEOOXOIMMO
3amath mapameTpsl oid_included u oid_excluded. /{5 ynanenus kakoro-im0o co3qaHHOTO CIIHCKA
noctynHbeix OID HeoOX0aMMO OTHPaBUTH KOMaHAY No view view<name>. BcTpoeHHBIH crincok
viewCommon yJajauTh HEJb35.

Jli1st TOro 9TOOBI CO3/1aTh HOBBIM MPOQHITH TOCTYTa, HEOOXOIUMO OTIIPABUTH KOMaHIy create
community <name>. B BeTKy system.snmp Oy/eT no6aBiieHa ceKiusi community<name>, B
KOTOpOM HE0OX0IMMO 33/1aTh TapaMeTphl security u view. /[i1st yaaneHus: Kakoro-in6o co3JaHHOTro
npoduis A0CTyna He0OXOAMMO OTIPAaBUTh KOMaHy NO community community<name>.
BceTpoennsriit npoduiie qoctyna communityCommon yaaiuTh HEb3sl.

5.8 TMapameTpbl LLDP

VYerpoiictBo EcoSGE nmoanepxusaer nporokon LLDP (Link Layer Discovery Protocol) u ¢
MEPUOMIHOCTBIO 60 CEeKYH] pacchlUlaeT yepes Bee 3aneiicTBoBaHHbIe HHTepdeticsl LLDP-cooOmenus
¢ uH(popMarmei o cedbe U CBOUX XapaKTepUCTHUKAX.

[Tpu HEOOXOIMMOCTH MOKHO BBIKITIOUNTH pacchuiky LLDP-cooOmienuii. it 3Toro Heo0XoauMo B
BeTke system.nat_defaults npucBouts napamerpy lldp 3nauenue off. B 3710l e BeTke MOKHO
M3MCHHTH 3HaueHue mapametpa lldp _hostname, koropoe Oyaer nepenasathcsi B LLDP-cooGmmennn B
nosie System Name (TLV Type 5). U3menenue lldp_hostname Bctynaer B cuity nocie nepesarpys3ku
YCTPOICTBA.

Kpome Toro, Mo>xHO MOSTy4uTh HH(POPMAIIHMIO O COCETHUX Yy3aX, ucnonb3ytommx LLDP. Jlns atoro
HeoOxoauMo oTipaBuTh koManay show neighbours <ums nnTepdeiica> 11 onpenenéHHOTo
unrepdeiica unu show neighbours all 11t Bcex unrepdeiicos.

EcoSGE:# show neighbours te6
Interface te6 neighbour:

Last time seen in 22 seconds
Chassis ID = C0:A0:BB:44:94:50
Port ID = CO0:A0:BB:44:94:5A
TTL = 120

Interface Name = 'te(06’

System Name = 'Dlink’
Capabilities =

- TP Relay

Management interface address = 10.210.1.212
Maximum Frame Size = 2000
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5.9 Hacrpoika noaknoveHusa K EcoBypass

YerpoiictBo ECOSGE MoxkeT ObITh OJKITIIOUEHO B CETh U€pe3 aKTUBHBIM ONTHUECKUN Oaiinac cepuu
EcoBypass. Bzaumopeticteue ¢ EcoBypass ocymectBisercs mytem oTnpaBku heartbeat-cooOmmenmii
o nporokory UDP. B cirydae, ecniu heartbeat-cooOmienust nepectarot npuxoantb, EcoBypass
MepEeKIIIoYaeTCs B Mpo3padyHbiid pexuM. [locne gero tpaduk npomnyckaercs B 00xoa EcoSGE mo tex
Top, MOKa CBSI3b C HUM HE BO30OHOBUTCS.

Jn1st KOppeKTHOM paboThl JaHHOM cXeMbl 10JKHA ObITh HacTpoeHa [P-cBs3HoCcTh Mexxay MNG-
nntepdeiicom EcoSGE u ETH-untepdeticom EcoBypass. B cBoto odepenb, nmapsl nHTEpQEHCcOB
EcoSGE noaxiouarores k criapeHHbIM ontudeckuM nopram EcoBypass.

Cxema noaxmmouenus napsl cereBbix nHTEpPeiicor TE1, TE2 uepe3 EcoBypass npencrasnena Ha
PUCYHKE HIKE.

. T
LAN WAN
_—TH S iR—————————
R1 T1 RZ T2
O603HauyeHnsa
Rx - racelve NopT Ha D,’DESS TE2 TE1
Tx - fransmit nopT Ha bypass
Pucynox 10

Hearbeat-coo6menus umeror Bua <BP01_XX BP>, rne XX — Homep ceTeBoii rmatel EcoBypass, k
KoTOpoi noakitoyeHo yctpoiictBo EcoSGE. B otBet EcoBypass oTnpasiisier cooOiieHus Buia
<BP01_XX BP OK>.

Heartbeat-cooOrieHust OTIpaBISIOTCS BCETAa, KPOME ClTydaeB, Korja ObLI aIMUHUCTPATUBHO
BBIKJIIOUEH OJIMH U3 HHTEp(EericoB mapbl UM BO3HUK cO0il B pabote ycrpoiicTa. [lomumo noiaHoro
otrcyTtcTBHs heartbeat-coobmenuit EcoBypass MoxkeT oTciexxuBaTh najeHUe YpoBHs TX-cHrHaja ot
ycrporicTsa. [Ipu kpuTuyeckoM najgeHuu ypoBHs curHana EcoBypass nepexiatounuTcs: B Ipo3padyHbIi
PEXKUM.
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[Tapametpsr nogkmtouenus k EcoBypass 3amatorcst B BeTke KoHGuUrypaiuu system.bypass.
HactpanBaemsble B JaHHOH BeTKe TapaMeTphl PEACTABICHbI B TAOIHUIIE HUKE.

Tabmuma 12

ITapameTp Onucanne

enable/disable | Bxmouenue/BeikiroueHue otmpaBku heartbeat-coobmiennii Ha EcoBypass

bypass_ip [P-anpec EcoBypass. [jis KOppeKTHOM paOboThI ToJKHA OBITh HacTpoeHa [P-
cBs3HocTh Mexay MNG-untepdericom EcoSGE u ETH-untepdeiicom EcoBypass

bypass_tos 3nauenwue mois Type of Service (ToS) mist oTripaBiIsieMbIX COOOIIEHUN.
Jonyctumble 3Hauenus - ot 0 go 255. 1o ymonuanuto 0

bypass_interval | [lepuoanunocTs oTnpaBku heartbeat-coobmenuii Ha EcoBypass. 3agaércs B
MuuMcekyHaax. Jlomycrumele 3Hauenus - ot 1 1o 2000. ITo ymonuanuto 10 mc

teN1 teN2 Hacrpoiika mist maper uHTEpQEiicoB.
Bo3MoHbIE 3HAUEHNUS:

o disabled - EcoBypass He moaxitoueH;
e HOMep cereBoil mnathl (ciota) EcoBypass, kK KoTopoMy IOJAKIIIOUEHA Mapa.

B cniywae 1U monenmu EcoBypass mHymeparus ciotoB Oyaet ot 1 1o 8.

B ciiyuae 4U mogenu EcoBypass Hymeparus cioros 6yaet ot 01 mo 32

IIpumep HacTpoOMKH:

EcoSGE:system.bypass> 1s
enable

bypass ip 10.210.1.199
bypass tos 0

bypass interval 10

tel te2 disabled

te3 ted disabled

teb5 te6 1

te7 te8 2

te9 telO 3

tell tel2 4

tel3 teld disabled
tel5 tel6 disabled
EcoSGE:system.bypass>

5.10 TMapameTpbl loopback

[TapameTpsl, Xpansuecs B BeTke KoHpurypauuu system.loopback, ncnonssytorcst ECoSGE st
ornpaBku ICMP-coo6mennii abonenTam. B tekymieit Bepcuu [10 takue cooONIeHHUS TEHEPUPYIOTCS
EcoSGE Tonbko B 01HOM ciyuyae — eciu Juist abOHEHTa M0 KaKoW-1100 MPUYHMHE HE YIAI0Ch
BBIICITUTH O4YepeIHOM MopT Ha riodabHOM aapece. ECoSGE ornpaBut ICMP error type=3 code=13
(Destination unreachable (Communication administratively filtered)). MoxHo yka3aTb 0TOOpaskaeMblii
IP-anpec u MAC. Ecnu IP-aapec muist loopback ve 3aman, To mo ymomuanuto on 6ynet 100.64.97.116.

[ECOSGE:system. loopback# show
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ip 0.0.0.0

mac 00:00:00:00:00:00
EcoSGE:system.loopback# ip 1.1.1.1
EcoSGE:system. loopback# show

ip 1.1.1.1

mac 00:00:00:00:00:00
EcoSGE:system.loopback#

511 Wudopmauumsa o sBepcum NO n ycTaHOBNEHHbIX NIMLLEH3USAX

[Tpu oOpameHny B CIIy:KO0y TEXHHUECKOW MOICPIKKH HEOOXO0AUMO COOOIIATh CIIE YOIy IO
nH(popmaiuo 06 000pyI0BaHUY:

e THUII IIAT()OPMBI,
e BepcHs MIPOrPaMMHOTO 00ECIICUEHUS,
e  YCTAaHOBJICHHbIE JIULICH3HH.

Tun nnaTdopMbl ¥ BEpCHIO MPOTPAMMHOTO 00€CTIeYeHUSI MOXKHO y3HATh C MOMOIIBI0 KOMaH bl show
version:

EcoSGE: # show version

EcoNAT 4160L (2020 year) series v3.1 (C) RDP.RU Ltd. 2013-2022. All rights
reserved.

Firmware version: 3.1.5.2.0

S/N: 0OC7DC8549F00

Komanga show version detail BerBonuT 60see moapoOuyro uadopmaimio o Bepcun [10:

EcoSGE:# show version detail

EcoNAT 4160L (2020 year) series v3.1 (C) RDP.RU Ltd. 2013-2022. All rights
reserved.

Firmware version: 3.1.5.2.0

Hl: ea9fbdc

H2: 21418ca

S/N: 0C7DC8549F00

Jna BeBosia nHbopManuu o junen3usx [10 Ha akTHBHOM paszfienie HeoOX0IUMO OTIPABUTh KOMaHIY
show license:

EcoSGE: # show license
CGNAT: Ok

BRAS: Ok

DPI: Ok

RADIUS: Ok

CAIR: Not installed
Content filter: Not installed
IPv6: Not installed
ClickStream: 0Ok

QOE: Ok

ACCOUNTING: Ok

OTT: Not installed
ONSTICK: Not installed
Multivlan: Not installed
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Jlnst BeiBosta nH(OpManuu o ymnen3usx 110 Ha mro0oM nHTepecyoeM pas3zene Heo0X0IuMo
JIOTIOJTHUTENBHO YKa3aTh UMS pasjieia (PETUCTP CUMBOJIOB YUUTHIBAETCS):

EcoSGE:# show license PRIM2

CGNAT: Ok
BRAS: Ok
DPI: Ok

RADIUS: Ok

CAIR: Not installed

Content filter: Not installed
IPv6: Ok

ClickStream: Ok

QOE: Ok

ACCOUNTING: Ok

OTT: Not installed

ONSTICK: Ok

Multivlan: Ok

Nmena paznenoB MOXKHO y3HATh U3 MOJCKa3Kku K komaH e show license ? win ¢ mOMOIIBbIO KOMaH/IbI
firmware status (cMm. pasznen "/leiicTBus ¢ npomuBKoi").

5.12 lMepe3arpyska v BbIK/IOYEHUE

EcoSGE no3BosnsieT ocyiecTBIsTh TOpsiuyto peKoHpurypanuio 6e3 npexpamienus padotsl. Tem He
MeHee, OBIBAIOT CIydad, KOoraa Heo0X0IuMOo TMepe3arpy3uTh o0opynoBanue. Harpumep, moHagoouTcs
nepe3arpy3ka ECONAT, 4To0bI IpUMEHHUTH BEPCHIO BCTPOSHHOTO MPOTPaMMHOT0 00eCTICYeHHSI
(firmware), TOJTy4eHHYIO B pe3yJibTaTe OOHOBIICHUS.

Jlst mepe3arpy3Ku CUCTEMBI HEOOXOIMMO OTIIPaBUTh koMaHAy reboot. [Tocie BBoga KoMaHIbI
CUCTeMa MOMPOCHUT MOATBEPAUTH nepe3arpy3ky: «Confirm (y/N)». [lyia noaTBepk1eHUs HEOOXOIUMO
HaxaTh [y]. B mpoTuBHOM Cityuae mepe3arpyska He OyJeT BBITIOJHEHA.

JIaHHBII 3a1IpOC MOATBEPKICHUS COITPOBOKIAET BCE KPUTUYHBIE IEUCTBUS.

JI1s1 BRIKJTIOUEHUST yCTPOKCTBA (HAIIpUMED, B Clydae MepeMeIIeHUs YCTPOUCTBA Ha IPYTYIO
IUIOLIA/IKY ) Ucob3yeTcst koManaa poweroff. Ilocie BBoa komaHAbI cCTEMA TOIPOCUT
noaTBepaAnuTh BoIKiIOUeHUE: «Confirm (y/N)». Jlns moaTBepxaeHns He0OX0uMo Haxkath [y]. B
MIPOTUBHOM CITydae BHIKITFOUCHHE He OyeT BBITIOTHEHO.
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6 XpaHunnuwe ceptudunkatos SSL

Jln1s BBIOJTHEHUS PAa3IMYHbIX (aitnosbix onepauuit ¢ HTTPS-cepBepamu nmpeaycMoTpeHa
BO3MOXKHOCTb JIOKaJbHOTro XpaneHus: SSL-ceptugukaros B cucreme EcoSGE u ux
aJIMUHUCTpUpOBaHus. B yacTHOCTH, cepTrdukar SSL HeoOX0quM Ui 3arpy3Ku XpaHAILIerocs Ha
HTTPS-cepBepe criucka uinbTparmu B noacucremy DPI.

Komanna 3arpysku ceprudukarta umeet Buj certload <mokanbHoe ums_ceptuduxara> <URL>.
3arpy3ka Bo3moxkHa o HTTP, FTP u TFTP. IIpumep koMaHbI:

‘ECOSGE!# certload ecosge cert http://10.20.30.40/certificates/certl.pem \

Criucok 3arpy>kKeHHBIX CepTU(UKATOB MOKHO BhIBECTH KOMaH0# certlist:

EcoSGE:# certlist
ecosge cert
my cert

OnHOTro TOJBKO HATUYMS JIOKAJIBHBIX CEPTU(UKATOB HEJAOCTATOUHO AJIs (ailyIoBBIX onepanuii ¢
HTTPS-cepeepamu. TpeOyercs yka3aTb, Kakoil cepTu(UKaT UCIIOIb30BaTh IPU MOJKIIOUEHUHN K TOMY
unu uaomy HTTPS-cepsepy. st aToro npemxycMoTpeHna BeTka KoHurypamuu system.ca_certs, rie
MOJKHO 3aJ]aBaTh NpUBA3KHU cepTuukaros k [P-anpecam mnu nomennsiMm umenam HTTPS-cepBepos.
[IpuBsasky caenyer 3anaBats B Buae <IP-aapec njm 1oMeHHOe HMs cepBepa> <UMS cepTH(HUKATA>.
ITpumep:

EcoSGE:# go ca_ certs

EcoSGE:system.ca certs# 10.11.12.13 ecosge cert
EcoSGE:system.ca certs# dpilistserver.ru my cert
EcoSGE:system.ca certs# show

"10.11.12.13" "ecosge cert"

"dpilistserver.ru" "my cert"

VY nanenue npuBs3KH cepTuUKaTa K cepBepy MPOU3BOANUTCS KoMaHa0i no <IP-aapec niu 1oMeHHoe
HMH cepBepa> HEIOCPEACTBEHHO B BETKE System.ca_certs.

Jnia ynaneHus ToOKanbHOTO cepTudukaTa He0OX0IMMO OTIPABUTh KOMaHy certerase <umsi
ceprudurara>,
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7 HacTtponku nHrepoencos

B noruke EcoSGE cereBbie nunTEpdeiickl mpeacTaBieHsl o0bekTaMu Tuna interface.
Nmena nntepdeiicoB HaunHaroTCs ¢ npeduKca, 3aBUCAIIETO OT THIIA epeaaTyKa:

e Ha3BaHUs UHTEP(EHCOB C YCTAHOBICHHBIMU ONTHYECKUMU MOoAyJisiMu SFP+ HaunHaroTCs ¢
npedukca te, Harpumep, tel0;
e Ha3BaHUs «MeIHBIX» uHTepPeiicoB 1 GbE HaunHatores ¢ npedukca ge, Harpumep, ge3.

Ha3Banus B cuctemMe COOTBETCTBYIOT HA3BaHUSAM CETEBBIX HHTEP(ENHCOB, IPEACTABICHHBIM B pa3Jiene
"O6opynoBanue".

Crircok uHTEp(ECcOB M UX COCTOSTHIE MOKHO TTIOCMOTPETh B BETKE KOH(UTYPAITMOHHOTO JIepeBa
system interfaces.

EcoSGE:system.interfaces# !
interfaces

{
gel up
ge2 up
ge3 up
ged up
geb up
ge6 up
te7 up
te8 up

Nurepdeiicet ECOSGE MoHO BKITFOYATH U OTKIIOYATh, HE TIEPEX0/Is B BETKY HACTPOCK MHTEpdeiica.
Hns storo npeaxycMmotpensl koManasl interface <INT _NAME> enable u interface <INT _NAME>
disable, rie INT_NAME — ums onHoro untepdeiica, HeCKoiIbko UMEH HHTEPEICOB MM THana3oH
yepe3 aeduc. Hampumep, interface gel ge3 ge6 te2-te4 disable. ITocne qaHHBIX KOMaHT HEOOXOAMMO
OTIIPaBUTH KOMaHy apply, 9TOOBI H3MEHEHUS BCTYITHIIH B CHITY.

[Ipu u3mMeHeHnn cocTossHUS UHTepdelica B )KypHall CHCTEMHBIX COOBITHI 100aBIISIIOTCS CIIEAYIOLINE
3aIlnCH:

e wuH(pOpMaIUsi 00 AIMUHUCTPATUBHOM U3MEHEHUN COCTOSIHUS MHTEpdetica

RECONFIG [FATAL] Setting administrative link status UP on port ge2
RECONFIG [FATAL] Setting administrative link status DOWN on port ge?2

. I/IH(i)OpMaI_II/IH (¢} pa3pLIBe/ BOCCTAHOBJICHHUHU COCAMHCHUA

MAIN [FATAL] Port ge2 Link Up - speed 1000 Mbps - full-duplex
MAIN [FATAL] Port ge2 Link Down

Amnanornunas naopmanus nepeaaércs B SNMP Trap:

1.3.6.1.4.1.45555 = STRING: "Port gel Link Down"
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1.3.6.1.4.1.45555 = STRING: "Port ge2 Link Up - speed 1000 Mbps - full-
duplex"

Link Down Trap (2) Uptime: 0:03:03.93, SNMPv2-SMI::enterprises.45555 =
STRING: "Port gel Link Down"

Link Up Trap (3) Uptime: 0:03:03.93, SNMPv2-SMI::enterprises.45555 =
STRING: "Port ge2 Link Up - speed 1000 Mbps - full-duplex"

WuTepdeiicy MoxeT OBITh MPUCBOCHO OMUcaHue. J[iist 3Toro HeoOX0UMO TIepeiTH B KOHTEKCT
HAcTpOWKM AaHHOTO nHTepdeiica u BBectu komanay description <DESCR>, rne DESCR — onncanue
mnHoi oT 1 1o 240 cuMBOJIOB.

[Tpumep:

EcoSGE:system.interfaces.gel# description connect to router
EcoSGE:system.interfaces.gel# 1ls

enable

description "connect to router"

B BriBosie koManb1 show interface brief oTo6pakatorcst Tonpko nepBbie 50 CUMBOJIOB OMUCAHMS.

EcoSGE:# show interface brief
Interface MAC-
Address MTU Speed Status Loading (rx/tx) Last change
Description

mng 00:71:00:C0:9E:00 1518 1 Gbps active = =

gel 00:71:00:C0:9E:01 1522 1 Gbps active = 0 days
00:00:10 ago connect to router

ge2 00:71:00:C0:9E:02 1522 1 Gbps active 0/0 0 days
00:00:10 ago =

ge3 00:71:00:C0:9E:03 1522 1 Gbps active 0/0 0 days
00:00:10 ago =

ged 00:71:00:C0:9E:04 1522 1 Gbps active 0/0 0 days
00:00:10 ago =

geb 00:71:00:C0:9E:05 1522 1 Gbps active 0/0 0 days
00:00:10 ago =

OtobOpaxenue B komanze show interface gel:

EcoSGE:# show interface gel
Interface name: gel

Description: connect to router
L2MTU: 1522

Packets droped because of L2MTU: O
MAC address: 00:71:00:C0:9E:01
Link state: active

Last state change: Tue Sep 1 12:55:36 2020 (0 days 00:03:22 ago)
Link speed: 1 Gbps

Bytes In: 0

Bytes Out: 3060

Packets In: O

Packets Out: 36

Errors In: O

Errors Out: 0

Packets Received Imissed: 0
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‘Packets Received Nombuf: 0 \

7.1 Pexum On-a-Stick

B pesxxnme On-a-Stick xaxuprit pusndeckuit Ethernet-mopt ycrpotictBa ECOSGE (kpome MNG u
LOG) moxet onHoBpeMeHHO ciykuTh B kauectBe LAN u WAN untepeiica. Paznenenue tpaduka
Ha UCXOASIIUN ¥ BXOASILUN B 3TOM PEKUME IPOU3BOAUTCA 110 OAHOMY M3 JIBYX HE3aBUCUMBIX
YCJIOBUM:

o mpuHamexHoctb VLAN (tpeOyercs nuuensus Onstick);
o cootBerctBUe ACL (Tpebyetcs nuuensus [P Onstick).

[TapameTpsl peskuma On-a-Stick xpansrcs B BeTke system.onstick. BkimroueHne u BHIKIIOUSHHE
JTAHHOTO PEK1Ma MPOU3BOJAUTCS HEOCPEICTBEHHO B JAHHOW BeTKe KoMaHaamu enable u disable
COOTBETCTBEHHO. PexnM mpumMensieTcs cpasy Ko BceM uarepdeiicam, kpome MNG. Jlns akTuBanuu
pexuMa Takke Tpedyercs nepesarpyska ycTpoicTsa.

711 PaspeneHue Tpacumka no npuHagnexHoctu VLAN

Jlnst paznenenus Tpaduka Ha UCXOIAIINN M BXOIAITUN Ha OCHOBAHHUH €Tr0 puHaaiexHocTn VLAN
MakeThl TOJKHBI uMeTh ouH (802.1Q, Dotlq) nnu na (802.1ad, QinQQ) AOMOTHUTENBHBIX 3ar0JI0BKa
VLAN. Bo Bropom ciyuae yuutsiBaetcsi VLAN ID (VID) BHemHero 3arojioBka.

st Toro utoOs! yetpoiicTBo EcCOSGE ananusuposano coaepxkumoe 3aroinoBkoB VLAN, HeoO6xoaumo
B BeTKe system.nat_defaults npucBouts napamerpy vlan_mode 3nauenue vlan unu qing. B nepsom
cllydae aHaJIM3UPYETCsl OAMH TeT, BO BTOPOM — 00a.

[Mopsimok HacTpoiiku pexnma On-a-Stick ¢ JaHHBIM METOZIOM pasaeneHus Tpaduka:

1. Tloarorosuts crmcok nap Local VID <-> Global VID, o kotopsiM Tpaduk OyaeT
pa3nensaThCs Ha UCXOASIINN (egress) U BXoaamui (ingress) cOOTBETCTBEHHO. CIHMCOK JT0JKEH
YUUTBIBATh BCE BO3MOYKHBIE 3HAUCHHUS IS JAHHOTO JIMHKA. B IpOTHBHOM ciy4ae makeT OyieT
npourHopupoBat. [Tpu npoxoxnenun yepe3 ECoSGE npoucxoaut 3amena VID Ha napHbIil.
Buumanmue! JIunensus Onstick mo3Bomsier 3anatk Tosibko oauy napy VID. Bo3aMoxHOCTH
3aaHus HecKobKux nap VID nocTynHa npu Hanu4uu JONOJHUTEIBHOM JIMLIEH3UU
MultiVLAN. MakcumansHO JomycTuMoe KomudecTBo nap VID — 2048.

2. Jlna mapsl VID co3nats 3anuch B BeTke system.onstick komanzaoii create vpair <NAME>.

Bynet coznana 3anuce vpairNAME. V nanenne napst VID mpou3BoauTcss KOMaHI0# no vpair

vpairNAME.

[TepeiiTu ¥ co3maHHOM 3aMKcH U 3a1aTh 3HaYeHUs TapameTpoB local u global (VID).

[ToBTOpuTh maru 2 u 3 st octaybHbIX map VID.

Bxmounts paznenenue tpaduka mo VID komanaoit mode vlan.

Brmrounts pesxkxum On-a-Stick koman10ii enable.

[Tpumenuts koHpUrypauio komanaoi apply.

CraenaTh KOH(UTYpAIUIO CTAPTOBON KOMaH/ION Write.

Ilepe3arpy3uth yCTpOHCTBO KOMaHI01 reboot.

A PR I AN A

[Tpumep mocnenoBaTEILHOCTH KOMaH/I!
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system nat defaults vlan mode vlan
system onstick
create vpair A
create vpair B
vpairA local 10
global 20
vpairB local 30
global 40

mode vlan
enable

apply

write

reboot

[Tpumep conep>KUMOro KOH(PUrypamuu:

onstick
{
enable
mode vlan
vpairA
{
local 10
global 20
}
vpairB
{
local 30
global 40

}

7.1.2 PaspeneHue Tpachuka no coorsercreuio ACL

B manHOM MeToe pa3iencHus Tpaduka Ha UCXOMSIINN U BXOISIINN IPOU3BOAUTCS cBepka IPv4-
[Pv6-anpecoB ncrounukoB B maketax ¢ ACL u ACLv6, cBsizannbIx ¢ pexxumom On-a-Stick. [TakeTsr,
koTopele cooTBeTCTBYIOT ACL u ACLV6, HHTEpNPETUPYIOTCS KaK UCXOAIIME (€Eress), a OCTalIbHbIE —
Kak Bxozsmue (ingress).

Ecmu tpadux nmeet 3aronoBku VLAN, To OHH UTHOPUPYIOTCS TaHHBIM METOJIOM (HO He 6a30BOi
(YHKIIMOHATLHOCTHIO, OTBEUAlOIIeH 3a pacnpeaeneHue Tpapuka mno myiaam NAT).

Hacrpoiika pexxuma On-a-Stick ¢ qaHHBIM METOIOM pa3zaenieHus TpaduKa BHITIOTHICTCS B CIICTYIONIEM
MOPSITIKE:

Cozmate ACL/ACLVO.

Bxuttounts paznenenue tpaduka mo coorserctBuio ACL/ACLvV6 (komanna mode ip).
Vka3zatb coznanabie ACL u ACLv6 B BeTke KoH(purypamnuu system.onstick.
Bxomounts pexkum On-a-Stick (komana enable).

[Ipumenuts koHpuryparmuio (komanaa apply).

CraenaTbh KOH(UTYpaLUIO CTApTOBON (KOMaHaa write).

Nk LD =

Ilepesarpy3uth ycTpoiicTBO (koMaHzaa reboot).
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[Ipumep conepkUMOro KOHPUTypaLuu:

onstick
{
enable
mode ip
acl aclonstick
aclve aclveonstick

BHUMAHME! JIto0bie n3MeHEeHHS HACTPOeK pexknMa On-a-Stick OyayT mMpuMEeHEHBI TOJIBKO TOCIe
nepesarpys3ku ycrpoiictsa. [loaromy nocne BHECEHUsS] U3MEHEHH HEOOXOIMMO OTIPABUTh KOMaH/IbI
apply, write, reboot.

Bo3MmorkHa cutyanus, korja Ha noakiaouéHHoM kK EcoSGE mapuipyTtuszarope nonamgoosrcs 1se
cratuyeckue ARP-3amucu mist kaxxmoro VLAN-unTepdeiica: 10KaabHOTO U rI100aJI5HOTO
COOTBETCTBEHHO. Takasi CUTyallsi MOKET BOSHUKHYTh, €CJIM Ha MAPUIPYTU3ATOPE BHIAEIAETCS OAUH
MAC-anpec mist o6oux VLAN-uHTEep(dhEiicoB 0HOTO MOPTA WK TPYIIIIHI TOPTOB, 00 TUHEHHBIX B
LAG.

7.2 ArperunpoBaHue nHtepcencos

Jis pesxxuma On-a-Stick mpegycMoTpeHa BO3MOKHOCTh 00bSTUHEHHS IBYX WU 00Jiee (PU3HIECKUX
unrepdeiicoB ECoSGE B ogun noruueckuit matepdeiic — Link Aggregation Group (LAG) —c¢
MIPONOPIIMOHAIILHO OOJIbIIEH MPOIMYCKHOM criocoOHocThI0. LAG MOXeT BKITt04aTh B ce0s 10 16
¢dbusnveckux noproB Ethernet ogroro tuma. Moxkao co3znats 10 16 LAG. [{ns co3gaHust 1 KOHTPOJIS
pabotsl LAG ucnonssyercs npotokon LACP (IEEE 802.1AX). ITpu pa6ote EcoSGE B 06b14HOM
pexume, koraa B kaduectBe WAN u LAN uHTEpdeiicoB MCTIONB3YIOTCS pa3Hble GHU3HUECKUE TTOPTHI,
HeoOxoauMocTh B coznanuu LAG oTcyTcTByeT, Tak Kak nakersl mpotokosia LACP mpoxozmst yepe3
yCTpOICcTBO 6€3 00paboTKH.

LAG coznaércsa komanaoii create lag ID (rne ID — 3nauenue ot 1 1o 65535), mocie BeITOTHEHUS
KOTOpO# B ceKuio KoHpurypanuu system.lag_if noGasnsercs moacekmus laglD:

lag if
{
lagID
{
disable
description ""
min links O
iflist ()
}

B nmapamertpe iflist HeoOxonumo yka3aTe nHTEpQEeiicsl, 3aneiictBoBannbie B LAG (Hanpumep, iflist (
tel te2 )). Bimrouenue u otkimouerHrne LAG npou3BoauTcst HEMOCPEACTBEHHO B Toicekiuu laglD
koMaHgaMu enable u disable cooTBeTcTBEHHO.

[Tapametp min_links ycTaHaBnrBaeT MUHUMAIBHO AOMYCTUMOE KOJIMYECTBO UCIIPABHBIX KAHAIOB
gyepe3 uHTepdeiice! u3 crucka iflist, mpu koropom LAG cuutaercs paboTOCIIOCOOHBIM U HAXOAHUTCS B
cocrosiHuM 'Activated'. [Ipu MeHbIIeM KonUyecTBe UCTIpaBHBIX KaHanoB LAG paccmaTpuBaeTcs Kak
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HepaboTocmocoOHkIH, IepeBoauTcs B coctossHue 'Deactivated' n nepecraér ornpasisite LACPDU no
TeX Nop, oka He OyaeT BeinoaHeHo ycioBue min_links. Cocrosinue LAG MOXHO y3HATh C TOMOIIIBIO
koman bl show lacp { ID | all } local (cm. mpumeps! 1 u 2 Hipke).

Hactpoiiku npotokosnia LACP, 3anaHHbIe 110 yMOTYaHHIO, 00€CTIeUNBAIOT IPABHIBLHOE
B3aumojeiicteue ECOSGE ¢ ceTeBbIMU yCTpoiicTBaMU OCHOBHBIX TTpou3BoauTeneil. [1pu
HE00X0AUMOCTH MOXKHO M3MEeHUTh HacTpoiiku LACP Ha ypoBHe untepdeiica. s 3Toro B
HacTpoMKax Kaxaoro uHTepdeiica mpeaycmorpensl mapametpsl lacp _mode u lacp _rate. Ilo
YMOJTYaHHUIO HACTPOWKH MHTEpQEiica UMEIOT CIIeTY IO BUI:

teN

{
enable
description ""
lacp mode passive
lacp rate fast

B tabnuie Hmke nano onucanue napamerpos LACP B HacTpoiikax unTepdeiica.

Tabmuua 13

ITapameTtp Onucanue

lacp_mode | Pesxxum LACP mist mopta. Bo3MokHBIE 3HAUCHHUS

e passive — ycrpoiictBo ECoOSGE nHe nnnnumnpyet coznanue LAG (3HaueHue 1o
ymomuanuio). LAG coznaércs npu nocrymienun LACPDU ot cocennero
YCTPOICTBA U yCHEIIHOM COIJIACOBaHHH.

e active — ycrpoiictBo EcoOSGE otnpasnser LACPDU cocennemy yCTpoHUCTBY U
WHUIMUPYET corjacoBanue u coznanne LAG

lacp_rate | Ilepuomuunocts ornipaBku LACPDU nocne co3ganust LAG. Bo3MokHbIE 3HAUCHUS:

e slow —pa3 B 30 cexyHz;
o fast —pa3 B ceKkyHIy (3HaYEHHE 110 YMOJIYAHHIO)

Jli1st mpocMOTpa TEKYIIEro COCTOSHUS MPOTOKOJa U KOHTpoaupyemoro uM LAG npeaycMoTpeHsl
CJIEAYIOUINE KOMAH/BL:

o show lacp { ID | all } counters — noka3pIBacT KOJUYECTBO OTIIPABJICHHBIX U MOTYYEHHBIX
LACPDU;

e show lacp { ID | all } local — moka3eiBaeT coctosiaue nmoptoB ECOSGE, 06benuuénnnix B LAG,
(dnaru u npyrue napametpsl, otnpasisembie B LACPDU coceqnemy y3iy;

e show lacp { ID | all } remote — noka3siBaeT (hiaru u Apyrue napaMeTpsl, MOIydaeMbie OT
COCEJIHETO Y3JIa.

Ipumep 1. Uadpopmanus o paborocriocoonom lagl uz unrepdeiicon ge2-ge9 npu ycnosuu min_links
8.

‘EcoSGE:system.lag_if.lagl# show lacp 1 local \
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Port
E.|d. - enable: port is configured for LACP | disable
.S|.w - sending LACPDU's | wait LACPDU from neighbor
Flags:
.C .... = Collecting is Enabled ce.. ...A = Active
..D. = Distributing is Enabled .... ..F. = Fast Timeout
o186 o = Defaulted .... .G.. = Aggregatable
E... = Expired .... S... = In Sync

Actors's information:
LACP for lagl is enabled
min links 8

state Activated

Iface Port Flags State Priority Dev ID Key

ge2 Ew 2 —--DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
ge3 Ew 3 —--DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
ged Ew 4 --DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
geb Ew 5 --DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
geb Ew 6 --DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
ge’7 Ew 7 --DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
ge8 Ew 8 --DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
ge9 Ew 9 --DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001

IIpumep 2. Uadopmanus o HepaboTocrocooHoM lagl u3 nuntepdeiicoB ge2-ge9 npu ycnoBuu
min_links 8 1 HencripaBHOM KaHalie Ha HHTEpdeiice ge2.

EcoSGE:system.lag if.lagl# show lacp 1 local

Port
E.|d. - enable: port is configured for LACP | disable
.S|.w - sending LACPDU's | wait LACPDU from neighbor
Flags:
.C .... = Collecting is Enabled ee.. ...A = Active
..D. .... = Distributing is Enabled «... ..F. = Fast Timeout
LFo. = Defaulted .... .G.. = Aggregatable
E... = Expired ... S... = In Sync

Actors's information:

LACP for lagl is enabled

min links 8

state Dectivated

Iface Port Flags State Priority Dev ID Key

ge?2 Ew 2 EF-- -GF- 0xC6 65535 Ocae.68f6.6300 0x0001

ge3 Ew 3 --DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
ged Ew 4 --DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
geb Ew 5 --DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
geo6 Ew 6 —--DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
ge’l Ew 7 —--DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
ge8 Ew 8 --DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001
ge9 Ew 9 --DC SGF- 0x3E 65535 Ocae.68f6.6300 0x0001

7.3 TlpocmoTtp uHcpopmauumm o6 nHtepencax

[IpenycmotpeH psia koMaH AJis BeiBoja nHGopMaiuu o6 uarepdeiicax EcoSGE u ycTaHOBIEHHBIX
SFP-moysisix, a TakyKe i1 MOHUTOPUHTA TpaduKa.
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7.3.1 Kpatkaa nHdopmaumsa o6 nHtepcencax

Jlst BBIBOJIa KpaTKoi nHGpopManuu 000 Bcex nHTepdericax HeoOX0auMO OTIPAaBUTh KoMaHTy show
interface brief. [Ipumep BbIBO1a KOMaHBL:

EcoSGE:# show interface brief
Interface MAC-
Address MTU Speed Status Loading (rx/tx) Last change
Description
mng 00:71:00:C0:9E:00 1518 1 Gbps active = =
mng.100 00:71:00:C0:9E:00 1518 1 Gbps active - -
mng.200 00:71:00:C0:9E:00 1518 1 Gbps active - -
gel 00:71:00:C0:9E:01 9216 1 Gbps active = 0 days
00:00:10 ago =
ge?2 00:71:00:C0:9E:02 9216 1 Gbps active 0/0 0
days 00:00:10 ago LAGL
ge3 00:71:00:C0:9E:03 9216 1 Gbps active 0/0 0
days 00:00:10 ago LAGL
ged 00:71:00:C0:9E:04 9216 1 Gbps active 0/0 0
days 00:00:10 ago LAG?2
geb 00:71:00:C0:9E:05 9216 1 Gbps active 0/0 0
days 00:00:10 ago LAG2

OmnucaHue BbIBOJJAa KOMAaH/ABbI

Tabmnuma 14
IoJse Onucanue
Interface Jlna Bcex unTepdeiicoB, kpome UHTepdeiica yrnpaBieHus, BBIBOISITCS UX CUCTEMHBIE
umeHa (cM. pazaen "Hacrpoiiku uatepdeiicos"). [yt ocHOBHOTO HHTEpdetica
ynpapneHus (System) 1 Bcex HaCTPOCHHBIX CyOuHTep(deiicoB yrnpaBiaeHHs BBIBOAUTCS
o6o3nauenne mng win mng.vlan_id. [Tonpo6uas nHpopmanus o HaCTporKe
OCHOBHOT0 MHTepdeiica ynpaBiieHus: U cyOuHTep(helcoB COAEPKUTCS B pasiene
"Hactpotiika cereBoro uatepderica ynpasienus"
MAC MAC-anpec uarepdeiica
Address
MTU Ycranosnennoe nist uatepderica suauenne MTU. st Bcex uatepdeiicos, kpome
MNG, 3nauenne MTU M0xkHO U3MEHUTH Yepe3 mapameTp 12mtu B BeTke
koH(urypamuu nat_defaults
Speed CornacoBaHHas IPOITYCKHAsl CIOCOOHOCTh COSAMHEHUSI ¢ MHTepdeiicom
Status CocTtosiHue coeuHEHUS ¢ UHTEpdeiicom:
e active — COeIMHEHUE YCTAaHOBIICHO
e down — coenuHeHNE HE YCTAHOBIICHO (HE MOJKIIOUEH MITH MOBPEXIEH Kabeb,
HEHUCIPAaBEH MOPT, yAAIEHHOE YCTPOUCTBO HE OTBEYAET, INIOXOW KaHAJI CBSI3U U
JpyTrHe Mo100HbIE TPUYNHBI)
o disabled — uHTEpdeElic BHIKIIOUEH B KOH(PHUTYpaIMy yCTpOiCTBa
Loading Bxopnsmas (rx) u ucxozsmas (tx) Harpy3ka Ha HHTepdelic B MpoLeHTax OT
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IToge Onucanne

(rx/tx) COTJIACOBAHHOM MPOIMYCKHON CITIOCOOHOCTH COETMHEHUS

Last change | Bpems, nporesaiiee ¢ MOMEHTA IMOCISAHETO M3MEHEHHS COCTOSIHUS UHTep(deiica

Description | Kommenrtapuii k untepgericy

7.3.2 lNMoppo6Haa nHcgpopmauma o6 nHtepchencax

[Monpo6uas nundopmanus 06 uatepdeiicax BeiBoauTCS KoManaoi show interface {
<ums_uHTepdeiica> | all }. BeiBoa koMaHabI cOAEpKUT 0011Ly10 HHPopMaluio o0 uaTepdeiice (Mms,
MAC-anpec, MTU, cocTtosiHME U IPOITyCKHAsE CHOCOOHOCTh COEAMHEHMS], aTa U BpeMsl IOCIEAHEr0
M3MEHEHHUS COCTOSIHUS COEMHEHM) U Tpynny cuétunkoB "Software Counters" (mporpaMMHbIe
CUYETYMKH ), KOTOPBIE MO3BOJISIOT MPOaHAIM3HPOBATh padboTy unrepdeiica. [Ipumep:

EcoSGE:> show interface gel

Interface name: gel

L2MTU: 1522

Packets droped because of L2MTU: O

MAC address: 00:0D:48:28:1A:6D

Link state: active

Last state change: 28-Nov-2022T19:07:26 (0 days 01:49:15 ago)
Link speed: 10 Gbps

SOFTWARE COUNTERS

Last reset time: 28-Nov-2022T19:46:43

Bytes rx: 5730486

Bytes tx: 111945

Packets rx: 93360

Packets tx: 1317

Errors rx: 0

Errors tx: 0

Errors rx int: O

Broadcast Packets Received: 2526

Multicast Packets Received: 0

Valid Packets Received: 552239826119

Packets Received [64 Bytes]: 12168186116
Packets Received [65-127 Bytes]: 69833219845
Packets Received [128-255 Bytes]: 18352133279
Packets Received [256-511 Bytes]: 8100120469
Packets Received [512-1023 Bytes]: 9285356600
Packets Received [1024 to Max Bytes]: 435328201814
Receive Oversize Count: 0

[
[
(
[

Jlist cOpoca mporpaMMHBIX CYETUMKOB HEOOXOIMMO OTIIPaBUTh KoMaHAy clear interface {
<ums_uHTepdeiica> | all }. Jlata u BpeMs nocnegHero copoca cuéTIMKOB yka3aHbl B moiie "Last reset
time". [IporpamMmmMHbBIe CYETYNKN HE OOHYJIISIOTCS MIPH BBIKITIOUYEHUH HHTEPEICOB B KOHDUTYpauu
EcoSGE uepes CLI.

st maTepdeiica MNG BeiBoa komaH 161 Show interface mng He3HAUUTENTEHO OTINYAETCS OT BHIBOJIA
s apyrux uarepdeiicos. Kpome toro, k unrepdeiicy MNG He npumensiercst komanna clear
interface.

EcoSGE:# show interface mng
Managment interface name: mng
MTU: 1500
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MAC address: 00:0D:48:28:1A:6E
Link state: active
Link speed: 100 Mbps
SOFTWARE COUNTERS
Bytes rx: 62190
Bytes tx: 101668
Packets rx: 710
Packets tx: 967
Errors rx: 0

Errors tx: 0

Errors rx int: O
Multicast: 7

7.3.3 AnnapaTtHble CHETUYMKM Ha nHTepdencax

JIy1st cauThIBaHMS M BBIBOJIA 3HaUEHUH armapaTHbeix cuéTunkoB (Hardware Counters) Ha nHTEepdeiicax
npeaycMmorpeHa komanaa show interface { <umsi_unrepdeiica> | all } counters. [Ipumep:

EcoSGE:> show interface gel counters
Interface name: gel

HARDWARE COUNTERS

rx good packets: O

tx good packets: O

rx good bytes: 0

tx good bytes: 0

K anmapaTHbIM cuéTunKam He IpuMeHsieTcss komanza clear interface. OOHyIeHHE TaHHBIX CYETUYMKOB
MIPOMCXOUT MPH Mepe3arpy3Ke yCTPONCTBA, MPEPhIBAHUY JIEKTPOIIUTAHUS, a TAKXKE MpU
aMUHUCTPATUBHOM BBIKIIOUeHUU HHTepdetica (disable B BeTke
system/interfaces/<umsi_untepdeiica> u nocinenyromieit komanae apply).

7.3.4 MoHuTOpUHr Tpaduka

Jnist BBIBO/Ia MHPOpPMALKK O TpaduKe, MPOXOISIIEM yepe3 Kakoi-mndo naTepdeiic uim Bce
untepdeiicel, npeaycmorpeHa komanaa show interface { <umsi_unrtepdeiica> | all } traffic
[monitor], rae monitor — onuus 1)1 BEIBOJIA C TOCEKYHIHBIM OOHOBIIEHHEM. J[J1s BBIX0/1a U3 peKHUMa
monitor HeoOxoaumo Haxate Ctrl+C. B ctpoke "Subtotal" ykazana obuas craTuctuka Tpaduka amis
Bcex uHTepdeiico, kpome LOG n MNG. Craructuka tpaduka uepes uarepdeiic LOG BeiBoguTCs
noJ crpokoit "Subtotal”. [l ynoGcTBa MpocMoOTpa UCIONb3YIOTCS AecsTuuHble npuctasku "K, M, G,
T" B cucreme CHU.

EcoSGE:> show interface all traffic
Interface Packets In/Out Bytes In/Out Errors In/Out
ge2 15677 M / 21212 M 17175 G / 11090 G 0/ 0
ge3 21307 M / 15600 M 11127 G / 17149 G 0/ 0
Subtotal: 36984 M / 36812 M 28302 G / 28239 G 0/ 0
gel 397 K / 4105 M 24108 K / 799 G 0/ 0
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7.3.5 WUHdbdopmauma o6 yctaHoBneHHbIX SFP-moaynax

C nomompbto koman el show interface { <umsi_nnrepgeiica> | all } transceiver unu show sfp
all MmoxHO BbIBecTH MH(popMaruto 00 ycranoBieHHbIX SFP u SFP+ monymsx, Bkimtouas nanasie DDM
(Digital Diagnostics Monitoring). [[ist Moxynei mo BUTYI0 napy JaHHas WH(popMalys HeTOCTYITHA.

EcoSGE: # show interface all transceiver
Interface name: tel

Module Vendor Name: OEM

Module Part Number: SFP+-10G-LR
Module Serial Number: P1309040348
Module Revision: A

Module Manufactoring Date: 130904
Module supports DDM: yes

Module temperature: 39.00 C

Module voltage: 3.25 Volt

Module TX power: 0.69 mW (-1.60 dBm)
Module RX power: 0.28 mW (-5.50 dBm)
Interface name: te?2

Module Vendor Name: OEM

Module Part Number: SFP+-10G-LR
Module Serial Number: P1309040335
Module Revision: A

Module Manufactoring Date: 130904
Module supports DDM: yes

Module temperature: 37.00 C

Module voltage: 3.25 Volt

Module TX power: 0.61 mW (-2.12 dBm)
Module RX power: 0.30 mW (-5.13 dBm)
Interface name: ge3

SFP details are not accessible, code -14

7.3.6 WUHdopmauna ARP

Jlns uHTepdeicoB JOTMPOBAHUS U YIPABICHUS MOXKHO BBIBECTH UH(OPMAIHIO, TOIYUYEHHYIO 110
nporokosry ARP. [l 3toro npenycMmorpena komanaa show arp { <ums_mnrtepdeiica> | mng | all }.
Hwxe paccMOTpeHbl TpUMeEpHI BBIBO/Ia KOMAHI.

Ipumep 1. BeiBog nndopmaruu ARP nns uarepdetica LOG.

EcoSGE:# show arp ge0
Interface ge0 neighbour:

Interface MAC = 00:0D:48:31:EB:42
EcoNAT EtherChannel:

EtherChannel IP = 172.16.5.253
EtherChannel MAC = 00:0D:48:31:EB:4E
connection log server O0:

target ip (network) = 172.16.5.254
target ip (link level) = 172.16.5.254

target MAC (linklevel) 00:0D:48:10:7D:2E
Last ARP reply: 16 seconds ago

BrI1BOT KOMaHIBI COJIEPIKUT:
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o peanbHbli MAC-anpec untepdeiica;

e [P-aapec u MAC-anpec, yka3piBaeMble B KaueCTBe aipecoB UcTouHUKa JIOTOB (ECONAT
EtherChannel); MAC-aapec nCTOYHHMKA MOKET OTIMYaThCs OT peanbHoro MAC-aapeca
uHTepdeiica — 3TO 3aBUCUT OT HACTPOEK JIOTMPOBAHUS;

e [P-ampec u MAC-anpec log-cepBepa n/unu nuto3a uist log-cepsepa;

e BpeMs, IPOLIEIEE C MOMEHTA MoJIydyeHus nocneanero ARP-orsera.

Ipumep 2. BeiBog nndopmaruu ARP niist Bcex untepdeiicoB ynpaBieHus

EcoSGE:# show arp mng
Interface System
Interface MAC 0C:3B:C0:16:11:00
vlan id 4094
£d00::3 4e:72:71:9f:32:8b STALE
fe80::4c72:71ff:fe9f:328b de:72:71:9f:32:8b STALE
Interface sub ifclickstream
Interface MAC 0C:3B:C0:16:11:00
vlian id 1
192.168.5.3 56:eb:cf:cd4:73:e4 STALE
Interface sub iflog server
Interface MAC 0C:3B:C0:16:11:00
172.16.1.3 72:d7:41:78:df:e0 STALE

BbIBO1 KOMaHIbI COJIEPIKUT:

e MAC-anpec unrepdeiica;
o HoMep VLAN (ecnu 3aaH B HacTpoiikax uHTepdeiica);
o [P-agpec u MAC-anpec cocena.
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8 ACL

Access Control List (ACL) npencrapinsieT cob0il CIUCOK MPaBUII, KOTOPbIE ONPEEIAIOT, KaKon
aOOHEHTCKUH TpaduK JTOJHKEH MOCTYNaTh Ha 00padoTKy B Ty win uHyro nojacucreMy EcoSGE (NAT,
BRAS, DPI). Taxxxe ACL ncnosnb3yercst 1 JpyruMu (pyHKIUSMH, KOTOPbIE HE CBSI3aHbI
HenocpeacTBeHHo ¢ nogcucremamu EcoSGE (manpumep, pexxum uarepdeiico On-a-Stick u 3amura
ot TCP SYN Flooding).

MosxHo co3naBath nBa Thma ACL: mist tpaduka [Pv4 nmum IPv6. Jlns o6pabotku tpaduka IPv6o
TpeOyeTCs TOTIOIHUTENbHAS JTUIICH3HS.

8.1 CospaHue ACL

s co3nannst ACL HeoOX0IMMO OTIIPABUTh KOMaHy create acl <name> wim create aclvé <name>.
Nmsa ACL MoxeT coliep:kaTh TOJIBKO JIATUHCKHE OYKBBI (PETUCTP YUYUTHIBACTCSA), HU(PPHI U 3HAK
noruépKkuBaHus. B pe3ynbraTe BHITIOTHEHUST KOMaHIbl B BeTKe KOHPUrypamun acls cozmaércest o0bekT
(mycroii crincok) aclname wnu aclvéname cootrBercTBeHHO. [1J1 epexoa K CO3JaHHOMY CIIHUCKY
HE0O0X0oauMO OTIpaBUTh kKoMaHay edit acl<name> i goto acl<name> (edit aclvo<name> unu goto
aclvé<name>), mocie 4ero MOXHO MPUCTYIUTH K (POPMUPOBAHUIO CITUCKA TTPABHIL.

OOmuii cHHTaKCUC KOMaH bl UTst 3aaanus mpasuina ACL:
[<num>| <type> <protocol> <src>[~<vid>] [port <src_port>] <dst>[~<vid>] [port <dst_port>]
B kBagpaTHBIX cKOOKaxX yKa3zaHbl HeoOs3aTeNbHbIe MapamMeTphl. ClieayeT YKa3bIBaTh TOJIBKO 3HAYCHUS

napameTpoB (0e3 uMeHH). VIcKroueHneM sBIseTCs mapaMeTp port: mepes 3HaueHueM, 4epe3 mpooer,
JOJDKHO UATH ¢1oBO "port". Onucanue Bcex mapamMeTpoB KOMaH/IbI JaHO B TaOIHIIE HIDKE.

Taomnuma 15
Hma Onucanue
napaMeTrpa
num [TopsinkoBBII HOMEpP ITpaBUIIa, KOTOPBIN ONPEAEIISIET Er0 MPUOPUTET. UeM MEHbIIIE

3HaueHue, TeM Bblie npuopureT. ACL He MOXKeT coziepkaTh IpaBuiia ¢ OJUHAKOBBIMU
HoMepamu. IIpu 1o0aBieHnH npaBuiia ¢ HOMEPOM, KOTOPBIN YK€ MPUCYTCTBYET B
CIMCKE, HOBOE MTPABUJIO 3aMEHUT CYILIECTBYIOIIEE C JTaHHBIM HOMEPOM.

[pu 3ananun npasun ACL 0e3 yka3zaHust HOMepa CUCTeMa aBTOMAaTHYECKH
IIPUCBAUBACT HOMEpA:

e kpatHble 10, Haunnas ¢ 10, ecnu ACL n3HavyallbHO ITyCTOM;
o Ommxaiimmii 6oabmuii Homep, kpaTHblil 10, eciu ACL yxe COIep>KUT OJHO
WJIM HECKOJIBKO MPaBUII.

[IpaBuma mpuUMEHSIOTCS B MOPSAKE YOBIBAaHHS IPHOPUTETA (BO3pACTAHUS HOMEPA),
MI03TOMY MPHOPUTET YACTHBIX MPABUII JOJKEH OBITh BBILIE, YEM MPUOPUTET OOIIHX.
Hamnpuwmep, ecniu B ACL 3anano pazpemaroniee npapuio Buaa 10 permit ip sre
194.85.16.0/24~10-50 dst any u TpeOyeTcsi UCKIIOUUTh U3 00paObOTKH IyJIOM, K
kotopomy nipuBsizaH ACL, Beck Tpadmk VLAN 20 maHHO# MOACETH, TO CICIYET 3a/1aTh
3anpemaronee npaswio suaa 9 deny ip src 194.85.16.0/24~20 dst any, 1. €. ¢
HOMepoM MeHblie 10.
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Hma
napaMeTrpa

Onucanne

type

Tun npasuna: paszpemaroniee (allow uinu permit) unu 3anpematoniee (deny).

[TakeTsl, COOTBETCTBYIOLIME pa3pelIaolieMy paBuily, Oy IyT oOpabaTbiBaThCs
MOJICUCTEMON WM (PYHKIMEN, B HACTPOIKax KOTOpoil yka3aH naHHblii ACL
(manpumep, myn wiu DPI-cnicok).

[TakeTbl, COOTBETCTBYIOIIME 3aMpeliatoieMy IpaBUiy, HCKIIOYAIOTCS U3 00pabOTKI
Ha TEKYIIleM YPOBHE MOACUCTEMbI UITH (PYHKIINH, B HACTPOIKaX KOTOPO# yKka3aH
nauubiii ACL, u mepenaroTcst Ha aHaJIM3 Ha CJIEAYIONIUN YPOBEHb (HalpuMep, B APyTron
nyJs1 unu DPI-criicok).

protocol

HpOTOKOJ'I nepeaaun JaHHbIX. I[OHYCTI/IMLIC 3HAa4YCHUA:

e ip —Bech crek TCP/IP
o tcp

e udp

e icmp

Ecnu He yka3aTh 3HaueHHE mapameTpa protocol, To emy OyneT MpUCBOEHO 3HAYCHNE
ip.

Src¢

[P-aapec ornpaButens. Jlomyctumbie 3Ha4eHHS (C TpUMEpamMu):

e mr060ii anpec: any unu 0.0.0.0/0 nns [Pv4, any wiu ::/0 nos [Pv6;
e onuH anpec (10.10.0.100);

e nauanazoH aapecos (10.10.0.100-10.10.0.150);

e anpec ceru/moaceru (10.10.10.0/24).

Anpeca IPv6 MOXHO yKa3bIBaTh B IOJHON MM COKPALIEHHOH (popme, HO B CITUCKE
MIPaBUJI OHH BCETZla OTOOpaXKaroTcs B COKpAIEHHON dopme.

Ecnu He yka3aTh 3HaY€HHE ITapaMeTpa Sre, To eMy OyleT IPUCBOEHO 3HAYEeHUE any.
IIpu 3TOM B KOMaHAe 0053aTENIBHO JOKHO OBITh YKa3aHO 3HaUeHHE napameTpa dst
(cm. mpumep | Huxe).

vid

Wnentudpukatop VLAN (ot 0 1o 4094). 3nauenue vid 3agaércs ¢ npeduxkcom ~
(Tunpaa) 6e3 mpobesna nocsue 3HaueHus sre. MoXHO 3a/1aTh OJJHO 3HAUYEHUE WU
nuana3oH (Hanpumep, <src>~10-20). [nsa Toro utoOsl 3aaath vid nms Bcex [P-anpecos,
3HAa4YCHHE TTapamMeTpa Sre JOJDKHO OBITh 33aH0 B sIBHOM BHE, T. €. 0.0.0.0/0 wnm ::/0
(cM. mpumep 2 HUXKE).

[NPUMEYAHUE

Jly1st TOro 4TOOBI TETMPOBAaHHBIN Tpaguk 00padaTHIBAICS B COOTBETCTBUU C 3aJaHHBIMHU
IpaBUIaMH, HEOOX0IUMO B BeTke system.nat_defaults npucBouts mapamerpy
vlan_mode 31auenue vlan unu qing. B npoTMBHOM cllyyae BECh TETUPOBAHHbBIN
tpaduk Oyner npoxoauts yepe3 EcoSGE 6e3 00padoTku.

src_port u
dst_port

Howmepa nopros otnpasurens u nonydareins. Tonsko 1t nporokosnos TCP u UDP.
Mo>HO 3a7aTh OJJHO 3HAYEHUE WU JUaMa30H uyepe3 aeduc.

dst

[P-aapec nomyyatens. Jlonyctrumbie 3Ha4eHUs (C IpUMEpaMu):
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Hma Onucanne
napaMeTrpa

e mo6oit agpec: any uiu 0.0.0.0/0 s [Pv4, any win ::/0 s [Pvo6;
e onuH anpec (11.12.13.100)

e nuamnasoH azapecos (11.12.13.100-11.12.13.150)

e anapec cern/moacetu (11.12.13.0/24)

Anpeca [Pv6 MOXXHO yKa3bIBaTh B TIOJTHOM MJIM COKPAIIEHHOM opMe, HO B CTIHCKE
MPaBUJI OHH BCETJIa OTOOPAXKAIOTCSI B COKpPAIIEHHOM opMme.

Ecnu He yka3ath 3HaueHue napamerpa dst, To emy OyAeT MPUCBOCHO 3HAYCHUE any
(cm. mpumep 3 HIDKE).

[Tpumep 1. 3aganne npaBuiia 6€3 3HAYCHHS STC:

EcoSGE:acls.acltest# 10 allow dst 10.20.30.40
EcoSGE:acls.acltest# 1s
acltest {
10 permit ip src any dst host 10.20.30.40
}

[Ipumep 2. 3ananue vid ms Bcex [P-anpecos:

EcoSGE:acls.acltest# 10 allow ip 0.0.0.0/0~10-20
EcoSGE:acls.acltest# 1s
acltest {
10 permit ip src 0.0.0.0/0~10-20 dst any
}

ITpumep 3. 3ananue npasuia 6e3 3HaueHus dst:

EcoSGE:acls.acltest# 10 allow ip 10.0.0.1
EcoSGE:acls.acltest# 1s
acltest {

10 permit ip src host 10.0.0.1 dst any

}

8.2 [Oencteua c ACL

8.2.1 KnoHupoBaHue ACL

[Ipu xondurypupoanuu ECONAT ecTb BO3MOXHOCTh KJIoHUpoBaTh ACL, co371aB KONMIO CIIUCKa
MpaBwI Mo ApyruM uMeHeMm. JlJist aToro cymectByeT komanaa cloneacl <ums konupyemoro ACL>
<ums HoBOoro ACL>.

MyEcCONAT:1:# cloneacl myoldacl mynewacl
MyECONAT:2: #

8.2.2 OreBsasbiBaHue ACL ot nyna

YroObl pa3pyinTh cBsi3b Mexay mysnom u ACL, nucnons3yercs komanaa no use <ums ACL> <ums
nyJjaa>.
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MyEcCONAT:1:# no use myacl mypool
MyECONAT:2: #

8.2.3 YpaneHue npasun B ACL

Jlnst ynaneHust mpaBuil HEOOXO0IMMO CHavalla MepeiTH K peaakTupoBanuio konkpetnoro ACL, B
KOTOPOM COJEpKaTCs MpaBuiia, ¢ momolibio komau bl edit <umst ACL>. Komanna ynanenus npaBuia
no <uomep npasuiaa ACL> gBiseTcss KOHTEKCTHON U MOXKET OBITh 3allyllleHa TOJIbKO H3HYTPU
KoHurypauu perakrupyemoit ACL.

MyEcoNAT:1l:acls.myacl# no 100
MyEcoNAT:2:acls.myacl#

8.2.4 YpaneHue ACL

UYroOs! ynamute ACL, Bocionb3yiiTech koman10ii no acl <umst ACL>.

MyEcoNAT:1:# no acl acla
MyECONAT:2: #

8.2.5 ¥YpaneHue Bcex ACL

Ecnmu HeoOxoaumo yaanuTh Bce nMeromuecs B kKoHpurypamuu ACL, ucnons3yiite komanay dropacls.

MyEcoNAT:1:# dropacls
MyECONAT:2: #
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o KapTbl KnaccoB Tpachmka

Kapts! kitaccoB Tpaduka npegHasHaueHs! 111 kiaccudukanuu Tpaduka no 3HadeHuto nosus DSCP
(nepBbie 6 6ut okxteTa ToS) B 3arosnoBke [P-nakeToB. OHKM MOTYT UCIIOJIB30BATHCA KAK
JIONIOJTHUTEIBHOE yCIIOBHE TpUMeHeHHs cepBucoB BRAS k ucxonsiemy u Bxoasuemy Tpapuky (cMm.
pazzaen "Ob6opynoBanue"). Takum 00pa3oM, MpUMEHEHUE cepBHCA K TPAUKY MOXKET 3aBUCETh HE
Tosibko OT IP-aapeca (mposepka o ACL), Ho u ot 3HaueHwus noiist DSCP B 3aronoske IP-nmakeToB
(mpoBepka 1o kapram kiaccoB). KapTsl kiaccoB Tpaduka XxpaHsATCsS B BeTKE KOHDUTYpaLuu
classmaps.

KondurypupoBanue kapTbl KJIACCOB COCTOUT U3 JIByX ATAIIOB:

1. Cosznmanue mycToil KapThl KJIaCCOB KOMaH101 create classmap <name>. iMs MOkeT
COJIepXkaTh TOJBKO CUMBOJIBI A-Z, a-7, 0-9 u _.

2. 3ananue TpeOyembix 3HaueHuit DSCP komannoii goto classmap<name> dscp (<cnucok
dscp>). 3nauenust DSCP 3anatoTcst B BUjie IECTU3HAYHBIX ABOMYHBIX YUCEN (HallpuMep,
011001). Bcero Bozamoxkno 64 3nauenuss DSCP — ot 000000 1o 111111. Heckonbko 3HaueHHI
B KOMaH/I€ yKa3bIBatoTcs yepe3 npoben. [lopsnok yka3aHus He BaKeH, TaK KaK YUUTHIBAIOTCS
BCE 3HAYEHUS.

Jns no6aBneHus U yaaneHus oTaenbHbIX 3HaueHn DSCP M0kHO MCIIOIb30BaTh ONEPATOPhl += U -=.
[lycTyro kapTy KjlaccoB HENb3sl yKa3aTh B HacTpoikax cepBuca BRAS. Yka3zanue kaptol kinaccos,
cocToswIel u3 Bcex 64 Bo3MOxkHbIX 3HaueHuit DSCP, paBHO3HAYHO OTCYTCTBHIO B CEpPBUCE KapT
kiaccoB (T. €. DSCP B aToM ciydae He TpoBepsieTcst).

Y naneHue KapThl KJIacCoB U3 KOH(UTYpaIUK IPOU3BOIUTCS KOMaHI0H no classmap<name>.

ITo 3aBepmieHNH KOHPUTYPUPOBAHHS HEOOXOAMMO MPUMEHUTH U3MEHEHUs KoMaH10i1 apply.
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10 MMopcuctema NAT

B 37011 rnaBe onucaHbl HaCTpOﬁKH, MIPUHIHAIT pa6OTBI 1 TUIIOBBIC CHCHAPUU TPUMCHCHHS ITOACUCTCMBbIL
NAT.

10.1 MpuHUMnbl pa6otbl NAT

EcoNAT ocymiecTBisieT TpaHCIAIMIO aApecoB, TIepeaaBas JaHHbIE MKy CETEeBBIMHU HHTep(deiicamu,
KOTOpbIe 00BEMHEHBI B Taphl. B kak10i1 mape ceTeBbIX HHTEP(ECcOB, OUH U3 HUX, MPUHAIIICKAIIUN
private (1okanbHOi) cTopoHe NAT, nmeet 4ETHBINA HOMED, a BTOPO, MpruHaaexkamui public
(rmoGanbHOi) cropoHe NAT — Heu€THBIN HOMED.

Hampumep, uarepdeiic 8 sipnsiercs private (CoenuHEH ¢ BHYTPEHHEH CeThI0), a uHTepdeiic 7 — public
(Ha HEM pa3meniaroTces rio0aabHbIC ajIpeca).

JlaHHbIe, PUILIEIINE HA OJUH U3 CETEBBIX HHTEpdeiicoB mapsl, mokuaaoT NAT yepes apyroi
uHTepdeiic U3 3TOH ke maphl (CM. pUCYHOK HUXKe). B cirydae, ecnu HacTpoeH hairpinning, qaHHbIE
MoryT nokunyTh NAT yepe3 TOT ke uHTepdeiic, Ha KOTOpbIi oHM mocTyniu (cM. paznen "Co3nanue
Y HACTpoiika mymna").

——e T T

Private network l

Pucynox 11

EcoNAT nonnepsxuBaet ciienyromue Tumbl Tpanciasiun [Pv4 anpecos: CG-NAT/PAT, Basic NAT,
CTaTMYECKYIO TpaHcsuo 1:1.

BNAT

BNAT (Basic NAT) — knaccuueckuit NAT pexum, mpu KOTOpoM aOOHEHTY Ha BpeMsi pabOThI
BbIIensieTcs myonuunelii [Pv4 anpec, u TpaHCIUPYIOTCS TOJBKO aapeca (MOPThl OCTAIOTCS
HEU3MEHHBIMH). Y 3TOTO PEKHUMa €CTh JIBa BAPUAHTA: MPO3PAYHBINA, pa3peIaronIuil BXOIAIINE
BHEIIIHUE COCIMHEHHS Ha JII0ObIE TIOPTHI, U 3aKPBITHIH, OMYCKAIOIUI COeTMHEHHSI U3BHE JIUIIb HA
MOPTHI, OTKPBITHIE CECCUSIMU U3HYTPH.

1:1
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B craTtuueckoM pexxuMe (oH emé nmenyercs Tpancisuueit 1:1) 3a kaxapiv abonentckum [P agpecom
3akperieH myonuuHsii [P anpec. [TocpeacTBoM JaHHOTO METOa ONIEPATOP CBSI3U MOXKET OMEPATUBHO
BBIJIaBaTh a0OHEHTaM cTaTudeckue myonuunsie [P 6e3 n3menenus nacrpoexk CPE aboneHTa.

CG-NAT / PAT (Port Address Translation) — ocHoBHBII pexxum paboTel ECONAT, nomyckaromnuii
HCIIONb30BaHue myommuHoro IPv4 agpeca ofHOBpeMEHHO HECKOJIBKUMU a00OHEHTaMu. B aToM pexume
TpPaHCIUPYETCs HE TOJIBKO ajapeca, Ho ¥ nopthl. Komnuectso noproB TCP u UDP, onHoBpemMeHHO
UCHOJIb3YEMBIX A00HEHTOM, MO>KHO OTPaHUYHMBATb.

Jnst Bcex pexuMoB pa0doThl ECONAT noiep xuBaroTes CIeayoIne TeXHOIOTHH:
EIM/EIF (Endpoint Independent Mapping / Endpoint Independent Filtering)

EIM/EIF (panee takoii pexxum pabotsl CG-NAT nassiBancs Full Cone NAT) no3Bosser 1005M
BHEIIIHUM XOCTaM YCTaHABJIMBATh COeTMHEHHS ¢ aboHeHTOM u3BHE 1o TeM TCP/UDP nmopram, nis
KOTOPBIX TpaHCIIALUS Oblila paHee HHUIIMKMpOBaHa caMuM aboneHToM. [Toanepxka EIM/EIF B
EcoNAT obecneurnBaeT MaKCHMAaJILHO TIPO3PAYHyI0 PabOTy BCEX MPOTOKOJIOB U MPHIIOKEHUH, B TOM
guciie MOOWIbHBIX, P2P, TOppeHTOB, roI0COBBIX U BUAEO coodmenut, urp u ap. EIM/EIF no3Bomnser
paboTath MPUIOKEHUSIMH, KOTOphIe HCTTONB3YIOT Mexanu3Mbl STUN (Session Traversal Utilities for
NAT).

[P pairing

C uenbto obecnieuenus Hamnyuiei npo3paunoct ECONAT Bce coennuenust aboHEeHTa, OTHOCSIIIHECS
K OJTHOMY ITyJly, IPUBS3aHBI K OTHOMY M TOMY ke myOnumanomy [P anpecy.

Hairpinning

Hairpinning no3Bonsier abonentam BHyTpu NAT B3auMonelicTBoBaTh Apyr ¢ apyrom depe3 NAT, He
IIOCBLIAs! TAKETHI BOBHE.

10.2 MMynbi

OCHOBHBIM 3J1IeMEHTOM KoHuryparuu nojacuctreMbl NAT gBIAIOTCS Tak Ha3bIBaeMble MyJibl (pool),
KOTOpBIE XapaKTEePU3YIOTCS TUIIAMH TPAHCIISIIUU U HAOOpoM BHEUTHUX (ry1o0anbHbX) [Pv4-anpecos.
KaxxnoMmy myiy nmprcBanBaeTCs IPUOPUTET. YeM MEHBIIIE YUCIOBOE 3HAYEHUE TIPUOPUTETA, TEM
paHbllIe TaHHBIH mys1 o0padaTbiBaeTcsi. MOKHO MPUCBOUTH OJMHAKOBBIN IPHOPUTET HECKOJIBKUM
IyJlaM, HO B 3TOM CIIy4yae TOJIbKO OJMH M3 HUX MOXKET ObITh 3a7eiicTBoBaH. C Kax/IbIM ITyJIOM CBSI3aH
ACL, KoTOpBIi COAEPKUT B ceOe KPUTEPUH BHIOOPA JAHHOTO ITyJia B 3aBUCUMOCTHU OT COAECPKUMOTO
nosjeu nocrynusiero [P-maxera.

Kaxnpiii mysm MoskeT ObITh 00 akTuBeH (enable), mnbo HeakTuBeH (disable). imena myoB Bcerma
HA4YMHAIOTCS ¢ TIpedukca pool.

10.2.1 O6wme HACTPOMKH

Bertka kondurypanuu system.nat_defaults conepxut oO1rie HAaCTPOWKH CUCTEMBI U HACTPOUKH,
MIPUMEHSIEMBIE TI0 YMOJTYaHHIO KO BCEM CO3/1aBacMbIM ITyJiaM (010KkH timeouts_inactivity u
limits_peruser KONUPYIOTCs B IMyJI IIPU €ro co3faHun). B Tabmuie HbKe 1aHO ONMCaHKHE apaMeTpOB
JAHHOM BETKU KOH(UTypauuu.
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D) RDP

ITapamerp

Onucanue

vlan_mode

OO0paboTka 1 aHaJIU3 MAKETOB JI0 YKA3aHHOI'O YPOBHS UHKATCYJISLNH.
Bo3mosxnble 3HaueHus: untagged, vlan, qinq

inner_vlan

outer_vlan

3nauenue nois TPID BuyTtpennero tera 802.1Q (C-VLAN). Ilo
ymomyanuto 0x8100.

3nauenue nois TPID Buemnero tera 802.1Q (S-VLAN). [1o ymonmuanuto
0x8100.

JlanHbIC TapaMeTphl TOCTYMHBI B KOHpUryparuu ycrpoiictB ECoOSGE c
ceteBbIMU KoHTposuiepamu Intel cepuit 710/810 1 HeoOX0MUMBI [TsT
paBUILHOM 00paboTku Tpaduka QinQ

alg dns

Onmus ALG qist DNS 3anpocos 1 0TBETOB nipu TpaHcasauusax u3 IPv4 B
IPv4 (NAT44). Bo3amosxHbIe 3HaUeHHUS: on, off.

IIpumeuanue. Ecnu onuus BKIItOUEHA, TO MPU MoTydeHun orBeTa DNS-
cepBepa TaliMep HEaKTUBHOCTH COOTBETCTBYIOIIEH uexoase UDP-
ceccun (timeouts inactivity udp session) cpa3y ycraHaBiuBaercs B 0, 1
ceccHsl MoMeYaeTcs Kak MojJiexalias HeMeJICHHOMY yIaIeHUIo (CTaTyc
"To be deleted right now")

alg dns64

Onuusa ALG nnst DNS 3anpocoB 1 0TBETOB npu TpaHcasuusax u3 [Pv6 B
IPv4 (NAT64). Bo3amosxHbIe 3HaueHHUs: on, off.

[Ipu BKITFOUEHHOU OMITUU:

e 3anpoc tuna AAAA Oyznet npeoOpa3oBaH B TUI A;
e otBeT THNa A OyaeT mpeoOpa3oBaH B TUIT AAAA,;
e 3ampochl TUIAa A 1 OTBETHI TUIIa AAAA HE peoOpa30oBBIBAIOTCS

alg ftp

Onmus ALG st nporokosia FTP npu tpancnsauusx us [Pv4 B IPv4
(NAT44). Bo3amoxHbIe 3HaueHus1: on, off

alg ftp64

Onuust ALG nig nporokona FTP npu tpancasiuusx u3 [Pv6 B IPv4
(NAT64). BosmoxHbIe 3HaueHUs: on, off

alg pptp

Omnmus ALG st mporokonia PPTP. Bo3amosknble 3HaueHus: on, off

alg rtsp

Onmus ALG mist mporokosia RTSP. BosmoxHble 3HadenHwus: on, off

alg sip

Onmus ALG st nporokosna SIP npu tpancnsauusix usz [Pv4 B [IPv4
(NAT44). Bo3amoxxHbIe 3HaueHus1: on, off

alg sip64

Onums ALG nig nporokona SIP npu tpancnsuusax u3z [Pvo B [Pv4
(NAT64). BosmoxxHbIe 3HaueHus: on, off

alg alg_on_bnat

Onmus ALG mist tpancnsauuit u3 [IPv4 B [IPv4 (NAT44) B
nyJiax nat u static. Bo3moxnble 3Hauenus: on, off

alg alg6b4 on_bnat

Onuusa ALG nns tpancnsaumii u3 [Pv6 B [Pv4 (NAT64) B mynax static64.
Bo3moskHbIe 3HaueHus: on, off

sessions_per_translation

KonnuecTBO akTUBHBIX CECCUI HA TPAHCIISIUIO

udp_inbound refresh

Bxumrouaer o6HoBnenne UDP-TpaHcisuii Bxoasimumu (ingress)
rnakeraMu. Bo3moskHble 3HaueHus: on, off

forward_traffic

Bxmrounts (on) / otkmtounts (off) mepechuiky maketoB uepe3 miardGopmy
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I[Hapamerp

Onucanne

EcoSGE. 3nauenue no ymonuaHuio: on.

OTKJII0YCHHE TIEPECHUTKHU MTAKETOB MOXKET MOTPEOOBATHCSA, KOT/IA,
Harnpumep, miardopma EcoSGE ucnonb3yercst TONbKO A1 aHau3a U
JIOTUPOBAHUS 3epKATUPOBAHHOTO Tpaduka

[2mtu

MaxkcumanbsHbIN pa3mep (B Oaiitax) kaapa Ethernet Ha Bxoze, Bkitouas
3aroJIOBKU U UCKIIIOYas I10JIE€ KOHTPOJIIBHOW CyMMBI. J{narna3oH
JOMYCTUMBIX 3HaUeHUM — 0T 576 10 9692. [1o ymomuanuto 9216

port_block size

Pa3mep 6moka moptoB it mysioB CGNAT u CGNAT64. He
PEKOMEHIyeTCSl UBMEHSATh 3HaUe€HHUE JaHHOTO napameTpa. [lo ymomyanuto
128. JlomycTuMBbIC 3HAUCHUS B CTaHIAPTHOU KOHpuryparuu: 64, 128,
256, 512. Tlo 3anpocy 3aka34yrka HaOOp JOMYCTUMBIX 3HAYCHUN MOXKET
ObITh pactiupen: 8, 16, 32, 64, 128, 256, 512. JIns npuMeHeHus: HOBOTO
3HaYeHUS HEOOXOANMO TIepe3arpy3uTh yCTPOMCTBO

portlimit_low

3HavYeHHe UCOb3YEeMOro auamnas3ona "HuxHuX" noptos (10 1024) nns
Ka)X/I0TO T0JIb30BaTeNsl. BapuaHTel 3HaueHmid napameTpa: nolimit, 64,
128, 256, 512

low to_all udp

[To3BomsieT NCTIOIB30BATH TIOPTHI U3 BEPXHETO TUAMTa30Ha, €CJIA TIOPTHI U3
HIDKHETO JThara3oHa ucueprnansl. BapuanTtel 3HaueHuii napamerpa: on/off

Idp

Bxumrouenue (on) / Beikitouenue (off) mporokona LLDP. [To ymomuanuto
on

lldp_hostname

Nwms xocta, kotopoe O6yaer nepenasatsesi B LLDP-coobmenusx. 1o
yMongaHuio "ecosge"

permit_invalid flow

Bxuttounts (on) / otkmrounts (off) Gpynkuto 3aBenenus ceccuii mo TCP-
CerMEeHTaM, Y KOTOpbIX He BbicTaBieH (aar SYN. 3HadueHue no
yMomn4anuio: off.

TCP-ceccns BCCraa HAYMHACTCA C CCIrMECHTA C BBICTABJICHHBIM SYN-
(1)J'IaFOM, " TaKU€ MMAaKCThbl MOTYT OBITH OIIMOOYHBIMU HJTH BPCAOHOCHBIMH,
MMO3TOMY 110 YMOJIYaHWUIO HOBBIC CCCCUH 11O TAKUM CETMCHTAM HC
3aBOJATCA, a CaMHU CCTMCHTBI OT6paCI>IBaIOTC$I.

OpnHako B HEKOTOPBIX CIIy4asiX JaHHOE TTOBEJACHUE MOKET OBITh
none3HbM. Hanpumep, korna yacte Tpaduka uaéT no Apyromy
MapHIpyTy Win uisi KoppekTHoU padboTel TCP-coeanHeHui, Mo KOTOphIM
JUIUTENBHOE BPEMS HE MEPEIAIOTCS TaHHbIE.

OTOT mapameTp sIBIsETCs INI00aNbHBIM: OH BIUSET Ha MIOBEIEHUE BCETO
YCTPOWCTBA U HE MOXKET OBbITh IepeonpeenéH B mynax. /i npuMeHeHus
M3MEHEHUH TpeOyeTCs BBHITIOJIHUTh KoMaHy apply

pppoe_analyzer

Bxotounts (on) / BeiximrounTs (0ff) 00padoTky Tpaduka PPPoE. I1o
yMon4yaHuio off

timeouts_inactivity {}

B sTOM paznene 3amatorcs TaliM-ayThl HEAKTUBHOCTH (B CEKyHJ1aX) AJIs
pa3HbIX IpoTokoy0B U coctosiHui TCP. Ilo ucreuennu raiim-ayra
HEHCIIONIb3yeMast TPAHCIIALNSA/CECCHS IPUHY TUTENBHO 3aKPBhIBACTCS

timeouts_inactivity
translation

Bpewms B cexyHaax, 10 UCT€UEHUS KOTOPOTO a0OHEHTY, JIaXke B CiIydae
€ro HEaKTUBHOCTH, OyJeT rapaHTHUPOBAHO BBIJICJICHUE TOPTOB HA OJHOM U
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TOM ke riaobansHoM [P-anpece. PekomeH10BaHHOE 3HAUCHUE T10
yMomn4yanuo 86400

timeouts_inactivity udp

TaliM-ayT HeakTUBHOCTH B ceKkyHaax st UDP-coenunennii. [1o
MCTEUYCHUH 33JJaHHOTO BpEMEHH MOPT Ha rinobansHoM [P-anpece
ocBoboxaaercs. [To ymomganuro 300

timeouts_inactivity icmp

Taiim-ayT HeakTUBHOCTH B cekyHax st ICMP-coenunennit. 1o
WCTCUYCHUH 33JJaHHOTO BPEMEHH MOPT Ha riobdansHOM [P-anpece
ocBoboxaercs. [To ymomuanuto 60

timeouts_inactivity
tcp_handshake

TaiimM-ayT HEaKTUBHOCTH B CEKYH1aX, ycTaHaBiuBaemblil 1 TCP-
coeauHeHui nmpu nomyuyennu naketa ¢ guarom SYN mnu SYN-ACK. Ilo
yMOJIYaHuIo 4

timeouts_inactivity
tcp_active

TaiimM-ayT HEaKTUBHOCTH B CEKYHJ1aX, ycTaHaBauBaeMbli 1uist TCP-
coeMHEeHMH npu noyyeHuu nakera ¢ pmarom ACK. o
WCTCUYCHUH 33JJaHHOTO BPEMEHH MOPT Ha riobdansHOM [P-anpece
ocBoboxmaercs. [To ymomuanuto 300

timeouts_inactivity
tep_final

Taiim-ayT nns 3aBepuienust TCP-ceccnii B cekynaax. [To ymonuanuto 240

timeouts_inactivity
tcp_reset

Taiim-ayT st copoca TCP-ceccuii B cekynnax. Ilo ymomuanuro 4

timeouts_inactivity
tcp_session_active

TaiimM-ayT HEaKTUBHOCTH B ceKyH1ax Juist akTuBHbIX TCP-ceccuid. I1o
yMomganuto 120

timeouts_inactivity
udp_session

TaiiM-ayT HEaKTUBHOCTHU B CeKyH1ax Jyuisi akTuBHbIX UDP-ceccuii. I1o
yMonyanuio 120

timeouts_inactivity
icmp_session

TalimM-ayT HEaKTUBHOCTH B ceKyHax ais aktuBHbIX ICMP-ceccuii. I1o
yMomganuto 120

timeouts_inactivity other

TaliM-ayT HEaKTUBHOCTH B CEKYHJIaX JUIS IIPOYUX COECIMHEHUH 10
nporokony [P (nanmpumep, nnst GRE). [1o uctedennn 3aanHOro BpeMeH!
MPOTOKOJ Ha riobansHoM [P-aapece ocBoboxkaaeTcs. [1o ymonuanuro
300. ITpumenumo tonpko k mysnam NAT u Static

timeouts_inactivity
special

TaiiM-ayT HEAaKTUBHOCTH B CEKyH/1aX JUIs IPOTOKOJIOB, KOTOPBIM
Tpebyercs Oosnbliee 3HaueHue Taiim-ayTa. [1o ymomyanuio 600

timeouts_inactivity
special_tcp ports ()

TCP-nopThl, K KOTOPBIM IPUMEHSETCS YBEIMUEHHOE 3HAUEHUE TalilM-ayTa

limits_peruser {}

OrpanuyeHus yucia NOPTOB JJIA MOJb30BaTENEH

limits_peruser
portlimit_icmp

DTOT MapaMeTp ONMUCHIBAET MAKCUMAIbHOE KOJIMYECTBO OJJTHOBPEMEHHO
cymectByromux ICMP-ceccuii st monb3oBaTens

limits_peruser
portlimit_tcp

limits_peruser
portlimit udp

JlumuT yncna rinodanbHeIX (BHEIIHUX ) TOPTOB, KOTOPHIE MOTYT OBITh
BBIJICJICHBI OJTHOMY TI0JIb30BaTEINIO (JIokanmbHOMY [P-anpecy).
Pexomenayercs 3agaBaTh 3HaU€HUs, KpaTtHble 64, oT 64 10 32256.
OmneparopaM CBSA3M UMEET CMBICI Ha3HAYaTh JJIs1 OOBIUYHBIX
nonb3oBarenelt (pusnueckux nun): ot 1024 no 4096. 3nayenust MmeHee
1024 moryT nmpuBOAMTH K TipobIeMaM ¢ paboTOCTIOCOOHOCTHIO
HEKOTOPBIX MpUIIOKeHUH. 3HaueHue oosiee 32256 MOXKET IPUBECTH K
TOMY, YTO OJJMH I10JIb30BaTEIb CMOXKET HcuepnaTh nopTsl IP-agpeca.
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Jl11s monb30Barteseit, 0COOEHHO TPeOOBATENbHBIX K YHCITY MIOPTOB, IMEET
cMmbIca co3nath oTaenbHbii CGNAT-myn ¢ MmeHbImmM ko3 G pummeHToM
VIUIOTHEHUs! (MEHbIIIe TOKaNbHBIX [P-afipecoB Ha onuH T100aNbHbIN),
160 ucmoab30Bath NAT-myn i1 BeIZIEICHHS TI0JIb30BaTeNIO 11esioro [P-
aJpeca co BCEMHU MOPTAMH Ha MEPUOJ €T0 aKTUBHOCTHU

timezone Yacosoii nosic. [Ipunumaet 3HaueHus ot ute-12 1o ute+14. Ilo
YMOJTYAHHUIO 33J]aHO0 3HaYeHue ute+3 (npu Hanuuuu nunen3suu COPM —
utc). Criucok BCeX 4acOBBIX MOSICOB BRIBOJUTCS KOMaHAOW timezone

? HenocpeAcTBeHHO B BeTke nat_defaults

[Tapametp vlan_mode moxeT npuHUMaTh 3HaueHus untagged, vlan, qinq. [Ipu 3HaueHun untagged
ycrpoiictBo EcoSGE 6yner oOpabaTsiBaTh TOJIBKO HETETHPOBAHHBIN Tpaduk, npu vlan —
HETETUPOBAHHBINA U C OTHOM METKOMU, MPH qing — HETErUPOBAHHBIN, C OJTHON U C IBYMsI METKaMH.

[To ymomuanuto (3Hauenue napamerpa untagged) EcoSGE npomyckaer mpo3padHo Bcé, 4To
oTiMyaeTcs ot crangapTHoro IP, ams Toro yToOs! 6ecpensTCTBEHHO NepeaaBalics Tpapuk 1Mo
npotokosam tunia BFD, OSPF, BGP u T. n. B Tom uncne [P-makeTs! ¢ onmusmu (kpome
¢parmeHTHpOBaHHBIX [P-11akeToB ¢ ONMIUAMM), a TAKXKe TETHPOBAHHBIN Tpa(uK MPOITyCKaroTcs 0e3
HATHPOBAHUS.

[Ipu Brmrouennu pexxuma vlan, ECONAT yBunut metky B L2 3arosioBke, 3aryisiHeT ot He€ U
nepeHanpasur [P B COOTBETCTBUM ¢ MMEIOLIMMHUCS ITPAaBUIIAMU € TOM ke MeTKou. [Ipu atom [P-aapeca
M0/ pa3IMYHBIMU METKaMHU HE JO0JKHBI ITepecekaThes, Tak Kak 1y ECONAT ato Oyaer
BOCIIPMHUMATBCSI KaK OJIMH M TOT ke aboHeHT. Hanpumep, ecniu npuzer naket ¢ [P-agpecom
192.168.1.100 u ¢ metkoit VLAN 100 u naket ¢ [P-anpecom 192.168.1.100 u ¢ metkoit VLAN 200, To
(akTuuecku 310 Oy1yT pasHble aOoHeHThI, HO 111 ECONAT, 310 OyaeT oiuH U TOT ke aapec
aboneHTa. Takum 0Opa3oM MOXKET ObITh HapyIlleHa Tiepenaya Tpaduka.

10.2.2 Co3paHue 1 HacCTpomKa nyna

Jlnst cozmanus myJjia He0OXO0MMO OTIPAaBUTH KOMaHay create pool <umsi>. Mms myna Moxer
CoJIepKaTh TOJBKO JJATUHCKUE OYKBBI (PETUCTP YUUTHIBAETCs ), LM(PHI U 3HAK MoguépKuBanus. byner
co3nadn CGNAT-myn ¢ TunoBsiMu napamerpamu (cm. onucanue B pazaene "Ilyn CGNAT") u umenem
poolUMS (nobasnsiercst mpeduke «pooly). Ecnu 3aganHoe uMst mysa y>xe HauuHaeTcs ¢ mpedukca
«pooly», Harpumep, «pooltest», To UMl He MEHSETCS, U B JaJbHEHUIIIEM 3TOT Iy OyIeT HaXOJAUTHCS B
BeTKe KoH(purypauu pools ¢ umenem pooltest. [Tpu monbiTke co3AaTh MyJI € YK€ CYHIECTBYIOIUM
MMeHeM Ty’ He OyneT co3naH. Hampumep, eciu mociie u3MeHeHus: mapaMeTpoB pooltest mombiTaTbes
CO3/1aTh IyJI C Ha3BaHUEM «test» (KOTopoe OyJeT aBTOMaTHYECKH U3MEHEHO Ha «pooltesty),
KOH(Urypamus myna pooltest He U3MEHUTCS, @ HOBBIU My HE OyIET CO3/aH.

[Tocne co3manus myna MOKHO IPUCTYITUTBH K 3aJIJaHHUIO €r0 apameTpoB. J{iis 3Toro He06X0AUMO
MEPEerTH B BETKY KOH(MUTYpAIMU ¢ UMEHEM JaHHOTO TyJia (MpruéMbl HAaBUTAIMH 110 JICPEBY
KoH(pUTYypauu onucaHsl B pazjaene "Padora ¢ obmieit kondurypamueit ycrpoiictsa"). [Ipumep:

EcoSGE:# create pool test

EcoSGE:# goto pooltest
EcoSGE:pools.pooltest# show

type cgnat

enable

nat filtering mode endpoint independent
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acl none
priority 100
global ip ( )
port range 1024-65535
hairpin on
connection logging on
connection log none
randomize ports off
timeouts inactivity
{
translation 86400
udp 300
icmp 60
tcp handshake 4
tcp active 300
tcp final 240
tcp reset 4
tcp session active 120
udp session 120
icmp session 120
other 300
special 600
special tcp ports ( )

limits peruser

{

portlimit icmp 1024
portlimit tcp 1024
portlimit udp 1024
}

Kak BuaHO u3 npumepa, k coznanHomy myiy He npussizad ACL (y napamerpa acl 3HaueHue none).
[Tpussizka ACL BbInosIHSIETCS] BPYUYHYIO.

B Ta6J'II/II_Ie HUKC NAHO OIMMCAHUC ITapaMETpPOB ITyJia.

Tabmwma 17
ITapamerp Onucanue
type Tun myna: cgnat, cgnat64, static, static64, nat, fake, fake6, port fwd.
Hacrpoiika myna port fwd onmcana B paznene "[lyn port fwd"
enable | disable Bxittouenne / BBIKITIOUECHHUE ITyJIa
nat_filtering mode Pexxum unbrpanuu Bxomsmero tpaduka mist myaa CGNAT:

e endpoint_independent — npomyckaTh BeCh BXOISIINI
TpaduK, MOCTYyNAIONMIUN Ha TJIO0ATBHBIN aJpec
CYLIECTBYIOIIEH TPAHCIALMH, HE3aBUCUMO OT TOT0, C KaKOTO
BHEIIIHET0 aJ[peca/mopTa 3TOT TpaduK OTIpaBiIeH (PEKUM 110
YMOIYaHHIO);

e address_dependent — npoIyckaTh TOJIBKO TOT BXOIALIUN
TpaduK, KOTOPBIH MMOCTyMaeT Ha IT00ANbHBIN aapec
CYIIECTBYIOIIEH TPAHCISAIMH C TOTO K€ BHEIITHETo ajpeca,
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JUJIs1 KOTOPOTO ObLIa OTKPBITA UcXosias ceccus. [Ipu aTom
BHEIIHUH MOPT MOXKET MEHAThCA. [[7151 KaXKa0ro HOBOTO
BHEIIHETO MOpPTa CO3AAETCS HOBAsI BXOASIIAs CECCHS;

e address_and_port_dependent — mpomyckarb TOJBKO TOT
BXOJAUINI TpaduK, KOTOPBIA MOCTyNaeT Ha TI00aTbHBIN
aJipec CyUIECTBYIOLIEH TPAHCIIALMH C TOTO K€ BHEITHETO
ajzjpeca ¥ mopTa, Ak KOTOPOro ObLIa OTKPBITA UCXOMSIIAS

ceccHsl.
acl Cas3annblii ¢ mynom ACL ans abonenTckoro tpaduka IPv4.
[TapameTp mpucCyTCTBYyeT B HACTpOWKax MyJIOB cgnat, nat, static, fake
aclvé Caszannslii ¢ mynom ACL anst abonentckoro tpaduka IPv6.
[TapameTp MpUCYTCTBYET B HACTPOMKAX IyJIOB cgnat64, static64,
fake6
priority [Tpuopurer mya

global ip ()

I'mob6anbubie [P-anpeca, oTHOCsMEC K myny. Bo nzbexanue ARP-
3ampocoB oT Mapuipytuzaropa K WAN-untepdeiicy ECONAT ne
pexoMeHayeTcsa HazHadaTh global_ip u3 nmoaceru unrepdeiicon
MapIIpyTU3aTOPOB, MEKIY KOTOpbIMU BKIt04eH ECONAT

global map ()

[TpucytcTBYyeT B HacTpoiikax myia Static. 3a1aéT COOTBETCTBHE
MEXy JTIOKaIbHBIMH U ri00ansHbIMu [Pv4-aapecamu u/wmm
NOJICeTSAMU (TpaBuiia TPAHCIISALUN).

[TpaBuia TpaHcIsILMU 33at0TCs B popmare { <JTOKaJbHbIN agpec> |
<noacerb> }[~vid]-{ <ry06aabHbIi aapec> | <moacetrr> }. VID —
uaeatuduxatop VLAN ot 0 1o 4094 (HeoOs13aTeNbHBIN mapameTp).
3nauenue VID 3agaércs ¢ npedukcom "~" (Tuipaa) 6e3 mpodena
nocie aapeca. Bummanue! [Tapamerp 3a1a€t cTporoe cooTBETCTBUE
JIOKaJIbHOTO aapeca M JiokanbHoro VLAN onpenesnéHHOMY
rnobansHOMY aapecy. Ecnu VID He ykazaH, TO 3TO oJipa3yMeBaer,
41O TpadukK OyJIeT HETETUPOBAHHBIM.

TpaHcsAus TOKAIBHOW TOJCETH B TI00aTBHYI0 BO3MOXKHA TOIBKO
IpY OJMHAKOBOM JuInHe npedukca nojacereid. Hanpumep,
global map (10.10.10.0/24-101.102.103.0/24 )

global map 64 ()

[TpucytcTByeT B HacTpoiikax myja Static64. 3a1aéT cOOTBETCTBHE
MeXIy JoKanbHbIMH [Pv6-anpecamu u rmobansubiMu [Pv4-anpecamu
(mpaBuia TpaHcaAuun). M0OXXHO yKa3aTh HECKOJIBKO MPaBUI
TpaHCcIAIuu yepe3 mpoodenr. Hanpumep, global map 64 (
[2001:DB8::1]-192.0.2.1 [2001:DB8::2]-198.51.100.2 )

v6_remote prefix ()

[Pv6-npeduxc ns NAT64. [Tapamerp mpucyTCTByeT B HACTPOMKaxX
nysoB CGNAT64 u Static64. B RFC 6052 onpenenén Tak
Ha3bIBaeMblii "xopoto u3BecTHIH" npedukc (Well-Known Prefix,
WKP) 64:FF9B::/96, pekoMeH1yeMblil K HCIIOJIB30BAHUIO B THITOBBIX
ciydasix. B o0miem cirydae MOXXHO MCIIONIB30BaTh JII000# mpedukc,
HO TIPY OJTHOM YCJIOBUU: OH JIOJDKCH UMETh JUTUHY /96
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tos2tc_mapping [TpucyrctByet B HacTpoiikax mynoB CGNAT64 u Static64.
Onpenensiet nevictBus ¢ moisimu Type of Service (ToS) u Traffic
Class (TC) B 3aronoBkax nakeros rnpu tpanciusuusix [Pvé — IPv4 u
[Pv4 — IPv6.

ITo ymonuanuto 3anano 3HaueHue on. [lpu tpancoanusx [Pv6 —
[Pv4 B mone ToS coznaBaemoro [Pv4-3aronoBka konupyercs
3HaueHue nojis TC u3 3aronoBka [Pv6. [Tpu tpancasuusx [Pv4 —
[Pv6 B mone TC co3znaBaemoro IPv6-3aronoBka konupyercs
3HaueHue noist ToS u3 3aronoBka [Pv4.

Ecnmu undpactpykrypa IPv4 ucronb3yeT ycTapeBIyro CeMaHTHKY
"Type of Service and Precedence", To konupoBaHue 3HaU€HUI 1oJei
ToS 1 TC M0XHO BBIKJIFOUUTb, IPUCBOUB JTAHHOMY MapaMeTpy
3HaueHue off. B atom ciyuae npu tpancnsuusax [Pvé — [Pv4
3Hauenue moist ToS coznaBaemoro [Pv4-3aronoBka Bceraa Oyaet
paBHo Hy:mo (nose TC 3aronoBka [Pv6 urnopupyercs). [lpu
tpa"csauusax [Pv4 — [Pv6 3nauenne nonst TC coznaBaemoro IPv6-
3arojoBKa Bcerja Oynet paBHo Hy:to (rojie ToS 3aronoska [Pv4
UTHOPHUPYETCSL).

port_range I[I/IaHaBOH BHCIIHUX IMOPTOB, JOCTYTHBIX IJIA UCIIOJB30BAHU HA
KaxxsioMm riodansHoM [P-anpece, npunaiexaieM cgnat myy.
PexomennoBanHoe 3HaueHue (auanaszon): 1024:65535. [Ipu takux
HacTpOMKax B Kaxx7oM riaobansHom [P 6yaet noctynmHo 64512 UDP
u croibko ke TCP nopros

hairpin Paspemraer hairpinning. Ecnu aapec Bo BHelTHEH ceTr COBMaaeT C
r7100aIbHBIM aPECOM OJHOT0 U3 1mys1oB, ECONAT BBINOIHUT
JIBOIHYIO TpaHCIALMIO, HE OTHPaBiIsisd akeT BoBHE (Ha WAN).
Hairpinning paboTaeT TOJIBKO B cllyyae, €ClId OH pa3peméH B 0001x
nyJiax, TA€ HaXOIATCS TOJIb30BaTel, CBI3aHHbBIE TAKUM 00pa3oM

allow external connect Pazpemmuts coequHenus uzBHe. [lapameTp neiicTBUTENIEH IS MTyJIOB
Basic NAT, Static NAT, Static NAT64
connection_logging Bxurouenue (on)/Beikmtouenue (off) moruposanus ceccuid. 1o

YMOJI9aHHUIO BBIKIIFOYCHO

connection log Wms npodunst morupoBanus ceccuit (cM. paszaen "JlorupoBanue
aboHeHTCKUX ceccuit"). MOXKHO yKa3aTh yepe3 MpoOeT HECKOJIBKO
npoduneit noruposanus. [lo ymonuanuio none, T. €. K MyJy He
IPUBA3aH HU OJAMH IPOQUIIb JIOTUPOBAHUS

randomize ports Pa3pemiaer BeifiesieHHE TOPTOB U3 OJIOKA B CIIy4aitHOM mopsiake (on).
Ecnu Beikitoueno (off), To MOpThI BELACISIOTCS TOOYEPETHO

remote map [TpucytcTBYyeT B HacTpoiikax MmyJioB cgnat, static, nat, fake.
[To3BomsieT HacTpoUTh Mpeodpa3oBaHUE (TPAHCISIINIO) aIPECOB
HazHaueHus (Destination NAT, DNAT) B makeTax HCXOASIIETO
Tpaduka (egress).

MoxHo 3amaBath 1Ba Tuna npasui DNAT:

e azpec B anpec. [IpaBuia 3agatoTcs B
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Bujae <preNATdstIPv4address>-
<postNATdstIPv4address>

e mozceTs B moacets. [IpaBuna 3agarorcs B
Bujsie <preNATdstIPv4subnet/mask>-
<postNATdstIPv4subnet/mask>. O6s3arenbHoe ycioBue
JUIsl TPAHCJIALUI JaHHOTO THUIIA — OJMHAKOBAs IJIMHA
npeduKca conocTaBiIeHHbIX nojaceTei. Hanmpumep,
remote_map ( 10.10.10.0/24-101.102.103.0/24 ).
TpaHCAsAIUY BBIOJIHAIOTCS CTPOTO MO MOPSJIKY aJpPECOB B
noacerax. Hanpumep, A.A.A.1 - B.B.B.1, A AA2 —
B.B.B2wur. n.

timeouts_inactivity

B sToMm paszzaene 3agaroTcs napaMeTpbl BpeMEHH HEAKTUBHOCTH (B
CEKYH/Iax) JIJIsl pa3HbIX MPOTOKOJIOB U coctosinuii TCP, mo
HCTEUYEHUU KOTOPOTO HEUCIIOJIb3YEMOE COEIMHEHNE OYAET 3aKPhITO
IIPUHYIUTEIBHO. DTU NTapaMeTpbl HE PEKOMEHYETCsl HAaCTpauBaTh
0e3 Heo0XOAUMOCTH, MO>KHO UCIOJIb30BATh ONTUMAJIbHBIC 3HAUEHUS
«I10 YMOJTYaHUIO»

timeouts_inactivity translation

3anaét BpeMsl B CEKyHJax J0 UCTEUEHUsI KOTOPOro, Jake B CiIydae
HCAKTUBHOCTH IIOJIL30BATCIIA, CMY GYI[GT TapaHTUPOBAHO BBIJCIICHUC
MOPTOB U3 OJJHOTO U TOro *e riaodanbHoro IP. PekomennoBannoe
3Ha4YeHHE 1Mo ymoimyanuio 86400

timeouts_inactivity
tcp_handshake

TatimayT (B cekyHaax) /uisi TpaHcisiiuu, co3nanHoi TCP-makeTom ¢
¢dnarom SYN (3anpoc Ha yctaHoBienne TCP-coenunenus). [1o
yMoOJI4aHuio 4

timeouts_inactivity tcp_active

TalimayT HEaKTUBHOCTHU B CEKyHIaX AJis ycTaHOBIEHHbIX TCP
coenuHenuil B coctossuut ESTABLISHED. Ilo ucreuenuu 3toro
TaiimMayTa mopT Ha rao6ansHOM P BeIcBOGOXKmaeTcs. [1o ymomuanuro
300

timeouts_inactivity tcp final

TaiimayT niia 3aBepiienust TCP ceccuit B cekyHaax. [lo ymomyanuio
240

timeouts_inactivity tcp_reset

TaiimayT aiis copoca TCP ceccuii B cexynaax. [lo ymonuanuto 4

timeouts_inactivity
tcp_session_active

TalimayT HEaKTUBHOCTHU B ceKyHAax A akTuBHbIX TCP-ceccuii. I1o
ymom4anuio 120

timeouts_inactivity
udp_session

TaliMayT HEaKTUBHOCTHU B CeKyHaax A akTuBHbIX UDP-ceccuit. I1o
yMoa4yanuto 120

timeouts_inactivity
icmp_session

TaliMayT HEaKTUBHOCTHU B CEKyHax A akTUBHbIX I[CMP-ceccuii.
ITo ymomuanwuto 120

timeouts_inactivity other

TaliMayT HEaKTUBHOCTHU B CEKYHAX I IPOYMX coeAuHEeHUH 1o [P
nportokoiy (Hanpumep, st GRE). ITo ncreuennn storo napamerpa
POTOKOJI Ha riiobanpHOM [P BeIcBOOOXKMaeTcs. [1o ymomaanuto 300.
(ITpumenumo tonbko k NAT u 1:1 Tunam mynoB)

timeouts_inactivity special

TailiMayT HEaKTUBHOCTH B CEKYHJaX AJIsl IPOTOKOJIOB, KOTOPHIM
Tpebyercs Oonbliee 3HaueHue TaiimayTa. [To ymomuanuro 600
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timeouts_inactivity

TCP nopTbl, K KOTOPHIM PUMEHSETCS YBEJINUEHHOE 3HAUECHNE

special tcp ports () TaliMayTa
limits_peruser OrpanuyeHus 4ucia MopToB i MOJIb30BaTeNen
limits_peruser JIuMuT Yncna rao0anbHbIX (BHEIIHUX) TTOPTOB, KOTOPBIE MOTYT OBITh

portlimit_tcp limits_peruser

portlimit_udp

BBIJICTICHBI OJTHOMY TI0JIb30BaTeNIO (JIoKanbHOMY [P-anpecy).
Pexomenayercs 3agaBaTh 3HaueHUA, KpaTHbie 64, oT 64 10 32256.
OmnieparopaM CBSI3M KIMEET CMBICT HA3HAYATH IS OOBITHBIX
nosib3oBarene (pusmueckux mun): ot 1024 xo 4096. 3nadycHus
Menee 1024 MoryT npHuBOIUTH K MPoOJIeMaM ¢ paboTOCITOCOOHOCTHIO
HEKOTOPBIX MPUIIOKEeHHH. 3HaueHus 6osee 32256 MOTYT IPUBECTH K
TOMY, UTO OJIMH TMOJIH30BaTENb CMOKET Hcuepnarh noptel [P-aapeca.
Jnst monb3oBareneii, 0coOeHHO TpeOOBaTENbHBIX K YUCIY MTOPTOB,
uMeeT cMbIc co3aaTh oTAeabHbl CGNAT-nys1 ¢ MEHbIINM

K03 QHUIHEHTOM YIUIOTHEHHUS (MEHBIIIE JTOKaIbHbIX [P-agpecoB Ha
OJIMH I1100aIbHbIN) WK Ucnoiab30BaTh NAT-myn a1 BbaeneHUsS
MOJIB30BATENIO OTAENBbHOTO [IP-agpeca co BceMu mopramu Ha NEPHUOL
€ro aKTUBHOCTHU

limits_peruser portlimit_icmp

DTOT napaMeTp ONMUCHIBAET MAaKCUMAJIBHOE KOJIUYECTBO
oaHOBpeMeHHO cyiectByromux ICMP ceccuit st monb3oBaTens

JlanHble mapaMeTpbl JOCTYIIHBI B 3aBUCUMOCTH OT Tuna mmyia. Huxe npeacrasnena tTadiuma
napaMeTpoB, JOCTYIHBIX Ul KaX/10T0 TUIA ITyJia.

Tabmuma 18

ITapameTpsl cgnat | nat | static | fake | fake6
type + + |+ + |+
enable + + |+ + +
acl + + |+ T
aclvé +
priority + + |+ + +
global ip () + +
port_range +
global _map () +
hairpin + + |+ T I
allow_external connect + |+
connection_logging + + |+ + +
randomize ports + + |+ + +
timeouts_inactivity + + |+ + +
limits_peruser +

ITocne co3nanus myna, eMmy HykHO 100aBUTH riodansabie IPv4 anpeca, koTopbie OyeT HCIIOIB30BaTh
3TOT ITyJ1. {7151 3TOr0 BOMANUTE B PEKUM PENAKTUPOBAHMS I1yJIa C IOMOIIBIO KOMaHAbI 20t0 <ums
nyna> unu edit <uma nyna> v Be1zoBuTe Komanay global _ip add <eroébansnoui IP-adpec> . Jlns
TOro 4TOOBI yHanuTh [P-anpec, B pesxume peakTUpoBaHHS ITyJia BHI30BUTE KoMaHy global _ip
remove <cnodanvuwiit IP-adpec> .
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MyEcoNAT:4:pools.pooltest# global ip add 200.0.2.0/24
MyECoNAT:5:pools.pooltest# show global ip

global ip ( 200.0.2.0/24 )

MyECoNAT: 6:pools.pooltest#

st ynoOctBa paboThl ¢ MaccuBaMu [P-asipecoB nmpeaycMOTpeH anbTepHAaTUBHBIM BapUaHT U3MEHEHUS
napameTtpa global _ip . /11 3TOoro HeoOX0MMO MEPEHTH B peAaKTUPYEMBIN Iy B BETKE
KOH(UTypaIiOHHOTO JIepeBa, BoTH B mapametp global _ ip u Bocrionb3oBaThest komanaamu add u
remove i1 CUMBOJIbHBIMU KOMaHJ1aMU += J1s 100OaBJIE€HUS aJIpecoB, -= JJIs y1aleHus agpecoB. [l
TOTO YTOOBI I00aBUTH/YJAIUTh HECKOJIBKO aIpECOB CPa3y, KX MOKHO BBECTH BHYTPH CKOOOK,
pas3zaensis nepeBoJoM CTPOKH. J{J1s TOro yToObl BHECTHU a/ipeca B IyCTON MACCUB HIIU TMOJHOCTBIO
3aMEHUTh UMEIOIINICS MaCCUB, BBEIUTE CITUCOK aJPECcCOB B CKOOKAX, KaK yKa3aHO BbIlIE, 0€3 KOMaHIbI
add wu cumBosIBHOM KoMaH bl +=. [Ipu BHeceHun n3meHeHui B napamerp global _ ip, CLI He
BBIMJIET U3 peKUMa pelakTUPOBAHMS [TapaMeTpa 10 TeX Mop, MoKa He OyeT BBEJACHA 3aKpPbIBAIOIIAs
CKOOKa.

MyECONAT:4:pools.pooltest# global ip
MyECONAT:5: (pools.pooltest.global ip)# (
MyECONAT:6: (pools.pooltest.global ip)# 10.11.22.1
MyEcoNAT:7: (pools.pooltest.global ip)# 2.3.4.5
MyEcoNAT:8: (pools.pooltest.global ip)# 188.165.1.1
MyEcoNAT:9: (pools.pooltest.global ip)# )
MyECoNAT:10:pools.pooltest# show
type cgnat
enable
acl none
priority 100
global ip (
2.3.4.5
10.11.22.1
188.165.1.1
)
port range 1024:65535
}
MyEcCoNAT:11l:pools.pooltest# global ip -=(188.165.1.1 2.3.4.5)
MyECoNAT:12:pools.pooltest# show
type cgnat
enable

acl none
priority 100
global ip (
10.11.22.1
)
port range 1024:65535
}
MyECoNAT:13:pools.pooltest#
MyEcoNAT:14: (pools.pooltest.
MyEcCoNAT:15: (pools.pooltest.
MyEcoNAT:16: (pools.pooltest.
MyEcCoNAT:17: (pools.pooltest.
MyECoNAT:18:pools.pooltest#
type cgnat
enable

global ip +=(

global ip)# 188.165.1.1
global ip)# 111.1.1.255
global ip)# 77.7.7.7
global ip)# )

show
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acl none

priority 100

global ip (
10.11.22.1
T77.7.7.7
111.1.1.255
188.165.1.1

)
port range 1024:65535

}

Co3gaHHbI Ty MOKHO MPOJIUATHOCTUPOBATH C TOMOIIBIO KOMaH bl analyze <umsa nyaa> . BeiBog
KOMaH/Ibl TOKa)KET, YeTO HE XBAaTaeT AJi1 HOpMaJbHOU pabOThI MyJa.

MyEcCONAT:1:# analyze pooltest

# —-—-- During processing pool 'pooltest' ----:

# No ACL associated with the pool

# use command 'use ACLNAME POOLNAME' to associate acl with a pool
MyECONAT:2: #

Ecnu ¢ mynom Bce xopoio, He OyAeT BHIBEJEHO HUKAKMX COOOILEHUH:

MyECoNAT:1:# analyze pooltest
MyECONAT:2: #

10.2.3 NMopsiaok onpeaeneHus nyna o/1s nakerta

[Ipu noctymnennn HoBoro [P-nakera (Hayaie HOBOM CECCUM), MyJIbl 00padaTHIBAIOTCS B TIOPSIKE MX
MIPUOPUTETA: YeM 3HAUYCHHE IPUOPUTETA MEHBIIIE — TEM PaHbIlie 00padaThIBACTCs JAaHHBIN Myl
Hanpumep, eciiun umerotcst myiiel ¢ mpuoputetamu: 200, 150, 250, — To nepBeiM OyAeT
oOpabatbIBaThCs My ¢ mpuoputeToM 150.

Hanee ananusupyercs ACL, cBs3aHHBIN ¢ 00pabaThIBa€MbIM ITyJIOM U MPOBEPSIOTCS MPaBUIIA,
coaepxkaruecs B 3tom ACL.

Ecnu mapameTpsl MOIy4eHHOTO TaKeTa yIOBJIETBOPSIOT YCIOBHUM IpaBuia ¢ TUIIoM allow
(pa3pemuTs), TO MakeT OyaeT oOpaboTaH JaHHBIM MyJioM. Eciu ke mapaMeTphl MOJy4YeHHOTO IMaKeTa
YJIOBJIETBOPSIIOT YCJIOBUSM INpaBuiia ¢ TUIIOM deny, TO 3TOT IyJ OoJibIlie He OyJeT paccMaTpUBaThCS
JUIs JAHHOTO MaKeTa, a OyIyT paccMaTpuBaThCs CIEAYIOLINE B OPsIKE IpUOpUTeTa Myiasl. Eciu
IIAKeT HE YJOBJIETBOPAET ycloBUAM Tekyuiero npasuina ACL, To ananusupyercs cienyromniee npaBuio
JUIs JAHHOTO IyJia, WX (€CIH MpaBUi OOJIbIIE HET) MPOUCXOAMUT IEPEXO/ K CIEAYIOLIEMY ITyJly B
nopsiike npuopureTa. Eciu ke mynoB Oosbliie He ocTaiock, To naket IPv4 nepenaércs 6e3
TpPaHCIAUU (KaK 4epe3 MPOBOJ).

10.2.4 Nyn Basic NAT

Nat myn, nHaue UMeHyeMbIi Kak basic-NAT, ocyIecTBIsSET TOIBKO TPAHCIISIUIO apecoB (MMOPTHI HE
TpaHcaupytorcs). [lapameTpsl, 1ocTynHbIE AJ11 HACTPOMKU JAHHOTO THUIIA ITyJIOB, U UX OIMCAHUE
MIpUBECHHI BhIlIE, B pazaene "[lyn port fwd".

EcoSGE v3.1.7.1.0. PykoBoACTBO mOJb30BaTeNs 74



D) RDP

DEST SRC DEST SRC DEST SRERC DEST SRC
ADDR ADDR PORT PORT ADDR ADDR PORT PORT
EXTERN | GLOBAL | EXTERN oo IP- IP- EXTERN LOCAL  EXTERN oo
ADDR | ADDR | PORT packet packet | ADDR | ADDR | PORT
OUTSIDE omtss | aooness  ECONAT INSIDE
GLOBAL | EXTERN ExterRn 1P IP- LOCAL = EXTERN EXTERN
ADDR | ADDR | PORT | "PORT | packet packet = APDR | apbpr | PORT | “poRr
DEST SRC DEST SRC DEST SRC DSST sgc
ADDR ADDR PORT PORT ADDR ADDR PORT PORT
Pucynox 12

[To ymMom9aHHIO IPU CO3AaHUHM IyJ1a CO3AaETCs Iyl TUIA cgnat, HO MBI MOYKEM IIOCJIE CO3/TaHUs
M3MEHUTD THII ITyJIa, IPHCBAaNBasi COOTBETCTBYIOIINE 3HAYCHNUS TapaMeTpy type, HaxosIemMycs B
myJie (Hampumep, nat).

YacTs mapamMeTpoB, XapaKTepHas JJIs cgnat MyJjla, ACYE3aeT MOCIe U3MEHEHH €ro TUIlA Ha TUII nat.
Takxe, nosiBisiercss HOBbIM napaMmeTp allow_external _connect, KOTOpbIM pa3peliaeT COeIUHEHUS
cHapyxu. Eciu Bkimrounts allow_external _connect on, TO TpaHCISILIMKA CMOTYT CO3J1aBAThCS «I10
MHULATUBE» BHEITHUX XOCTOB. DTO YBEJINYUBAET JOCTYTHOCTD AJIS Peer-to-peer ceTeil, Tak Kak K
BalIUM a0OHEHTAaM CMOTYT MOACOEIUHITHCS U3BHE M0 JIFOOBIM IOPTaM (€CIH, KOHEYHO, IIOPT OTKPBIT
Ha XOCTe).

OOBIYHO UMEET CMBICII JIeNIaTh JIBa MyJia TUIA kat: OUH JUIsl TeX aOOHEHTOB, KOTOPHIM HYKHBI
COCIMHEHUS, THUIIUUPYEMbIE CHAPYKU (XOTAT aKTUBHO pa3/iaBaTh TOPPEHTHI), a IPYTroOM — IS TeX
aOOHEHTOB, KTO X04eT HHUIIMHPOBATH COSIMHEHHSI TOJIBKO MO COOCTBEHHON MHHUIIMATHBE.

MyECoNAT:1:# create pool Db
MyEcCoONAT:2:# goto poolb
MyECONAT:3:pools.poolb# type nat
MyECoNAT: 4 :pools.poolb# show
type nat
enable
acl none
priority 200
global ip ( )
hairpin on
allow external connect on
connection logging on
randomize ports off
timeouts inactivity
{
translation 86400
udp 300
icmp 60
tcp handshake 4
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tcp active 300

tcp final 240

tcp reset 4

other 300

special 600
special tcp ports ( )
}
MyEcoNAT:5:pools.poolbi#

10.2.5 Myn CGNAT

CGNAT-nyn ocymectpisietr Carrier-grade NAPT TpaHcisuto, npu KOTOPOH TPaAaHCIUPYIOTCS U
azpeca, 1 opThl. Azipeca 1 OJIOKU MOPTOB JUIsl KIIMEHTCKUX COEIMHEHUH PaclpeaelIstoTCs
nuHamuudeckd. [TonuTrka pacnpeneneHus aipecoB CTPEMUTCA K paBHOMEPHOMY 3aIl0JIHEHUIO TIOPTOB
Ka)XJIOTO TJIO0ATBHOTO ajipeca. ITO 1aeT MaKCUMAJIbHBIN BBIMTPHIII 1O 3P (HEKTUBHOCTH
ucnons3oBanus [P-anpecos. [lapamerpsl, 1OCTyNHbIE U1l HACTPOMKH ITyJia JaHHOIO TUIA, U UX
OINMCaHNE NPUBEICHBI BhIlIIE, B pa3zaeie "Co3naHue U HacTporKa Iryna'.

DEST SRC DEST SRC DEST SREC DEST SRC
ADDR ADDR PORT PORT ADDR ADDR PORT PORT
EXTERN GLOBAL EXTERMN GLOBAL IP- IP- EXTERM| LOCAL | EXTERN LOCAL
ADDR | ADDR | PORT = PORT packet packet  ADDR | ADDR | PORT | PORT
GLOBAL LOCAL
ADDRESS ADDRESS
OUTSIDE | GLOBAL = LOCAL ECONAT INSIDE
PORT PORT
cLoeaL ExTern| cLosaLl extern  IP- IP- LOCAL | EXTERN LOCAL | EXTERN
ADDR . ADDR | PORT PORT packet paCkEt ADDR . ADDR . PORT . PORT
DEST SRC DEST SRC
DEST SREC DEST SRC
Pucynok 13

10.2.6 Myn CGNAT64

Texnonorus NAT64 obecriedrBacT BO3MOKHOCTB JOCTYIIAa U3 CETH, UCIIONB3YIoIIel Toabko [Pv6, k
yCTpoHCcTBaM, uctonb3ytommM Toisko [Pv4. B cucreme EcoSGE peanmsoBansr Stateful NAT64 (RFC
6146) u Stateless NAT64 (Coznanue u HacTpoiika myna). COOTBETCTBYIOLIME THIIHI ITYJIOB —
CGNATO64 u Static64. Eciu B NAT st [Pv4 (NAT44) tpanciupyertcs Toabsko [P-anpec ornpaButens
naketa, To B NAT64 npoucxoaut takxe rnpeodpasosanue [P-anpeca nomyuarens. ALG B NAT64
pacumpeH JUIst MOAIEPKKH paboThI MPOTOKOJIOB, B KOTOPBIX HH(OpMAIHs 00 aapecax u moprax
conepkutcs B noneznoil Harpyske TCP-cermentoB u UDP-peitrarpamm.

ITyn CGNAT64 Boinonuser B NAT64 Ty xe posb, uto u mya1 CGNAT B NAT44. [1o cpaBHEHUIO €
CGNAT, nns agpecanuu k ycrpoiictBam 3a EcCOSGE, ncnons3ytomum tonbko 1Pv4, B HacTpoiikax
myna CGNAT64 Heo0Xx0IMMO 3a/1aTh JOTIOTHUTEIBHBIN mapaMeTp v6_remote prefix. ECOSGE
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nobasisieT 3ToT npedukc kK [IPv4-anpecam ingress-makeToB U yIaIseT ero U3 aapecoB Ha3HAYCHUS
IPv6 egress-naketoB. B RFC 6052 onpenenéH Tak Ha3pIBaeMblii "'XOpo110 U3BECTHBIN" nipedukc
(Well-Known Prefix, WKP) 64:FF9B::/96, pexoMeHxyeMblii K HCITOIB30BAHHIO B THUITOBBIX Clydasx. B
o0111eM ciTyyae MO>KHO UCIIOJIb30BATh JII000M npedrKe, HO PU OAHOM YCIIOBHM: OH JIOJDKEH UMETh
TTHY /96.

Emé onno orinune nyna CGNAT64 or CGNAT — Bmecto napamerpa acl ucnonb3yercs napamerp
aclv6, B xoropom HeoOxonumo ykazaTb ACL nns aGonentckoro Tpagpuka IPv6.

10.2.7 Nyn Static NAT

[Tyn Static NAT onpenenser nmpaBujia CTAaTHYECKOW TPAHCIISAIIMN CETEBBIX aipecoB. Kaxaomy
JOKAJILHOMY apecy OJHO3HAYHO COTOCTABISACTCS TI00ANBHBIN agpec. TpaHCsIus MOpPTOB HE
npou3BoAUTCs. BMecTo cricka rio0aabHBIX aapecoB, MpUHAIeKamux myiry (mapametp global ip B
mynax CGNAT u Basic NAT) co3gaéres criucok mpaBui TpaHcisiuu afapecoB 1 B 1 (mapamerp

global map). Onucanne Bcex mapaMeTpoB, TOCTYIMHBIX I HACTpouKH myina Static NAT, comepxutcs
B paznene "Co3qanue U HacTpoiKa myma'.

B mapamerpe global_map MokHO 3a1aBaTh Ba THIIA IPABUJI TPAHCIIALMN:

e azpec B azpec. [IpaBuna 3agatorcs B BUae <JI0KaJbHbIN aapec>[~vid]-<rjio0aabHbIi
aapec>, riae vid — unentupukatop VLAN ot 0 1o 4094 (HeoOs3aTenbHbIi mapaMeTp).

nn
~

3nauenue vid 3amaércs ¢ npedukcom (Tunpaa) 6e3 mpobena mocie aapeca;

e TOJCETH B mojiceTh. [IpaBuia 3amatorcs B Bue <JIOKaJAbHas nojaceTs>[~vid]|-<riodajabHasn
nojaceTs>. O0s13aTeILHOE YCIOBUE I TPAHCIISAIUN JAHHOTO THITA — OJIMHAKOBAS JUTHHA
npeduKca JOKAIbHON MOJICETH U COMTOCTABICHHOM € I1o0anbHOM moaceTu. TpaHcasun
BBINOJHAOTCS CTPOTrO MO MOPANIKY aapecoB B nmoaceTax. Hanpumep, A.A.A.1 — B.B.B.1,

A A A2 —-BBB2ur. 1.

IIpumevanue. /[ns Bemonnenus tpancisaiuii ¢ yauérom VLAN ID HeoOxoauma JTUIIEH3US Ha
¢ynkumonansHocTh VLAT (VLAN+NAT).

EcoSGE:1:# create pool c

EcoSGE:2:# goto poolc

EcoSGE:3:pools.poolc# type static

EcoSGE:4:pools.poolc# show

type static

enable

acl none

priority 100

global map ( )

hairpin on

allow external connect on

connection logging on

randomize ports off

EcoSGE:5:pools.poolc# global map += 192.168.0.5-200.0.0.3
EcoSGE:6:pools.poolc# global map += (192.168.1.2~102-3.3.3.3)
ECoSGE:7:pools.poolc#
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st cratruyeckoro myjia MOxHO He yka3biBaTh ACL. B 3ToM ciydae HEsSIBHO Mpeanoaaraercs, 4To AJist
nyJia fefictByeT Habop npasui allow ip sre <nokajbHblii agpec> dst any. Eciu ACL Bcé xe 3a1aH u
HAacCTPOEH, TO CHayaja IIPOBEPSIETCS OH, a 3aTEM HESBHO IIPEIOoIaracMblil.

BHUMAHMUE! Ecnu k myny tuna static npussizan ACL, To B 3tom ACL He T0KHO OBITh
MpaBwia permit any any.

10.2.8 Myn Static NAT64

ITyn Static NAT64 (static64) BeimosasieT B NAT64 Ty ke poiib, 4To Uy static B NAT44. Tlo
CpaBHEHHMIO ¢ MyJIOM static, i aapecannu K ycrpoiictBam 3a EcoSGE, ucnonssytomum Tonsko [Pv4,
B HAaCTpoOiIKax myJia static64 HeoOXoaMMO 3a7aTh TOMOJHUTEIbHBIN TapamMeTp v6 _remote prefix.
EcoSGE no6asnser stot npedukc k [Pv4-anpecam ingress-nmakeToB U yAaJseT €ro U3 apecoB

~n

HazHaueHus [Pv6 egress-makeroB. B RFC 6052 onpenenén Tak Ha3bIBa€MbIi 'XOpOIIO U3BECTHHIN"
npedukc (Well-Known Prefix, WKP) 64:FF9B::/96, pexoMeHayeMblil K HCIIOIB30BaHHUIO B TUTIOBBIX
cinydasx. B o0mieM ciaydae MOKHO HUCIIOB30BaTh 10001 nmpeduke, HO MPU OJHOM YCJIIOBHH: OH
JOJDKCH UMETh JUTHHY /96.

Emé nBa otnmuus myna static64 ot static:

e BMecTO nmapamMetpa acl ucnomnn3yercs napametp aclvé mis ykazanust ACL 1151 aOOHEHTCKOTO
tpaduka [Pv6. [lns cratudeckoro mysa MoxHO He yka3piBaTh ACL. B aTOM ciyyae HesiBHO
IpearnoiaaraeTcs, 4To 1Jis myJa feiictByer Habop npasui allow ip src </iokajabHbII aapec>
dst any. Eciu ACL Bc€ ke 3a/1aH M HaCTpOEH, TO CHayaja MpoBEPSETCS OH, a 3aTEM HESIBHO
npenmnosaraemblii. Bummanme! Ecnu k nmyny tuna static npussizan ACL, To B 3toM ACL He
JOJKHO OBITH MpaBuja permit any any.

e BMmecTo napamertpa global _map ucnonssyercs napametp global map 64 nis 3aganus
oToOpakeHHH JToKabHbIX [Pv6-anpecoB B rmodanbuble IPv4-anpeca, KakuMu OHU Oy Iy T
BUIHBI XocTaM Ha ctopoHe WAN. IIpumep: global map 64 ( [2001:DBS8::1]-192.0.2.1
[2001:DB8::2]-198.51.100.2 )

10.2.9 Nynbl Fake n Fake6

[Tyner fake u fake6 npennaznaveHs! 1J1st 00CITy)KuBaHus a0oHEeHTCKOTO Tpaduka IPv4 u IPve*, k
KoTOopoMy He TpeOyercs npumeHsTb NAT, HO ipu 3TOM HE00XO0AUMO NPUMEHSATh, HAIPUMED, CEPBUCHI
BRAS nnu URL-dunptpanuto. [TapamMeTpbl yka3aHHBIX ITyJIOB OMHMCaHbI B pazaene "Co3znaHue u
HacTpoiika nmyna". ENMHCTBEHHOE OTJIMYME B HACTPOMKAX ATUX ITyJI0B — apameTpsl acl u aclvé.

* Jlna o6pabotku Tpaduka IPv6 TpebyeTcs oTaenbHas TUIIECH3HS.

[Tpumep mpuMeHEHHsI STHX ITYJIOB PACCMOTpPEH B pazzene "OuinbTpariyst abOHEHTCKOTO Tpaduka, K
KoTopoMy He npuMensiercss NAT".

10.2.10  MMyn port_fwd

[Tyn Tuna port_fwd npenHaznadeH 11t odecrieueHus 10CTyna U3BHE K pecypcaM abOHEHTOB,
Haxogsamumxcs co croporsl LAN-nopra EcoSGE. JlanHas (pyHKIMOHATBHOCTH aHAJIOIMYHA YacTO
HCIIOJIb3YEMBIM B KOPIOPATUBHBIX M JoMamIHuX ceTsax TexHomorusiMm DNAT, DMZ, Port Forwarding.
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Jlnia 3ananus nyna tuna port fwd Heo6xoauMo ornpenenuTs oToOpakeHue (mapping) napbl
nokanbHbIX [P-anpeca u TCP/UDP-nopra B napy rio6ansHbix [P-agpeca u nopra. 3to oToOpaskeHue
3a/1aéTCs1 HETIOCPEICTBEHHO B BETKE KOH(PUTypalluy MmyJjia, I03TOMY, B OTJIMYHE OT ITyJIOB JPYTHX
THUIOB, B mmyJie Tumna port fwd ne ucnonszyercs ACL.

Cpasy nocne co3nanus myJjia KoMmaHoi create pool u Beroopa tumna port_fwd BeTka koHpuUryparmm
JAHHOTO ITyJ1a BBIMJISLAUT CIIEYIOIIMM 00pazoM:

type port fwd

enable

port map ( )

hairpin on

connection logging on

Hasnauenue napametpos hairpin u connection_logging ananorn4sHo Ha3HaYEHUIO OJHOUMEHHBIX
MMapaMeTPOB B APYTUX TUIAX IyJOB. Y HUKAJIbHBIM JUIsl JAHHOIO THIA yJia mapameTp port_map
3anaércs B Buze ( proto:local_ip:local_port-global_ip:global_port[~vid] ), rae:

e proto — npoToko (tep uiu udp);

e local_ip:local_port — nokansubie [Pv4-anpec u mopt aBOHEHTCKOT0 X0CTa, HA KOTOPOM
3aIylIeH COOTBETCTBYIOIINM CEPBUC;

o global_ip:global_port — rio6ansusie [Pv4-aapec v mopT Bo BHEIIHEN CETH, K KOTOPHIM
oOpallarTcs KIMEHTCKUE MPUIOKEHHUS;

e vid — VLAN ID, HeoOs3aTenbHbIN TapaMeTp, yKa3bIBaCTCs MPHU HAIMYUH JIMIICH3UN Ha
¢yuknuonansHocTh VLAT.

[Ipu ucnonb3oBanuu myna tuna port_fwd cienyer yuuTsIBaTh 1B OCOOCHHOCTH:

1. Tlpu cooTBeTcTBUU TpaduKa OJHOBPEMEHHO MapameTpy port_map nanHoro myia u ACL
JPYTUX TUIOB MyJI0B TpaduK NONaAET B TaHHBIH IyJI.

2. Ilpm mpocToe ceccuu B TE€UCHHE BPEMEHH, PEBBIIIAIOIIETO TalMayThl, 3aJJaHHbIC B BETKE
KoHpurypamnuu system.nat_defaults, nannas ceccus Oyzner 3akpsita. Ecim s kakoro-im6o
npuioxkeHus (Hanpumep, SSH) BaykHO MOAJIEPKUBATH CECCUIO OTKPHITOM HE3aBUCHUMO OT €€
AKTUBHOCTH, TO HEOOXOIMMO 00€CTIeUnTh MEPUOMIECKYI0 OTIIPaBKy makeToB keep-alive.

10.2.11dencTBUA C Nnynamm
10.2.11.1 OtBs3piBanue myJa ot ACL

UtoO0BI pa3pymuTh CBsA3b Mexay mmysioM U ACL ucnosns3yercs komana no use <umsi ACL> <ums
myJja>.

EcoSGE:1:# no use myacl mypool
ECOSGE:2: #

10.2.11.2 Ypauaenue myJa

Jlnst ynaneHus mysia HoOX0JMMO OTHPAaBUTh KOMaHAy no pool <umsi mysa>.

‘EcoSGE:l:# no pool pooltest
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[ECOSGE:2: # \

Ecnu HeoO6X0MMO yJauTh BCe UMEIOIIUECS B KOH(UTYPAIIUH ITYJIbl, HCTIOJIB3YHTE KOMaH Ty
droppools.

EcoSGE:1:# droppools
EcoSGE:2: #

10.2.11.3 OcoGeHHOCTH NPUMEHEHUS U3MEHEeHUI

[Topsaok mpuMeHEHUS JTFOOBIX U3MEHEHU I KOH(QUTYPAIH, OTHOCSIINUXCSA K IMyJiaM (BKITFOYast UX
CO3/IaHHE U YJIAJIICHHE), a TAK)KE TIOBEJICHUE CHCTEMBI KacaTelbHO CYIIECTBYIOUINX U HOBBIX
TpaHCJ'DHII/Iﬁ 158 CGCCI/Iﬁ 3aBUCHUT OT TUIIA U KOJIMYCCTBA SaﬂeﬁCTBOBaHHBIX HyJ'IOB, B KOTOpI)IX JIOJI’)KHBI
OBITH MPUMEHEHBI U3MeHeHUs. [IperycMOTpeHsl 1Ba pexkrMa repeHacTpOMKH MmyJioB: one-by-one u
all-at-once.

Ecnu u3meHeHus 3aTparuBaior He 0osiee 4eThIpEX 3aIeiCTBOBAHHBIX ITyJIOB THIIA nat, static, static64,
fake, fake6, port fwd (B 06011 KOMOMHAINH), TO IEPEHACTPOIKA BBITIOIHIETCS B peKuMe one-by-
one. B nannom pexume:

e cHCTEMa MOOYEPEAHO MPUMEHSET U3MEHEHHUS B KaXKIOM ITyJIE;

e  COXPaHSIOTCS CYIIECTBYIOIINUE TPAHCIISIIIUU U CECCUU, KOTOPHIE COOTBETCTBYIOT U3MEHEHHBIM
HACTpOMKaM IMyJIOB; OTHOCSIIIUNCS K JaHHBIM TPAHCISIMAM U ceccusiM Tpaduk He
MIpepbIBacTCs;

e BO3MOJKHO CO3[JaHHE HOBBIX TPAHCISIUI U CeCCUl;

e BO3MOXKHO MPEPHIBAHUE JIOTUPOBAHUS TPAHCIISALUN U CECCUM.

Ecnu u3menenus 3aTparuBaiotr 6osiee 4eThIpEX 3a1eCTBOBAHHBIX ITyJIOB TUIIA nat, static, static64,
fake, fake6, port fwd (B 06011 KOMOMHAIINN) UK XOTS OBI OJIMH 3aJICHCTBOBAHHBIN ITyJI IPYTOTO
Tuna (Harpumep, cgnat), To nepeHacTpoika BbIosHsAeTcs B pexume all-at-once. B nanHOM pexnme:

o CUCTEMA HpI/IMeHHeT NU3MCHCHUS O,Z[HOBpGMeHHO BO BCEX Hynax;

e  COXPAHSIOTCS CYIIECTBYIOIINE TPAHCIISIIIUU U CECCUU, KOTOPHIE COOTBETCTBYIOT U3MEHEHHBIM
HACTPOWKaM IyJIOB; OTHOCSIIMICS K JAHHBIM TPAHCIIALUSAM U CECCHSIM TpaduK HE
MpEPHIBACTCS,;

e HEBO3MOKHO CO3/IaHUE HOBBIX TPAHCISALIMI U CECCUA.

10.2.12 Ocob6eHHocTn paboTbl ¢ Tpachukom ICMP B pexxume NAT64

[Tomumo Tpancisinuu aboHenTckoro Tpaduka ycrpoiictBo EcoSGE B pexume NAT64 oGecnieunBaet
TpaHcsIuio caeayrommx TunoB I[CMP-coobmennii, monagaroniux B myJsl cgnat64 u static64:

e BXOSIIUX M UCXOIsmmx coobmenuit Echo Request;
o Bxomsmux coobmmenuit Echo Reply;
o Bxoasmux coobmienuit I[CMP Error cnemyromux THUMOB:
o network unreachable;
o host unreachable;
o port unreachable;
o fragmentation is needed and "Don't Fragment" was set;
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o time exceeded;
e wucxomsamux coodmenuit ICMP Error ciemyromux THIoB:
o network unreachable;
host unreachable;
port unreachable;
fragmentation is needed and "Don't Fragment" was set;
time exceeded;
parameter problem;
packet too big.

o O O O O O

10.2.13 NAT ansa pocryna B UHTepHeT

Tunosas cxema toro, kak ECONAT ucnonb3yeTcs 1yisi TpaHCISIUKA CETEBBIX aAPECOB MIPH AOCTYIIEC B
WNHutepHeT, npecTaBiieHa Ha PUCYHKE HUXKE.

Pucynok 14

Tunosas kon¢urypauus ECONAT BkitouaeT B cebst TpH MyJia pa3IMYHOIO THUIIA 7Sl pa3HbIX BUJOB
Tpaduka. [Tyabl pekoMeHIyeTcs 3aBOAUTH B CIIEAYIOIIEM HOPsIIKE:
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1. Craruueckue [P-anpeca aqMUHUCTPATHUBHO BBIICISIOTCS B CTATHYECKOM TTyJie (CM. pasjaen
"ITyn Static NAT").

2. NAT nyn (cm. paznen "[lyn Basic NAT") — HeoOxoauM B citydasix, KOTJa HCHOIb3YIOTCS
IIPOTOKOJIBI, HE MoAAepkKHUBatomue nopros (Hanpumep, uist GRE). Mckintouenue cocrapisier
nporokos PPTP (ams ero 06paboTku co3/atoTes MyJibl TUTIA cgnat v BKIIFOUASTCS TapaMeTp
alg pptp B o0mux Hactpoiikax NAT). Eciu Hyxen basic-NAT ¢ pa3pemiéHHbIMHI BHEIIIHE
WHUIMAPYEMBIMU COSIMHEHHUSIMA U OTENBbHO basic-NAT ¢ 3anpeméHHbpIME — TO MOKHO
3aBectu ABa NAT myina, paznuvaroniuecs: 3HaueHueM rnapamerpa allow_external connect.

3. OcHoBHas yacTh a00HEHTOB BeIX0aUT B MHTepHET yepe3 CGNAT myn (cm. pazmen "Ilyn
CGNAT").

Ecnu Bo3HMKIIA CUTYyalusi, KOrja HEOOXOAUMO HACTPOUTh TPAHCIIALIUIO IEPECEKAIOIINXCS JHANa30HOB
[P-anpecoB uepes 1Ba pa3HbIX MyJja (CM. pUCYHOK HUXKE), TO BaKHO MPaBUIILHO PACCTABUTh
MIPUOPUTETHI MMPABIJI. Y YUTHIBASI IIPH STOM, YTO TIEPBBIM OyeT 00padaThIBaThCS MPABHUIIO C MEHBIIINM
HOMEpPOM, U 4TO NpH cpabaTbIBAHUM JAaHHOTO NPaBHJIa, OCTAJIbHBIE HE IIPOBEPSIOTCS.

BbicOKkum Huskun

npuopuTeTt npuopurer

Y:10.22.22.1-
10.22.22.20

X: 10.22.22.0-
10.22.22.255

LAN

Pucynok 15

B npuBeneHHON HAa PUCYHKE CUTYAIMH IJIs IBYX ITYJIOB TOJDKHBI OBITH chopmupoBansl ACL co
CJICYIOUIMMH TIPaBUIIaMU (TIPH YCIIOBHH, 9TO poolA nMeeT OONbIInii TPUOPHUTET, YeM poolB):

U1 poolA:

acla {
10 deny ip src range 10.22.22.1-10.22.22.20 dst any
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20 allow ip src net 10.22.22.0/24 dst any
}

U1 poolB:

aclb {
10 allow ip src range 10.22.22.1-10.22.22.20 dst any

}

B atom ciyuae st poolA Gyner cHadana npoBEpATHCS, TPUHAIICKUT i [P nctounmka k nuama3ony
Y (10.22.22.1-10.22.22.20). Ecnu npuHaAIeKuUT, MakeT OyJeT OTKIOHEH MyJIoM poolA, u nanbiie
Oyzner paccMatpuBartbesi poolB u ero crincok npasui. Eciin He mpUHAAIEKUT, OyIET TPOBEPITHCS
MpaBmIIo, npuHaaAnekut Ju [P uctounuka k auanazony X (10.22.22.0/24), u B 3TOM ciiydae makeT
OyJleT IPOIIYIIIEH YJIOM poolA.

st poolB 6ynet npoBepAThCs, MpUHAIICKUT Jin [P ncTouHmka K quamna3ony Y, ¥ B 3TOM ciydae
nakeT OyJieT MPOMyIIEH.

10.2.14 YyacTve B NUPUHIroBOM CETU C NepeceKaloWwmMMmnCca amanasoHamm
agpecos
Tunosas cxema ucnonb3oBanusd ECONAT i TpaHCasALuu CETEBBIX aJpECOB IPU TUPUHTE

npejcTaBIeHa Ha pucyHke Hike. CreBa n3o0OpaxeHa cxema BkitoueHus ECONAT B onepatopckoit
CeTH, a CIpaBa N300paKeHa CXeMa C TOYKU 3PEHUSI KOHEYHOTO TT0JIh30BaTEIS.

PEERING

_Internet

PEERING

peering IP
P.P.PP

local IP
L.L.L.L

Pucynok 16
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Ecnu anpecHoe mpocTpaHcTBO a0OHEHTOB OIIEPATOpa CBSI3U IMEPECEKACTCS C AAPECAMH,
WCIOJIb3YyEMBbIMHU €T0 MUPUHTOBBIMU TTAPTHEPAMH, TO JJIsi OpraHU3alMyi MUPUHTA B TOYKaX OOMEHa
tpadukom (¢ aapecamu Buaa 10.0.0.0/8 wiu gpyruMu IPUBATHBEIME aJIpecaMu) HEOOXOIMMO
TpaHcnupoBaHue aboHeHTckuX [P B He 3aHATOE aApecHOe MPOCTPAHCTRO.

Jlst peieHust 3ToM mpooOsIeMbl MOKET ObITh cTiofib3oBaH ECONAT. C 3To# 11e1b610 cO3/1at0TCst
nonosnHuTenbHble Myl Tuna NAT u B cBsa3anHbIX ¢ HUMU ACL nponuchIBaroTCs IpaBuiia AJs

BBIOOpA 3THX ITYJIOB.

Kaxk mpaBuiio, B 00JIBIIMHCTBE CITy4aeB i MUpUHTA co3aaétest oquH NAT myit ¢ pa3peméHHbIMA
BHEIIHUMH COEIMHEHUSMH (TSI MAKCUMAJIbHOW NIPO3pavyHOCTH) U 00Jiee BHICOKUM MPUOPUTETOM, YEM
JUIS ITyJI0B, oOcyxuBatomux goctyn B Untepuer. Kpurepuem BeiOopa mysia MoxeT ciykutbh DST
none [P makera, nins yero B mpaBuiax ACL B nosie dst yka3pIBarOTCsl CETH MAPTHEPOB IO MUPUHTY.
Taxum 00pa3oM, MaKeThl, HAPABIISIONIUECS B TUPUHTOBYIO CETh, OYIyT TPAHCIUPOBATHCS OTICIEHBIM
ITyJIOM B BBIJIEJICHHOE NPOBaiiiepy aJpeCHOE MPOCTPAHCTBO.

10.3 Cratuctuka NAT

B manHOM paszerne omrcaHbl KOMaHbI JUTS BEIBOIa MH(OPMAIIUK O TPAHCISIUSAX U CECCHUSX,

npussskax aapecos B myiax CGNAT u CGNAT64 u ommOKkax BeIJEIEHUS TOPTOB B ATHX ITyJIax.

10.3.1 TpaHcnauuu

JI1st mpocMOTpa CyIIECTBYIONIUX B IAHHBIA MOMEHT TPAHCIIALMK MPeTyCMOTpEHa MOATPYIIa
koman show xlate. Huxe onucanbl 1eiicTBUS U JaHbI IPUMEPBI BBIBOAA KOMAH/ 3TOW MOATPYMIHL.

Tabauma 19

Komanpga JeiicTBue
show xlate gap BbIBo/ Beex TEKyIIUX TPAHCIALUN A YKa3aHHOM Maphbl:
<ADDR:PORT> rI100aBHBIHA a/Ipec U III00ABHBIN MOPT
show xlate gastat BBIBO/I CTATUCTHKY TPAHCIISIIANA JUTS YKa3aHHOTO TII00aTHHOTO
<ADDRRANGE> anpeca
show xlate global BpIBOI Bcex TEKYIIUX TPAHCISAINN I YKAa3aHHOTO III00aIbHOTO
<ADDRRANGE> ampeca
show xlate gport <PORT> BrIBo/ Beex TeKyIIMX TPaHCIALUUN A YKAa3aHHOTO II100aIbHOTO

nmopra (He3aBUCUMO OT ajpeca)

show xlate lap

BriBoA Bcex TEKYIIMX TPAHCIIALMI U1 YKa3aHHOW MapbI: JOKAJIbHBIN

<ADDR:PORT> ajipec ¥ JOKAIbHEI MOPT

show xlate lastat BriBOoA CTaTUCTUKY TPAHCIALMEI JJ1s1 YKa3aHHOTO JIOKAJIBHOTO aJpeca
<ADDRRANGE>

show xlate local BBIBOI BceX TEKYIIUX TPAHCISAINN I YKA3aHHOTO JIOKATBHOTO
<ADDRRANGE> ampeca

show xlate Iport <PORT> BriBOI BCex TEKYIIMX TPAHCISLUHN AJ11 YKa3aHHOTO JIOKAJIBHOTO

nmopra (He3aBUCUMO OT ajpeca)

show xlate pool
<POOLNAME>

BriBoA TpaHCHSAUMIA U1 YKa3aHHOTO ITyJia

HpI/IM €pbI BBIBOJa KOMAaHI:
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EcoSGE:1:> sh xlate gap 10.4.5.136:56575

egress UDP 1.10.0.167:56575-10.4.5.136:56575 pool: poolx; Last packet
93.15 seconds ago; To be deleted in 206.85 seconds of inactivity.
EcoSGE:2:# sh xlate gastat 7.0.165.80

Pool type cgnat; gaddr: 7.0.165.80; ; TCP: Free blocks: 4294967294; UDP
even: Free blocks: 4294967294; UDP odd: Free blocks: 4294967294; ICMP:
Free blocks: 4294967295

EcoSGE:3:> sh xlate global 10.4.5.136

egress UDP 1.10.0.167:5221-10.4.5.136:5221 pool: poolx; Last packet 323.87
seconds ago; To be deleted right now.

EcoSGE:4:> sh xlate gport 56575

egress UDP 1.10.0.167:56575-10.4.5.136:56575 pool: poolx; Last packet
160.79 seconds ago; To be deleted in 139.21 seconds of inactivity.
EcoSGE:5:> sh xlate lap 1.10.0.167:43656

egress TCP 1.10.0.167:43656-10.4.5.136:43656 pool: poolx; Last packet 4.41
seconds ago; To be deleted in 295.59 seconds of inactivity.

EcoSGE:6:> sh xlate lastat 1.10.0.0/24

Pool type cgnat; laddr: 1.10.0.2, gaddr: 1.4.4.215; ; TCP: Blocks: O;
Conns: 0 of 4096; UDP even: Blocks: 0; Conns: 0 of 2048; UDP odd: Blocks:
0; Conns: 0 of 2048; ICMP: Blocks: 0; Conns: 0 of 4096

Pool type cgnat; laddr: 1.10.0.3, gaddr: 1.4.4.115; ; TCP: Blocks: 4;
Conns: 42 of 4096; UDP even: Blocks: 0; Conns: 0 of 2048; UDP odd: Blocks:
0; Conns: 0 of 2048; ICMP: Blocks: 0; Conns: 0 of 4096

Pool type cgnat; laddr: 1.10.0.11, gaddr: 1.4.4.235; ; TCP: Blocks: 0;
Conns: 0 of 4096; UDP even: Blocks: 0; Conns: 0 of 2048; UDP odd: Blocks:
O, Conns: 0 of 2048; ICMP: Blocks: 0; Conns: 0 of 4096

EcoSGE:7:> sh xlate local 10.10.0.167

egress UDP 1.10.0.167:13446-10.4.5.136:13446 pool: poolx; Last packet
285.09 seconds ago; To be deleted in 14.91 seconds of inactivity.
EcoSGE:8:> sh xlate lport 55700:55744

egress TCP 1.10.0.167:55744-10.4.5.136:55744 pool: poolx; Last packet
249.57 seconds ago; To be deleted right now.

egress TCP 1.10.0.43:55719-10.4.4.211:1029 pool: poolreserve; Last packet
2.12 seconds ago; To be deleted in 297.88 seconds of inactivity.

egress UDP 1.10.0.35:55718-10.4.4.247:1040 pool: poolreserve; Last packet
327.97 seconds ago; To be deleted right now.

EcoSGE:9:> sh xlate pool poolx

egress UDP 1.10.0.175:32407-10.4.5.134:32407 pool: poolx; Last packet
143.45 seconds ago; To be deleted in 156.55 seconds of inactivity.

egress TCP 1.10.0.196:54468-10.4.5.133:54468 pool: poolx; Last packet 1.22
seconds ago; To be deleted in 298.78 seconds of inactivity.

st moarpynmsl komanz show xlate mpegycMoTpeHa BO3MOXKHOCTD (DMIIBTpaniny BeiBoa. [logpoOHast
uHpopManus CoaepKUTCs B pazaeie "OuibTpalus BbIB0OIa KOMaH I rpynnbsl Show".

Jiis ouncTKH TaObMUIBI TPAHCISALUMN UCTIONIB3yeTcst koMaHa clear sessions all.

EcCoSGE:# clear sessions all
Sessions table purged
Translation table purged
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10.3.2 Ceccum

D) RDP

JInst mpocMOoTpa CynIECTBYIOIIUX B TAHHBI MOMEHT CECCUM IIPELyCMOTpEeHa NoArpynna koman show
sessions. Hike onucanbl 1€HCTBUS U 1aHBI IPUMEPHI BBIBOAA KOMaH/| 3TOM MOATPYIIIIHI.

Tabmuma 20

Komanga JeiicTBue
show sessions gap BrIBO BCeX TEKYIIMX CECCU UId yKa3aHHOM Mapbl: ri100ambHbIH
ADDR:PORT aJIpec U TII06aTbHBIA MOPT
show sessions global BBIBOJ BCeX TEKYIIUX CECCHU IS YKa3aHHOTO TJI00AILHOTO aapeca
ADDRRANGE

show sessions gport PORT

BBIBOJ BceX TEKYIINMX CECCHIA AJIsl YKa3aHHOTO TII00ATBHOTO ITOpTa
(HEe3aBHCHMO OT ajpeca)

show sessions lap

BriBoz BCexX TEKyIIMX CECCUM [l YKa3aHHOU IAPbI: JTOKAJIbHBIN

ADDR:PORT aZpec U JIOKaJIbHBINA IIOPT
show sessions local BrIBO/I Bcex TEKYIIUX CECCUH JIJIsl YKa3aHHOTO JIOKAJIBHOTO ajipeca
ADDRRANGE

show sessions Iport PORT

BriBoA BCeX TEKYyIIMX CECCUM ISl YKA3aHHOTO JIOKAJIBHOTO TTOpTa
(He3aBHCHMO OT ajpeca)

show sessions rap

BrIiBoa BCeX TEKYIIUX CECCUM JJIsl YKa3aHHOM Maphl: BHEIIIHUHN aJpec

ADDR:PORT Y BHEIIHUU [TOPT
show sessions remote BbIBOA BCex TEKYIIMX ceCCUM I YKa3aHHOTO BHEIIHETO ajipeca
ADDRRANGE

show sessions rport PORT

BriBoA Bcex TEKyIIMX CECCUM ISl YKa3aHHOTIO BHELIHETO TIOPTA

[Ipumeps! BBIBOIa KOMAHT;

EcoSGE:1:> sh sessions gap 10.4.125.134:43057

egress UDP 1.10.0.175:43057-10.4.125.134:43057 173.194.44.80:443; Last
packet 7.78 seconds ago;
EcoSGE:2:> sh sessions global 10.4.125.134

egress UDP 1.10.0.175:26228-10.4.125.134:26228 8.8.8.8:53; Last packet
17.09 seconds ago; To be deleted in 282.91 seconds of inactivity.
EcoSGE:3:> sh sessions gport 41656:42000

egress TCP 1.10.0.175:41656-10.4.125.134:41656 87.240.165.80:443; Last
packet 31.62 seconds ago; To be deleted in 208.38 seconds of inactivity.
egress UDP 1.10.0.175:41669-10.4.125.134:41669 8.8.8.8:53; Last packet
29.12 seconds ago; To be deleted in 270.88 seconds of inactivity.
EcoSGE:4:> sh sessions lap 1.10.0.175:5060

ingress UDP 1.10.0.175:5060-10.4.125.134:5060 163.172.91.161:5067; Last
packet 272.29 seconds ago; To be deleted in 27.71 seconds of inactivity.
EcoSGE:5:> sh sessions local 100.64.0.4~2

egress UDP 100.64.0.4~2:1024-100.64.0.4:1024 4.4.4.4:53; Last packet 8.27
seconds ago; To be deleted in 291.73 seconds of inactivity

EcoSGE:6:> sh sessions lport 30556:31000

egress UDP 1.10.0.167:30556-10.4.125.136:30556 8.8.8.8:53; Last packet

To be deleted in 140.67 seconds of inactivity.

egress UDP 1.10.0.175:30894-10.4.125.134:30894 8.8.8.8:53; Last packet

To be deleted in 166.44 seconds of inactivity.
EcoSGE:7:> sh sessions rap 8.8.8.8:53

159.33 seconds ago;

133.56 seconds ago;

To be deleted in 292.22 seconds of inactivity.
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D) RDP

egress UDP 1.10.0.167:6148-10.4.125.136:6148 8.8.8.8:53; Last packet
To be deleted in 34.52 seconds of inactivity.
EcoSGE:8:> sh sessions remote 8.8.8.8

egress UDP 1.10.0.167:6148-10.4.125.136:6148 8.8.8.8:53; Last packet
To be deleted in 17.69 seconds of inactivity.
EcoSGE:9:> sh sessions rport 2000:2100

egress UDP 1.10.0.169:35881-10.4.124.251:1027 111.71.62.156:2075; Last
packet 27.07 seconds ago; To be deleted in 92.93 seconds of inactivity.

265.48 seconds ago;

282.31 seconds ago;

Jlnst moarpynimel komaH show sessions nmpemycMoTpeHa BO3MOKHOCT (DUITBTpAITUU BBIBOJIA.
[Monpobuas uHGopmanus coaepkutcs B paszene "OuiapTpaiys BpIBoJA KOMaHA rpynmbl Show".

10.3.2.1 VYnaaaeHue ceccuid

VY naneHue ceccuii mpou3BOIUTCS KOMaHAaMH M3 TOATPYMIbI clear sessions. Hyoke onvcansl neficTBus

KOMAaH/I 3TO! NOATPYIIIbI.

Tabmura 21

Komannga

HeiicTBue

clear sessions all

Vnanenue Bcex TEKYIIMX CECCUI

clear sessions gap

VY nanenue BcexX TEKYIIMX CECCHI I yKa3aHHOM Maphl: MI00aNbHBIH

ADDR:PORT azipec M r00abHbIA MOPT
clear sessions global VYnaaneHue Bcex TEKYIIMX CECCHM /Ui yKa3aHHOTO II100aJIbHOTro
ADDRRANGE

ajpeca

clear sessions gport PORT

VY nanenue BcexX TEKYUIMX CECCUH TS yKa3aHHOTO TI00abHOTO TIOPTa
(HE3aBHCUMO OT ajpeca)

clear sessions lap

VY naneHue Bcex TEKYIIMX CECCUM ISl YKa3aHHOMW Maphl: JOKAJIbHBIN

ADDR:PORT aJIpec U JIOKAJIbHBINA TIOPT
clear sessions local Vnanenue Bcex TEKYIIHUX CECCUM I YKa3aHHOTO JIOKAJIBHOTO aJipeca
ADDRRANGE

clear sessions Iport PORT

VY naneHue BceX TEKYIIMX CECCHI IS YKa3aHHOTO JIOKAJTLHOTO IMOpTa
(HE3aBUCUMO OT ajpeca)

clear sessions rap

VY naneHue Bcex TEKYIIMX CECCUM JUIsl YKa3aHHOM Napbl: BHEIHUM

ADDR:PORT ajipec U BHEIIHUH MOPT

clear sessions remote VY naneHnue Bcex TEKYIIMX CECCH IS YKa3aHHOTO BHEIIHETO aapeca
ADDRRANGE

clear sessions rport PORT VYV naneHue BceX TEKYIIHUX CECCUM Ul YKa3aHHOIO BHELIHErO MOpTa
[Ipumep:

EcoSGE:1:> clear sessions gap 10.4.125.134:43057
egress UDP 1.10.0.175:43057-10.4.125.134:43057 173.194.44.80:443; Last
packet 9.86 seconds ago;

To be deleted right now.

10.3.3 NpuBsisku appecos

Jlst BBIBOIa MH(OpPMAIIUK O CYIIECTBYIOIIUX B JaHHBIM MOMEHT MPUBSA3KAX JOKaIbHBIX [P-anpecos k
robansHbIM 1151 yJIoB CGNAT u CGNAT64 npenycMmoTtpena noarpynmna komasn show bind. Huoxe
OTIMCaHBI ICHCTBUSI M IAHBI TIPUMEPHI BBIBOIA KOMaH/I 3TON MOATPYIIITHI.
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Tabmnuma 22

D) RDP

Komanna

HeiicTBue

show bind { local | global } { <IP-
azpec> | <guama3oH> | <OACeTh> |

any }

BriBOI crincka NpUBSI30K YKa3aHHBIX JJOKAJIbHBIX WU
rio6aneHbIX [P-ampecoB ¢ ykazaHueM BpeMeHH KU3HU
Ka)X0M NPUBA3KU

show bind summary

BriBoA CUETUMKOB KOJIMYECTBA JOKAJIBHBIX aPECOB,
MPUBS3aHHBIX K KAXKIOMY TJIO0AIBHOMY aApecy

show bind usage

BriBo1 cuéTunkoB 3aronHeHus Tadinur aDOHEHTOB

IIpuMeps! BBIBOJA KOMAH!

EcoSGE:# show bind local any
CGNAT pool 'pool4d4'
Global IP usage: 4 out of 4

1.1.1.0 -> 2.2.2.0 | 86211 sec
1.1.1.1 -> 2.2.2.1 | 86211 sec
1.1.1.2 -> 2.2.2.2 | 86211 sec
1.1.1.3 -=> 2.2.2.3 | 86211 sec
1.1.1.4 -=> 2.2.2.0 | 86211 sec
1.1.1.5 => 2.2.2.1 | 86211 sec
1.1.1.6 => 2.2.2.2 | 86211 sec
1.1.1.7 -=> 2.2.2.3 | 86211 sec
CGNAT64 pool 'pool64d'

Global IP usage: 1 out of 1
fcO00::1 -> 3.3.3.3 | 86211 sec
fc00::2 -> 3.3.3.3 | 86211 sec
EcoSGE:# show bind global any
CGNAT pool 'pooléd4'

Global IP usage: 4 out of 4

1.1.1.0 —> 2.2.2.0 | 86205 sec
1.1.1.4 —> 2.2.2.0 | 86205 sec
1.1.1.1 —> 2.2.2.1 | 86205 sec
1.1.1.5 -=> 2.2.2.1 | 86205 sec
1.1.1.2 —> 2.2.2.2 | 86205 sec
1.1.1.6 —=> 2.2.2.2 | 86205 sec
1.1.1.3 => 2.2.2.3 | 86205 sec
1.1.1.7 => 2.2.2.3 | 86205 sec
CGNAT64 pool 'pool64d'

Global IP usage: 1 out of 1
fc00::1 -> 3.3.3.3 | 86205 sec
fc00::2 -> 3.3.3.3 | 86205 sec
EcoSGE:# show bind summary
CGNAT pool 'poold4'

2.2.2.0 -> 2

2.2.2.1 => 2
2.2.2.2 => 2
2.2.2.3 => 2

CGNAT64 pool 'pool64d'

3.3.3.3 > 2

EcoSGE:# show bind usage

Abons table used/total: 8/2457
Abons table NAT64 used/total:

60 (0.0%)
2/245760 (0.0%)
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D) RDP

10.3.4 Own6KM BblaENEHNSA NOPTOB

Jlnst BeiBosta nH(pOpManuu 06 ommokax Beiaenenus noptos B myjax CGNAT u CGNAT64
Ipe1ycMOTpeHbl KoMaHibl show cgnat errors u show cgnat64 errors.

HpI/IM €p BbIBOAA KOMAaH/BbI:

EcoSGE:> show cgnat errors
Last other port allocation errors:

local ip = 10.4.33.18, global port = 0029, proto = 4, reason = 14, count =
26

local ip = 10.4.171.19, global port = 0029, proto = 4, reason = 14, count

= 288

local ip = 10.4.215.165, global port = 0029, proto = 4, reason = 14, count
= 103

total 3032 other port allocation errors, 12 entries

Last PPTP GRE port allocation errors:

total 0 PPTP_GRE port allocation errors, 0 entries

Last ICMP port allocation errors:

local ip = 10.4.192.5, global port = 33AA, proto = 3, reason = 2, count =
506

local ip = 10.4.215.122, global port = 261B, proto = 3, reason = 2, count
= 1436

local ip
7

total 25520 ICMP port allocation errors, 8 entries

Last UDP port allocation errors:

local ip = 10.4.96.160, global port = D9A9, proto = 2, reason = 2, count =
26

10.4.10.92, global port = 0003, proto = 3, reason = 0, count =

local ip

= 10.4.10.225, global port = F248, proto = 2, reason = 2, count =
56123
local ip = 10.4.10.69, global port = 837E, proto = 2, reason = 2, count =
325840
total 20172340 UDP port allocation errors, 187 entries
Last TCP port allocation errors:
local ip = 10.4.12.38, global port = C4C6, proto = 1, reason = 2, count =

737

local ip = 10.4.101.68, global port = BEB4, proto = 1, reason = 2, count =
31860

local ip = 10.4.176.174, global port = C716, proto = 1, reason = 2, count
= 1204

total 888852360 TCP port allocation errors, 8198 entries

Last GC port freeing errors:

total 0 GC port freeing errors, 0 entries

Debug counters: c0 = 2097260570, cl0 = 2097260851, cll = 281, cl4 =
2097260851, cl6 = 2097260851, cl8 = 2097260851, cl9 = 1962724651, clA =
129378344, clB = 5157732, clD = 124, c21 = 1962956737, c22 = 129423896,
c23 = 5158397, c25 = 125, c31 888866719, c32 = 20171823, ¢33 = 25513,

c34 = 3032, c41l = 1962724651, c42 = 129391431, c43 = 5157732, c45 = 124,
c60 = 2097539155, c6bl = 2097273938, cEO = 7787174454, cE3 = 7787173632,
cE4 = 7787173632, cE5 = 541, cF8 = 541, cl120 = 3, cl22 = 888866719, cl40 =
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D) RDP

531, cl42 = 20171808, cl148 = 15, cle0 = 7, cl6e2 = 25513, clB4 = 3032, c200
= 9528647, c201 = 3943199,

B BEIBOZIE KOMaHBL:

e proto — THUII IPOTOKOJIA,

e reason — IPUYMHA OIIUOKH,

e count — o0I1Iee KOJUYECTBO OLINOOK,

e Debug counters — oTagoyHble CYETUMKH AJIs1 Pa3pabOTUHKOB.

Jlnst komanaer show cgnat errors mpeaycMOTpeHa BO3MOXKHOCTh (prutbTpatiuu BeiBoja. [lompoOHas
nHpOpMAaIHs COACPKUTCS B pazaerne "OuibTpaius BpIBoIa KOMaH I rpymnmbl Show".

O0603HaueHUs TUIIOB MTPOTOKOJIOB MPUBEACHBI B TaOJIHIIEC HIDKE.

Tabmuma 23

Oodo3HaueHHe IIpoTokoJ

0 UNKNOWN - poToKo0Jibl, HE BOILEIINE B IEPEUNCIICHHBIE HUKE
KaTeropuu

1 TCP

2 UDP

3 ICMP

4 L4 OPAQUE (RDP, IPV4, IPV6, ESP, AH, L2TP)

5 PPTP_GRE

6 ARP

O0o03HaueHus MMpUYINH OIINOOK IIPpUBCACHLI B Ta6J'II/II_Ie HMIKC.

Tabnuna 24

O0o3HaveHHe Ipuunna

0 Omun6ka BbIAETICHNUS OPTA WK OJI0Ka MOPTOB I UCXOAIIEH ceccuu B IyJie cgnat.
[Tpu sToM cpabatbiBaeT cu€Tunk cr_session_alloc_error_egress

1 Wudopmanus st pa3paboTINKOB

2 [IpeBpllIEHO KOIMYECTBO MOPTOB AJIs NoJib30Bartes (nmapamerp limits_peruser)

3 WNudopmanus s pa3pabOTINKOB

4 Omub6ka Boienenus global _ip

5 WNudopmanus 1 pa3paboTunKOB

6 WNudopmanus s pa3pabOTINKOB

7 Wudopmanus st pa3paboTINKOB

8 Omunbka BbLAETICHHS 0JIOKa TOPTOB

9 WNudopmanus s pa3pabOTYNKOB

OxA WNudopmanus s pa3pabOTINKOB

0xB Wudopmanus st pa3paboTINKOB

0xC Nudopmanus nist pazpadboTINKOB

0xD WNudopmanus 1 pa3paboTunKOB
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Oo03HaueHHe IIpuyuna

0x10 Wudopmanus st pa3paboTINKOB

0x11 Nudopmanus nis pazpaboTINKOB

0x12 WNudopmanus mis pa3paboTunKoOB

0x13 WNudopmanus s pa3paboTINKOB

0x14 He ynaercs pacno3Hats IpOTOKOJI

Ox1E OmmOka BbIACTIEHUS TOPTa UK OJI0Ka MOPTOB AJIS UCXOSIICH CECCUU B IyJIe
port_fwd. IIpu aTom cpabGaTsiBaeT cuétunk cr_session_alloc_error_egress

0x20 WNudopmanus s pa3pabOTINKOB

0x21 3anucu He CyIIEeCTBYET

0x22 WNudopmanus mis pa3paboTunKOB

0x23 Bepxuaue TCP noptsl 3a npeaesnaMu J00yCTUMOTO IHANa3oHa

0x24 Hwwxnaue TCP nopTsl 3a npefenaMu JOMyCTUMOTO THana3oHa

0x25 Bepxuue neyernsie UDP nopTsl 3a npesenaMu JOIyCTUMOIO JUana3oHa

0x26 Hwxnaue neuernsie UDP nopThl 3a nipeaenaMu TOMyCTUMOTO AUana3oHa

0x27 Bepxnue yetasie UDP nopTtsl 3a npenenaMu JOIyCTUMOIO JUana3oHa

0x28 Hwuxnaue yetnpie UDP noptsl 3a npeaenamu JO0yCTUMOIO THana3oHa

0x29 ICMP nopTsl 3a nipeenamMu TOMyCTUMOTO Juana3zoHa

0x2A PPTP GRE noprtsl 3a ipeaesiaMmu JONyCTUMOTO JIMana3oHa

0x[PP]30 EGRESS Tpancsiius ve nomana vy B oauH myd PP (Homep myna rae mpousonia
OIMOKa)

0x[PP]31 INGRESS Tpancmsius He nonaiia H1 B oauH myJ PP (Homep myna rae mpousornia
OIMOKa)

0x[PP]32 acl EGRESS Tpancnsuum He cooTBeTcTBYET IyJty PP (HOMep myna rae mpousonuia
OIMOKa)

0x[PP]33 acl INGRESS tpancasiuuu He cooTBeTcTBYeT Iyity PP (HOoMep my:na rie npousoriia
omunoOKa)

0x34 TpaHcsiUs HE COOTBETCTBYET HACTPOIKaM

Jlst copoca cuétunkoB omuoOok BeineneHus moptos B myjax CGNAT unu CGNAT64 neobxoanumo
oTIpaBuUTh KOMaHAy clear cgnat errors uian clear cgnat64 errors COOTBETCTBEHHO.
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1 Moacucrtema BRAS

JlaHHas GYHKUMOHAIBHOCTD JOCTYIHA NP Hanuuuu auneH3nn EcoBRASxxxx-LIC.

D) RDP

OynknuoHanbHOCTh BRAS mo3BonsieT oneparopy cBs3u peain30BaTh TaK Ha3bIBAEMBINA Services
Gateway [ OTpaHUYEHHUSI CKOPOCTH JI0CTyTa ab0HeHTOB K [P-cepBucam u yciayram nepeaauu
JAaHHBIX B 00OMX HAIPaBJICHUSX, OTKIIOYaTh A00OHEHTOB, IEPeaAPEeCcOBBIBATh X HA MOPTAN WU
CTpaHUully ¢ YBSCIOMJICHUECM O HGO6XOIII/IMOCTI/I IIOITIOJIHUTH C‘-IéT, a TaKKC IJId JCMOHCTpaluu

aboHeHTaM MH(OPMAIIMOHHBIX COOOIIEHUH MyTEM Mepeaapecaii Ha MOpTal.
[Ipennonaraercs cnenyromias ceppucHas mojienb [PoE:

e orcyrctBue uHkancyisiuuua PPTP, PPPoE u np., 1. €. ynctsiii IPOE;

e a0OHEHT OJHO3HAYHO UAeHTU(UIHpYyeTCcs cBouM IPv4 ampecom BHYTpH ceTu mpoBaiiiepa;
e TIUTIO30M i1 a00HEHTOB ciIy)kUT He BRAS, a kommyTaTop arperarnuu winm siapa (L3-connected

AOOHCHTHI);

e a0OHEHTY MOXET BbIAaBaThCs 1100 cratuueckuii [IP-aapec, nubo auHaMuyeckuii (CTOPOHHUM

ycrpoiictBoM, He ECOSGE) or DHCP cepBepa, cBSI3aHHOTO ¢ CUCTEMO OMIUIMHTA.

BRAS nomyckaeT kpatkoBpeMeHHOe TipeBbliiieHne (burst) ckopoctu Tpaduka Hal pacu€THOM.
[TpomomkuTensHOCTH burst orpanndeHa 00bEMoM Tpadrka, COOTBETCTBYIOIIECTO MEPBOI CEKyH/IEC Ha

3aKOHTPAKTOBAHHOM CKOPOCTH a0OHEHTA.

1.1 Hactpoikun BRAS

Hactpoiiku BRAS xpansrcs B BeTke system.bras.

EcoSGE:# go bras

EcoSGE:system.bras# 1s

enable

pass multicast true

pass_routing protocols true

pass_bgp port true

bgp port 179

acl none

aclvé none

always pass none

always pass_v6 none

no_shape none

no_shape v6 none

graceful reload false

policies

{

}

services

{

}

radius

{
request burst interval 10
request burst size 64
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coa
{
disable
port 3799
secret ""
}
radius_groups
{
}
radius_ servers
{
}

Bxmrouenue u BeixiitoueHne BRAS npousBoantces HenocpeAcTBEHHO B BETKE system.bras koMangamu
enable u disable cooTBeTcTBEHHO.

Onucanue nmapametpoB HacTporiku BRAS nano B Tabnuie Huxe.

Tabmnuma 25

IHapamerp

Onucanne

acl

ACL, koTOpOoMY AOJKEH COOTBETCTBOBATh Tpaguk [Pv4 nis nocrymieHus
Ha 00paboTky B BRAS. 3HaueHue no ymona4aHuio — none, 4To
skBuBajeHTHO npasmwiy ACL allow ip src any dst any, 1. e. 11000ii
abonentckuit Tpaduk [Pv4, momanaronuii B Kakoi-1u00 My MOJCUCTEMBI
NAT, 6yzner noctynats Ha 00padoTky B BRAS

aclvé

ACL, koTOpOMY AOJKEH COOTBETCTBOBATh Tpaduk [Pv6 ams moctymienus
Ha 00paboTky B BRAS. 3HaueHue 1Mo yMOT4aHUIO — none, 4To
skBuBaneHTHO npaBuity ACL allow ip src any dst any, T. e. mo6oi
abonenTckui Tpaduk [Pv6, momagaronuii B KaKOW-Tu00 MyJT MTOACHCTEMBI
NAT, 6ynet nmoctynats Ha 06paboTky B BRAS.

[TapameTp moCTyNeH Npu HAJTWYMH JIUIICH3UU Ha paboTy ¢ Tpadukom [Pv6

pass_multicast

[Tpomyckats multicast Tpaduk mpo3pauHo, He MPUMEHSS K HEMY TTOJIMTHKH
(pexoMeHyeMoe 3HaueHue: true)

pass_routing protocols

[TpomyckaTh Tpaduk nporokosioB mapupytusauuu (OSPF u BGP), ne
IPUMEHSIS] K HUM NOJMTUKU (PEKOMEHIyeMoe 3HaUeHue: true)

pass_bgp port

bgp port

[Tpomyckats Tpaduk BGP Ha BeiOpannom TCP-niopty, He puUMeHsIs K
HEMY TOJUTUKHU (PEKOMEHIyeMOe 3HaueHue: true)

always_pass

always pass _vo6

ACL nns tpaduxa IPv4 u IPv6, KoTopblit HEOOXOJUMO UCKIIIOYUTD U3
o0pabotku B BRAS. TIpaBuna nanueix ACL cymmupyroTces ¢ nmpaBuiiamMu
ACL, yka3aHHBIX B OZJHOMMEHHBIX ITapaMETPax CEpBUCA.

[Tapametp always pass_v6 n1ocTyneH npu HaJU4HH JUICH3UU Ha padoTy ¢
tpaduxom IPv6

no_shape

no_shape v6

ACL nns tpaduka [Pv4 u IPv6, kK KOTOpoMy HE TOJKHO TPUMEHSATHCS
OrpaHMUYEHUE CKOPOCTH Iepenayu faHHbIX. [IpaBuna nanueix ACL
cymmupyrotcs ¢ npasuiaMu ACL, ykazaHHBIX B OJJTHOUMEHHBIX
napaMmeTpax cepBuca.

[TapameTp no_shape v6 1ocTyneH npu HATMYUU JULEH3UU Ha paboTy C
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tpadukom IPv6

graceful reload { false |
true }

Omnpenensier nerictBust BRAS, cBg3aHHbIE C TOBTOPHOU aBTOpU3aIeit
abonenToB mpu 3amMeHe ACL B 00muX HaCTpOMKax, MOJUTHKAX U
cepBHCax, a TAK)Ke IpU n3MeHeHnu npasui camux ACL.

Ecnm 3anano 3navuenue false, To mpu npuMeHEHHH HOBOT'O/M3MEHEHHOTO
ACL OyayT oTnpaBiieHbl 3alIpoChl Ha MOBTOPHYIO aBTOPU3ALIUIO BCEX
aKTUBHBIX aOOHEHTOB, aBTOPU30BaHHBIX HA MOMEHT IPUMEHEHUS, 32
UCKITIOUEHHEM TeX, uelt Tpaduk He coorBeTcTBYeT ACL HU OHOMH U3
TUHAMHYECKHUX TIOJUTHK W/WIKi HOBOMY/u3MeHEHHOMY oOtemy ACL.

[Tpu 3HaueHny true nmpuMeHeHue HoBoro/n3MeHéHHoro ACL He BiIusieT Ha
a0OHEHTOB, AaBTOPU30BAHHBIX HA MOMEHT NPUMEHEHUs], HE3aBUCHMO OT
TOTO, COOTBETCTBYET MX Tpapuk HoBoMy/n3meHEHHOMY ACL mim Her.
3anpocsl Ha MOBTOPHYIO aBTOpU3ALIMI0 a0OHEHTOB, Yel Tpahuk
cooTBeTcTBYeT n3MeHEHHOMY ACL, OyyT OTIpaBieHbl 10 UCTEUEHUN
TaliM-ayTOB MX CECCHI (€CIIM ceccusi OCTAETCSl aKTUBHOM).

ITo ymonuanwuto false

policies CoOBOKYNHOCTb HACTPOEK, IMO3BOJISIFOIINX OTPAaHUYMBATh CKOPOCTh MpUEMa
U MepelauM JaHHBIX, BBHIIOJIHATH IepeHanpaBieHue Ha IopTai s
services MOTIOJTHEHHS c4ETa a0OHEHTAa M IPUMEHSTH JPyTUE Pa3IHIHbIC TCHCTBHSL.
[TonpoOnas uHbopMalus coaepkutcs B pazaene "[lonuTuku u cepBuchl”
radius CookynHocTs nmapamerpoB RADIUS. TlogpoOuas mabopmarus

conepxkurcs B pasaene "Hacrpoiika RADIUS"

N3meneHnus HacTpoeK MPUMEHSIIOTCS TOJIBKO MOCIIE BBITOJIHEHHs] KOMaH bl apply.

11.2 TMonuTUKN N cepBuUCHI

Jl1st orpaHrYeHysi CKOPOCTH IIpUEMa U IEpelady JAHHBIX WIM [IEPEHAIIPaBICHUs HA TOPTAJL IS

MOTIOJTHEHMSI cyeTa aboHeHTa B (pyHKImoHanbHOcTH BRAS ucnone3ytorest monmutuku (policy) u

cepBHuCH (service). CepBuc npeacTaBisier co00i HaOOp ACHCTBHIA, BBITIOTHIEMBIX B CITydae
BBITIOJTHEHUS OTPEIeJICHHBIX YCIOBUHN — MOMalaHus aipeca HCTOYHHMKA WM Ha3HAYEHUS CeCCUU B
ykazanHblii ACL. [TonmuTrka MokeT 00beIMHATh HECKOJIBKO CEPBHCOB MEX]Ty COOOM.

11.2.1 CospaHue n HacTpoKa NONIUTUKN

B noncucreme BRAS npeaycMOoTpeHbl TpU THIIA HOJTUTHK:

e static — mpocTtas cratuueckast moauTuka. JlercTus ¢ TpadukomM aOOHEHTOB OMPEIETISIOTCS

MIOCTOSIHHBIM CEPBHCOM WJIM HAOOpOoM cepBHCOB (cM. paszen "Co3aHue U HacTpoiika

cepuca");

o static_shared — rpynmnoBas ctarnueckas noautuka. OTan4ue oT MpoCcTOoil CTaTHYECKON

MOJIMTUKHU — BO3MOKHOCTD 3a/IaHUS I'PYIIITIOBBIX OFpaHI/I‘-IeHI/Iﬁ B OTACIBHOM, Ooiee

MIPUOPUTETHOM cepBuce. Hanpumep, MO>KHO 3a7aTh MPOIYCKHYIO CIOCOOHOCTH 00ILIEro KaHajia
JUISL TPYIITBl @0OHEHTOB;

e dynamic — quHamMuYeckas nonutuka. TpeOyeT B3anmosericTBus ¢ BHeIHIM RADIUS-
cepepom. st kaxxaoro Bo3moxkHoro orBeta RADIUS-cepBepa (Access-Accept, Access-
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Reject, Authentication-Failed) MmoxHO 3a1aTh CBOM cepBUC WM HAOOP CEPBHCOB,
OTpeIeAIOMUN JeHCTBUS ¢ TpadhukoM. MOXKHO Ha3HAYUTH CEPBUC, MPUMEHIEMBIH 110
YMOT4aHUIO K Tpaduky aOOHEHTOB, KOTOPBIE €II€ HE MPOILTH aBTopu3anuio. Kpome Toro,
BO3MOXKHO OOCITyKHBaHHE IPYIIbI A00HEHTOB B paMKax OJJHOTO KOHTPAKTa ¢ 001Ieit
MIPOIYCKHOM cCIOCOOHOCTBIO KaHalla 110 aHaJOTHHU C MOJIMTHKOM static_shared.

Jlist co3aHust MOJTMTHKHE HEOOX0AUMO OTIIPAaBUTh KOMaHy create policy <umsa>. IMs nonutuku
MOJKET COJIePKaTh TOJIBKO JIATUHCKUE OYKBBI (PETHCTp YUYUTHIBAETCS ), HU(PHI U 3HAK MOAUEPKUBAHUS.
B Betke koH(purypanuu system.bras.policies Oynet co3nan o0bekT policy<umsi> (00paTHThH
BHUMaHUe — 6e3 mpobderna Mex Iy cI0BaMH). 3aTeM HEOOXOIMMO MEPEUTH B BETKY apaMeTpoB
CO3/1aHHOM MOJIUTUKHN KOMaHJI01 goto policy<umsi> 1 3a1aTh 3HaueHUs €€ nmapaMeTpoB. B nepsyro
ouepelb CIeIyeT yKa3aTh TUI MOJIUTUKH B MapameTpe type, KOTOPbI MOKET IPUHUMAThH 3HAUCHHUS
static (mo ymonyanuto), static_shared wim dynamic. OT BeIOpaHHOTO THIIA TIOJIUTUKHU 3aBUCUT HA0OD
11apaMeTpOB HACTPOUKH.

11.2.1.1 TIIpocras craTn4yeckasi MOJUTHKA

B tabGnure Huke onucanbl mapaMeTpbl TPOCTON CTATUIECKOM TOTUTHKH.

Tabmnuma 26

ITapamerp Onucanue

priority [Tpuoputet nonuTuky. YeM MeHbIlIe 3HaUCHUE, TEM BBIIIE IPUOPUTET.
[TonuTHKH IPUMEHSIOTCS B MOpsAKE YObIBaHUS nproputeTa. Ilo ymonganuio
IIEpBON CO3AaHHOM NOJUTHKE NpucBanBaercs npuopurer 100, Bropoit — 200,
TpeTrbel — 300 u T. 1.

enable | disable BrxuroueHune / BBIKIIIOUEHUE TOTUTHKU

ingress_auth Pazpemuts (on) / 3anpetuts (off) aBTopusanuio aboHeHTa U CO3/1aHUE
abOHEHTCKOM ceccuu mo BXozsmeMy nakety ¢ Destination IP-anpecom
aboHeHTa

acl ACL, xoTopoMy TOJKEH COOTBETCTBOBATH Tpaduk IPv4 miis npumenenus
MOJIUTHKH

aclvé ACL, KOTOpOMY JIOJDKEH COOTBETCTBOBATH Tpaduk IPv6 mis mpumenenus
nonutuky. [lapamerp noctyneH npu HAIWMYUM JTULEH3UU Ha paboTy ¢
Tpadukxom [Pv6

acct Nwmsa nonkimouenus kK RADIUS-cepsepy nnu rpynnsl RADIUS-cepsepoB s
akkayHTuHTa (cM. pasnensl "Hactpoiika qoctyna k RADIUS-cepBepy" u
"I'pynnsr RADIUS-cepsepos"). Ilo ymonuanuto none, T. €. aKKayHTHHT HE
HCIIOJIb3YyEeTCS

session_timeout MaxkcumanbHOe BpeMsi CYIIeCTBOBAHUS CECCUU B CeKyHAax. [1o ncreuennn
JTaHHOTO BPEMEHH TEKyIIasi CECCUsl 3aKphIBaeTcs M co3naérest HoBas. [1o
ymoaganuio 86400

idle_monitor_direction | /laHHBIN mapaMeTp OnpenesseT, Mo KakuM nakeram OyAeT MPOUCXOIUTh
cOpoc Taiimepa npoctos ceccuu (mapametp idle timeout). BosmosxHbIe
3HAYCHUS:

e both — cOpoc Taiimepa OyaeT MPOUCXOTUTH MO UCXOISIINUM U
BXOJISIINM MMaKeTaM (10 YMOIYaHHUIO);
e egress — cOpoc Taiimepa OyJIeT MPOUCXOIUTH TOIBKO IO UCXOASIIUM
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IHapameTp Onucanue

naKkeTam

idle_timeout MaxkcumanbHOe BpeMs IPOCTOs CeCCUM B ceKyHax. [Ipu oTcyTcTBUN
aKTUBHOCTH B T€YEHHE JAHHOTO BpEMEHU ceccus OyJieT 3akphaita. 1o

yMosyanuio 28800

interim_interval [TeproanYHOCTH aKKAyHTHHTA B CEKyHAaxX. [[puMenHsieTcs mpu HaCTpOSHHOM

noakioyeHnu k RADIUS-cepsepy. 1o ymomuanuro 60

services () Nwmst cepBuica, MPUBSI3bIBAEMOT0 K MOJUTHKE. MOXXHO yKa3aTh 10 6 CEpBHCOB
yepe3 npoben. [Topsaaok ykazaHusi CEpBUCOB OINPEACTSET UX IPUOPUTET (10

yOBIBaHHIO)

[Ipumep co3ganust 1 HACTPOMKH CTATUYECKOUN MOJUTHKU:

EcoSGE:1l:system.bras.policies# create policy 1
EcoSGE:2:system.bras.policies# policyl
EcoSGE:3:system.bras.policies.policyl# enable
EcoSGE:4:system.bras.policies.policyl# acl acltestvié
EcoSGE:5:system.bras.policies.policyl# aclve acltestvo
EcoSGE:6:system.bras.policies.policyl# type static
EcoSGE:7:system.bras.policies.policyl# services servicel
EcoSGE:8:system.bras.policies.policyl# 1ls

priority 100

enable

ingress auth off

acl acltestvid

aclve acltestvo

type static

acct none

session timeout 86400
idle monitor direction both
idle timeout 28800
interim interval 60
services ( servicel )

11.2.1.2 TI'pynmoBasi cTaTH4YeCKasi MOJUTHKA

prHHOBaH CTaTH4YCCKad IMOJIMTUKA COACPKUT TC KC MapaMCTPhI, UYTO U IIPOCTad CTATHYCCKAA
MOTUTHKA (CM. TaOJHUITY BBIIIE), @ TAKXKE JOTIOJTHUTEIIbHBIN TTapaMeTp common_service. J[aHHBIN
napaMeTp MO3BOJISIET YKa3aTh CEPBUC, KOTOPBIN OyAeT yCTaHABIUBATh IPYINIIOBbIC OTPAaHUUCHUS IS
a0OHEHTCKOTO Tpaduka, cooTBeTCTBYIOIIEeTr0 paBuiam ACL manHoro cepsuca. Hampumep, MOXHO
3a/1aTh MPOMYCKHYIO CITOCOOHOCTH 00IIIero KaHaia JijIsi TPyIIbl a0OHEHTOB.

11.2.1.3 /IuHamMu4eckKasi NOJUTUKA

JluHamuueckas MOJINTUKA COEPIKUT TeE JK€ IapaMeTpbl, UTO U IIPOCTasi CTATUYECKAs MOJUTHKA (CM.
TaOJIMILy BBILIE), 32 UCKIIOUEHUEM MTapaMeTpa services, a TaKkKe JTOMOJHUTEIbHbIE TapAMETPHL,
OIMCaHHbIE B TAOJIUIIE HUKE.

Tabmuma 27

ITapameTp Onucanue

auth Nwms nopkmouenus K RADIUS-cepsepy ninu umst rpynnsl RADIUS-
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CEPBEPOB /ISl OTIIPABKU 3aIPOCOB aBTOPU3ANNN AOOHEHTOB (CM. pa3iesbl
"Hactpoiika noctyna k RADIUS-cepBepy" u "I 'pynmsr RADIUS-
cepBepoB").

BHUMAHME! Ilepen npumMeHEHHEM HACTPOEK JUHAMUYECKON MOIUTHKU
3Ha4yeHue napamerpa auth He 101kHO OBITE None. B IpoTHBHOM ciiydae
BBINOJIHEHHE KoMaH 16l apply 3aBepunTces ¢ ommoKoi

reauthorization timeout

[TepromuvHOCTH (B CEKyH/IaX ) MOBTOPHOM OTIIPABKH 3a1poca aBTOPU3ALUN
aboneHTa npu orcyrcTBuu otBeta oT RADIUS-cepBepa (BRAS-ceccus
a0OHEeHTa 1pu 3ToM HaxoauTcs B ctatyce Error). Tlo ymomuanuto 180

default ()

CepBuc (MM CepBHCHI), KOTOPBI IpUMEHsIeTCA /11 aDOHEHTa, MOTABIIETO B
HOJMTHKY, HO elI€ He MPOLIeIIIEro aBTOPU3aLHIO

if auth accept ()

CepBuc (MU CEPBUCHI), KOTOPBIN MIPUMEHSIETCS 1J1si aDOHEHTa,
nosryuniero Access-Accept ot cepsepa RADIUS

if auth reject ()

CepBuc (MM CEPBUCHI), KOTOPBIN MIPUMEHSIETCS 1J1si aDOHEHTa,
noayuusiuero Access-Reject ot cepsepa RADIUS

if auth_fail ()

CepBuc (MU CEPBUCHI), KOTOPBIN IPUMEHSIETCS sl aDOHEHTA, €CIIH
RADIUS-cepsep He orBeTni Ha Access-Request no ncreuennn
COOTBETCTBYIOIIIETO TaM-ayTa

IIpumeuanue. B nuHamMuueckoi NOJUTHKE 10 UCTEUEHUU BpeMEHH session_timeout BRAS
OTIIPABIISIET MOBTOPHBIN 3ampoc Access-Request (RADIUS-cepBep MokeT nepeonpeaeanTb JaHHbIH
TaliM-ayT napamerpoM Session-Timeout). To jxe camoe MPOUCXOJUT U B TOM CIIy4ae, €CIM Ha 3a1poc
aBTOpH3anuu aboHeHTa ObLI MmoyryueH oTBeT Access-Reject.

HpHMep CO31aHHA U HaCTpOﬁKH JUHAMUYECKOM MOIUTHUKH:

EcoSGE:1l:system.bras.policies# create policy 2
EcoSGE:2:system.bras.policies# policy?2
EcoSGE:3:system.bras.policies.policy2# enable
EcoSGE:4:system.bras.policies.policy2# acl acltestvi4
EcoSGE:5:system.bras.policies.policy2# type dynamic
EcoSGE:6:system.bras.policies.policy2# auth radiusl
EcoSGE:7:system.bras.policies.policy2# default (servicebM)
EcoSGE:8:system.bras.policies.policy2# if auth accept (servicel service5M)
EcoSGE:9:system.bras.policies.policy2# if auth reject (service2)
EcoSGE:10:system.bras.policies.policy2# if auth fail (service2)
EcoSGE:1l:system.bras.policies.policy2# show

priority 200

enable

ingress auth off

acl aclvidtest

aclv6 none

auth radiusl

acct none

reauthorization timeout 180

session timeout 86400

idle timeout 28800

idle monitor direction both

interim interval 60

default ( servicebM )

if auth accept ( servicel servicebM )

if auth reject ( service2 )
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| if auth fail ( service2 ) \

Hsmenennas konguzypayus npumeHsemcs moabko nocje 8biN0JIHeHUs KOManovl apply.

11.2.2 Co3paHue 1 HacTpomKa cepBuca

JInst co3nanus cepBrca HEOOXOANMO OTIPABUTh KOMaHy create service <ums cepBuca>. Mms
CepBUCa MOXKET COAEPHKATh TOJIBKO JIATHHCKHE OYKBBI (DETUCTP YUUTHIBACTCS ), IU(PPHI U 3HAK
noguépkuBanud. [Ipu co3mannm cepsrca ero Ha3BaHue HOPMHUPYETCS TaK XKe, KaK OIMHMCAHO B pa3ziene
"Co3nanue u HacTpoiKa myma'.

[Tocne co3manus cepBuca HEOOXOAUMO TIEPEUTH B PEKUM KOH(PHUTYPUPOBAHUS STOTO CEpPBUCA
KOMaH10i goto bras services <umsi cepBHCa> U TIPH MOMOIIM KOHTEKCTHBIX KOMaH I 3a1aTh 3HAYCHUS

€T0o MmapaMcCTpoOB.

I[OCTYHHI:IC nmapaMeTpbl CCPBHUCOB OIMUCAHBI B T3.6JII/II_IG HIMKC.

Tabmuma 28

ITapameTp Onucanue

enable | disable BrxroueHune / BBIKIIOUEHHE CEpPBHUCA

action JleiicTBuE, KOTOPOE BBIMIOJHSET CEPBUC:

e pass — TpadUK NPOXOAUT, HO MOJIBEPTaETCs OTPAHUUEHUIO CKOPOCTH (110
YMOJTYAHUIO);

e drop — Tpaduk oTOpachIBaeTCH;

e block — npoucxoaut nepeaapecanus Ha MOpPTal, HAIPUMEp, IS
NIOTIOJIHEHU cUyeTa. Afpec nopTaia 3agaercs napamerpom redirect_url;

e redirect — ucrnonp3yeTcs Npu BKIIOYCHHON (yHKIINH EPUOINIECKOTO
nepeHarpanienus (cM. "HacTpoiika neproanyeckoro
nepeHanpasieHus"). [Ipu ykazanuu 1aHHOTO JEHCTBUS MPOUCXOIUT
nepenanpasienue HTTP-tpaduka (HTTPS nmpoxoaut). st
MPaBWJIBLHOTO BBINIOJHEHUS B napameTpax DPI-cniucka, mpuBsizaHHOTO K
JTaHHOMY CEepBHUCY, He0OX0IMMO yKka3ath redirect_use_interval on

acl ACL nns tpaduka IPv4, kK KoTopoMy HEOOXOAMMO MMPUMEHSATEH CEPBUC.

[MapameTp urHopupyeTcs, €M CEpBHC CBSI3aH C TUHAMUYECKOHN MOJTUTHUKOM, a
OHA B CBOIO OuU€peib MPUMEHsIETCS K TpapuKy a0OHEHTOB U3 OOLIEr0 KOHTPAKTA.

aclvé ACL nns tpaduxa IPv6, k kKoTopoMy HEOOXOAMMO NPUMEHSATH CEPBUC.

[MapameTp urHopupyeTcs, €M CEpBHC CBSI3aH C TUHAMUYECKOHN IMOJTUTHKOM, a
OHA B CBOIO OuU€peib MPUMEHsIETCS K TpapuKy a0OHEHTOB U3 OOLIEr0 KOHTPAKTA.

tethering JlaHHBII mapaMeTp yKa3bIBaeT, K TpauKy Kakoro abOHEHTCKOT0 yCTpoicTBa —
OCHOBHOTO WJIU JIONOJIHUTENIBHOTO — IPUMEHSITH CepBUC (CM. paszen "OyHKIus
Tethering Detection").

I[OHYCTI/IMLIG 3HAa4YCHUA:

e any (110 YMOIYaHHIO) — IPUMEHSATH CEPBUC K TI000MY aOOHEHTCKOMY
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TpaguKy;
e main — IPUMEHSATH CEPBUC K TpadUKy OCHOBHOTO YCTPOMCTBA;
e secondary — IpUMEHSATH CEPBUC K TpaduUKy TONOTHUTEILHOTO
yCTpOMCTBA

redirect_url

Anpec, Ha KOTOpBIN OyAeT MPOUCXOIUTh Nepeaipecanus KIUEeHTa, eClln
ucnoas3yetcs action redirect. Kak npasuiio, 31ech 3a1a€Tcs apec nopraia
oreparopa CBsI3H, KyJa MepeaapecoBbIBacTCs aDOHEHT B cllyyae HE0OXOAUMOCTH
TIONIOJTHEHHS CUETa, TAK)KE MOYKHO 3a/1aTh U JPyTUE PECYPCHI.

EcoSGE mno3BomnsieT 100aBiATh B aIpeCHYIO CTPOKY CIICIIU(PHKATOPEI,
yKa3bIBAIOIUE Ha KIMEHTA. YTO MO3BOJISET MEPCOHATM3UPOBATh CTPAHUILY
niepeapecanu.

Bo3mosxHbIe crierudukaTops:

%c — nepenasarts B redirect _url callback-id, momyuennsrit or RADIUS-cepBepa;
%m — nepenasath B redirect url mac anpec kiMeHTa;

%I — nepenasath B redirect _url ip aapec kueHTa;

%v1 — nepenasarts B redirect url mepBslit (BepxHuii) vlan knueHTa;

%v2 — nepenasath B redirect_url Bropoii (HmKHUI) vlan KiMeHTa;

%u — nepenasath B redirect_url url, Ha KOTOPBI 0OpPATUIICS KITUEHT.

®opmar BBoja napametpa redirect url:

<URL>/?<VAR_NAME1>=<SPEC1>&<VAR_NAME2>=
<SPEC2>..<VAR_NAMEN>=<SPECN>

rae URL — aznpec ctpanuiibl, Ha KOTOPYIO OCYIIECTBIISETCS IIEpEHANPaBIICHUE,
VAR_NAMEI1 .. VAR_NAMEN - nms nepeMeHHOH,

SPEC1 .. SPECN - cnienudukarop.

Hampumep, http://example.com/?var1=%u&ip=%i&qwe=%v2. Ecau npu
TaKOM 3HAYCHHH MapaMeTpa KIHEHT MompoOyeT 0OpaTUTHCS Ha aapec

forbidden.com, To on OyaeT nmepeHarnpaBieH Ha aapec:
http://example.com/?var1= forbidden.com&ip=10.1.1.10&qwe=0

egress_classmaps

O

KapTbl ki1accoB Tpaduka, o KOTOPBIM MPOUCXOUT KOHTPOIIb HCXOISIINX
nakeToB (cM. pazaen "KapTel kitaccoB Tpaduka'). Yka3plBaloTCs 4epe3 mpooet.
YuuTBIBaIoTCA BCE KapThbl KJIACCOB, MTO3TOMY MOPAJOK UX YKa3aHHA HC BaKCH.

[TapameTp UTHOpUpPYETCA, €CIIU CEPBUC CBSI3aH C TMHAMHUYECKON MOJUTUKOM, a
OHa B CBOIO OYepe/b MPUMEHsIETCA K TpahuKy aOOHEHTOB U3 00IIETr0 KOHTPAKTA.
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Onucanue

W3menenus 3HaueHus noast DSCP B TeueHue ceccuu HE YUUTHIBAIOTCS

ingress_classmaps

O

KapTsl ki1accoB Tpaduka, o KOTOPEIM MPOUCXOTUT KOHTPOIIb BXOSIINX
nakeToB (cM. pazaen "KapTel kiaccoB Tpaduka'). Yka3plBaloTCs 4epe3 mpooet.
Y4uuTBIBaIoTCA BCE KapThbl KJIACCOB, MTO3TOMY MOPAJAOK UX YKa3aHH HC BaKCH.

[TapameTp UrHOpUpPYETCA, €CIIU CEPBUC CBI3aH C TMHAMHUYECKON MOJTUTUKOM, a
OHA B CBOIO OU€pelb IPUMEHSIETCA K TpapuKy a0OHEHTOB U3 OOLIEr0 KOHTPAKTA.

W3menenns 3naueHus noiasg DSCP B TeueHune ceccuu He YUUTBIBAKOTCAH

egress speed

MakcumanbHas ucxossmias ckopoctsb (K6/c)

ingress_speed

MakcumanbHas BXogsias ckopocTs (K6/c)

egress_tos

3HaveHne, KoTopoe OyIeT yCTaHABIUBATHCS B TI0Jie type of service B 3aroioBke
UCXOJIAIIETO MaKeTa, 337aeTcsl B IeCITUYHOM ¢opmare. [[ns Toro 4roObl He
MapKHpOBaTh TpaduK, HEOOXOIUMO OCTaBUTh 3HaUeHHE nochange

ingress_tos

3HaueHue, KoTopoe Oy/IeT ycTaHaBIUBaThCs B 1oJjie type of service B 3arojioBke
BXOJISILET0 MMaKeTa, 3a/1aeTcs B AeCATUYHOM (popmate. [1is TOro uToOb! He
MapKHPOBaTh TpapuK, HEOOXOAMMO OCTaBUTh 3HaUeHHE nochange

egress_ttl

Hogoe 3nauenue TTL u Hop Limit ans ucxonsmux maketos [Pv4 u IPv6
cooTBeTcTBeHHO. J{nana3on 3nauenuii — ot 0 1o 255. [lo ymonuanuto nochange
(HE M3MECHSATD)

ingress_ttl

Hogoe 3nauenune TTL u Hop Limit anst Bxoasmmx naketoB [Pv4 u IPv6
COOTBETCTBEHHO. /[namna3on 3Hauenuit — ot 0 go 255. [1o ymonuanuio nochange
(He U3MEHSATD)

time_start daily
HH:MM

Bpewms Hauana nelicteus cepsuca. [Ipu ykazanuu 3Hau€HUs JaHHBII CEpBUC
BKJIIOUYAETCs €KeJHEBHO B onpenenenHoe BpeMs. Bpems (UTC) ykasbiBaeTcs B
dopmatre HH:MM, rne HH — yac, MM — MUHYTBI

time_end daily
HH:MM

Bpemst okonuanus neiictBus cepBuca. [1pu ykazaHuu 3HaYeHUS TaHHBIA CEPBHC
BBIKJIFOYAETCs ©KEHEBHO B onpeaeneHHoe Bpems. Bpems (UTC) ykasbiBaercs B
dopmare HH:MM, rae HH - vac, MM - MUHYTBHI

http_analyzer

Nms HTTP-ananu3zatopa (cm. pasaen "Ananu3z HTTP 3anpocos u orBeToB").
[Ipumensiercst Tonbko k Tpapuky TCP. [To ymonuanuto none, T. €. aHaIMU3 HE
POBOJUTCS

always_pass

always pass _v6

ACL nnsa tpaduka [Pv4 u [Pv6, kK KOTOpoMy HE TOHKEH MPUMEHSITHCS CEPBUC.
[IpaBuna nanusix ACL cymmupytrores ¢ npasunamu ACL, yka3aHHBIX B
OJTHOMMEHHBIX MapaMeTpax B o0mux HacTpoiikax BRAS (BeTka koHnpuryparmm
system.bras).

[Tapametp always_pass_v6 IOCTYIICH NpU HAJIWYHUU JUIIEH3UH Ha paboTy ¢
Tpadukom IPv6

no_shape

no_shape v6

ACL nns tpaduxa IPv4 u [IPv6, kK KOTOpOMY He TOJIKHO IPUMEHSATHCS
OrpaHMYEHUE CKOPOCTHU nepenayn faHHbIX. [IpaBuna nanaeix ACL
cymmupytotes ¢ npaBuwiamMu ACL, ykazaHHBIX B OTHOUMEHHBIX TapaMeTpax B
o6mux HacTporikax BRAS (BeTka koHpuryparuu system.bras).

[TapameTp no_shape v6 nocTtyrieH npu HaTMYUH JUIEH3UK Ha padoTy ¢
Tpadukom IPv6

dpilists ()

Howmep DPI-crimcka mns Beimostaennst URL-dunbrpaun (cM. pazmen
"IToncucrema DPI"). Ecau unteprer-pecypc nonaaaet nop aevicrsue DPI-
CIIMCKA, TO IPOUCXOAMT Iepeasipecalis Ha pecype, yKa3aHHBIN B TapamMeTpe
redirect_url. I[Tapamerp noctyneH TonbKo npu ycraHosjieHHOM Moayie URL-
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bunpTpanumn

[Ipumep co3ganus U HACTPOWKH CEPBUCA:

EcoSGE:1l:system.bras.services# create service 1
EcoSGE:2:system.bras.services# servicel
EcoSGE:3:system.bras.services.servicel# enable
EcoSGE:4:system.bras.services.servicel# action redirect
EcoSGE:4:system.bras.services.servicel# acl acltestv4
EcoSGE:4:system.bras.services.servicel# aclv6o acltestvo

EcoSGE:5:system.bras.services.servicel# redirect url
"http://redirect.domen.ru"
EcoSGE:6:system.bras.services.servicel# egress speed 56
EcoSGE:7:system.bras.services.servicel# ingress speed 56
EcoSGE:8:system.bras.services.servicel# time start daily 03:00
EcoSGE:9:system.bras.services.servicel# time end daily 21:00
EcoSGE:10:system.bras.services.servicel# show

enable

action redirect

acl acltestvi4

aclve acltestvo

redirect_url "http://redirect.domen.ru"

egress classmaps ( )

ingress classmaps ( )

egress_speed 56

ingress speed 56

egress_tos nochange

ingress tos nochange

egress_ttl nochange

ingress ttl nochange

time start daily 03:00:00

time end daily 21:00:00

always pass none

always pass v6 none

no_shape none

no shape v6 none

dpilists ( )

Jiis mpuMeHeHUsI U3MEHEHHI He00X0IMMO OTIPaBUTh KoMaHay apply.

11.3 Packet Forwarding Control Protocol

[To otnenpHO UIIEH3UN MOXKHO pacipuTh GyHKImoHaIbHOCTh ECOSGE mtst paGoTsl o mpoTokoiry
PFCP (Packet Forwarding Control Protocol, ETSI TS 129 244). /laHHbIi IPOTOKOJI IPUMEHSIETCS B
ceTsix MoOubHOM cBsa3U 4G (Bepeuit 14+) u 5G ans obecrieueHrs B3aUMOCHCTBHIS MEKIY JBYMS
OJI0KaMU OTIepaTOPCKOro 000PYI0BaHUs, OAMH U3 KOTOPHIX BhIMOIHAET QpyHkimu ynpasieHus (CPF,
Control Plane Function (4G) u SMF, Session Management Function (5G)), a npyroii paboTaer ¢
abonentckuM Tpadukom (UPF, User Plane Function). B Takoit apxurekrype cucrema EcoSGE
otHocutcs K UPF u ¢ momompio PFCP koHpurypupyercs B 4acTu Toro, Kak 00padaTsiBaTh U
nepenaBarh Tpaduk aOOHEHTOB, a TAK)KE KaKyl0 cTaTUCTUKY niepeaaBaTh Ha CPF/SMF. HacTh aTux
HACTPOEK JOHKHA OBITh IPEIBAPUTENBHO 3a/1aHa B BETKaX KOH(PUTYypallH, OMUCHIBAIOIINX CEPBUCHI
BRAS.
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11.3.1 Hacrpoika Bzaumopgencreusa c ysnamm CPF/SMF

Hacrtpotika B3anmoneiicteust ¢ CPF/SMF niponsBoautcs B BeTke system.bras.pfep:

pfcp
{
node id "rdp.ru"
peers
{
}
attrlists
{
}

rae node_id — nnentuduxarop EcoSGE kak y3ma PFCP, peers — 3aroioBOK BETKH /IS 3a1aHUS
npodueit y3noB CPF/SMF (nupoB), ¢ kotopeimu EcoSGE B3anmonetictByet o npotokosry PFCP,
attrlists — BeTka crickoB aTprOyTOB a0OHEHTOB (CM. Toipa3aen "ATpuOyThl a00HEHTOB" HUXKE).

st cozpanus mabnona npoguins y3na CPF/SMF neob6xonumo otnpaButh kKoManay create pfep peer
<ums>. B BeTky peers OyneT 1o0aBieH abloH peer<uMsi™> CO CIeIyIOIUMH MapaMeTpaMu:

peers
{
peer<mmsa>
{
disable
id ""
ip "0.0.0.0"
timeout 120

o disable/enable — BeIKTIOUEHME/BKITIOUEHNE TTPO( IS y3I1a (TOUYHEE, BO3MOYKHOCTH aCCOIMAIIHI
C HUM);

e id — ugentuduxarop y3na (cTpoka, Kotopas, kak u uaentupukarop EcoSGE, 6yner
nepenasatbes no PFCP);

e ip —IP-anpec y3na;

e timeout — Bpems B CEKyHIax JUIS OXKHIAHUS 3arpoca oT y3ia. [Ipu oTcyTeTBHA 3ampoca OT
y3J1a B TCUCHHE 3a/IaHHOTO BPEMEHH y3elI OYIeT CUNTAThCS HEAKTHBHBIM. [1up MokeT
MIepUOINYECKH pacchulaTh heartbeat-makeTsl, 4ToOBI OcTaBaThes akTUBHBIM 111 ECOSGE.

PFCP pa6oraer uepes untepdeiic mng nosepx UDP, mopt 8805. [l Hauana B3auMOICHCTBUS MEXTY
y3namu CPF/SMF u UPF oHu 10KHBI aCCOIIMUPOBATHCS, T. €. OOMEHATHCS CBOUMHU
UACHTU(PUKATOPAMHU U IPYTHMH TTapaMeTpaMu. B Tekymiel peannzannu QyHKINOHATBHOCTH
uHUIMaTOpoM acconmanuu Beernaa BeictynaeT CPF/SMF, Beioupast Takum o6paszom UPF u monry4as B
pacropspKeHHe ero pecypcsl. Mexay A1ByMs y37aMy BO3MOKHA TOJIBKO OfiHa acconuanus. OHa
YCTAaHOBUTCS TOJIBKO B TOM Ciydae, eciiu nmup ykazaH B KoHpurypanuu EcoSGE. [Tocne ycnenrnoit
accoIMalMy 3aIlyCKAaeTCs TaliMep aKTUBHOCTH MHUPA, TEKYILEe 3HAUEHUE KOTOPOr0 MOYKHO Y3HaTh C
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noMoipeio ogHou u3 komang show pfep peer { all | brief | <IP-agpec> | <umsa> }. [Ipumep BeiBOAA
komaH il show pfep peer brief nociie accormanuu:

NAME | NODE ID | IP | STATUS | ESTABLISHED TIME | PEER LAST UPDATE | TIMEOUT |

peerOne | vcpf | 192.168.5.1 | ACTIVE | 22-Jun-2023 20:30:58 | 22-Jun-2023 20:30:58 | 115 |

Onucanue aprymenToB komanasl show pfep peer:

e all — BeiBOA moapoOHOI HHpOpMAIK 000 BCEX y3IIax;

e brief — BeIBOI KpaTKoil HH(pOpMaIK 000 Beex y3iax;

o <IP-aapec> — BbiBOI MH(poOpMaluu 00 y3ie ¢ ykazanHsiM [P-anpecom;
e <MMS> — BBIBOJ HH(pOpMAIMU 00 y3JI€ ¢ yKa3aHHbIM UMEHEM.

B BeIBO/IE ATOM KOMaHABI ¢ apryMeHnToM all, <IP-aapec> wnu <uMs™>, MOMUMO BHIIICTIPUBEAEHHBIX
napamerpoB NAME, NODE 1D, IP, STATUS, ESTABLISHED TIME, PEER LAST UPDATE,
TIMEOUT, conepxatcsi CHETYUKH MOIYYEHHBIX 3allpOCOB OT 3TOTO NMKpa U OTIPABICHHBIX EMY
otBeToB. OuncTKa CUETUMKOB MPOou3BoauTCa komanaou clear pfep peer { all | <IP-aapec> | <umsa> }.

[Tocne acconmanmu mexy UPF u CPF/SMF nnsa kaxknoro aboHeHTa HE00X01MMO ycTaHoBUTh PFCP-
ceaHc, B KOHTEKCTE KOTOPOTO BHIMOTHAETCS KOHPUTypUpOoBaHHE a0OHEeHTa. AOOHEHT MOXKET UMETh
onuH [Pv4-anpec u/unu ogun [Pv6-nipedukc, ¢ KOTOPBIX OH MOXKET paboTaTh, MOKA AJSl HETO
ycranosneH PFCP-ceanc. nuna npedukca nmo ymonyanuio (€ciiu oHa He nepeaérces B 3arpoce) — 64.
KondurypupoBanue aboHEHTa B MPOIIECCE YCTAHOBIICHHUS CEAHCA MPOU3BOIUTCS TIOCPEACTBOM
nepenaun Ha UPF npaBui (rules) u BeIOOpa a1 HEro npeaBapuTeIbHO HACTPOSHHBIX cepBUCOB BRAS.
Cepucsl EcoSGE B trepmunonorun PFCP naspiBatorcs predefined rules u BKIFO9arOT HECKOIBKO
HOBBIX IMapaMeTpoB, crerupuyunbix s PFCP:

e acc_on_first_pkt — nmpu 3HaueHNU On OTIpaBKa OTYETA MPOUCXOAUT Cpazy Mocie npuéma
NIEPBOTO MakKeTa OT A0OHEHTA,

e interim_threshold — mopor otnpaBku ouepeaHOro oT4éTa 10 06BEMY Tpaduka aboHeHTa
(KiB);

e interim_interval — mopor oTmpaBku ouepeaHOr0 OTYETA MO BPEMEHHU MOCIIE MPEIBIIYIIETO
(cex);
e send_ Stuple — nmpu 3HaYeHUHU Oon B OTYETHI J00aBIsIeTCA HHPOPMAIIUS O TOTOKAX JAHHBIX;

o pfcp_attrlists — cicku aboHeHTCKUX aTpuOyTOB (CM. oapaszaen "ATpulOyTsl aboHeHTa"
HIDKE).

OTu napaMeTpsl 3aJJal0TCSl B CEPBUCAX 110 COIVIACOBAHUIO C aIMUHUCTPATOPOM CETH OIIEPAaTOpPa CBSA3H.
Ocranbnble napamerpsl nepenatorcst o CPF/SMF B coobmiennsx-3anpocax PFCP, na kotopsie
EcoSGE otBeuaet coobmenmsimu PFCP Response. B HUX copep:KuTCs KOJ OTBETa, KOTOPBIA IpH
yCHENTHOM NpuéMe U 0TpaboTKe 3ampoca paBeH 1.

[Tockonbky nonuTuku npu ucnoias3oBanuu PFCP He 3anelicTBoBaHbl, cepBucam 4epes 3anpocskl PFCP
npucBauBaeTcst npuoputeT. CepBuc ¢ mpruoputeToM () IMEET CriennalbHOE HAa3HAUYCHUE: ITO OOIITHI
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CEPBUC, BBITIOIHSIONIUI Ty )K€ POJIb, YTO ¥ COMMON Service B TPYIIOBBIX CTATHYECKHUX MOJIUTHKAX U
shared service B 00X KOHTPaKTax.

Amnanoruuno ceprcaM uepes 3anpocbl PFCP M0oxHO Ha3Ha4yaTh orpaHudeHust CKopocTH. X MoxkHO
yBHUZIETh B BbIBOJIe KoMaH1bl show brasinfo <IP_agpec_miam_mnpeguxc> B ctpokax "Configured data
rate upstream" u "Configured data rate downstream" cOOTBETCTBYIOIIETO CEpBHUCA.

11.3.2 ATtpubyTbl abOHEHTA

AGoHeHTckHe aTpuOyThI cIeU()UUHBI TSI CETH MOOWIBHON CBS3H, JOOABISIOTCS B 3aMIPOCHI OT
CPF/SMF na srane ycranosnenusi PFCP-ceanca wiu ero usmenenus u xpansarcs Ha ECoOSGE s
Kakaoro abonenra. [locMoTpeTs ux MoxkHO KoMmaH 01 show brasinfo <IP-aapec abonenTa>.
ATpuOYTHI MOTYT SIBIISITHCS TOTIOJIHUTEIBHBIM YCIIOBUEM JIsl IPUMEHEHHS CEPBUCA K A00OHEHTCKOMY
TpaduKy.

Komannoii create pfep attrlist <ums> coznaércs mycToit circok atpu0yToB. Kaxknprii aTpuOyT B
CIMCKE MOKET UMETh HECKOJIbKO 3HAUE€HUH, OTAENAEMbIX OT aTpuOyTa JBOETOYHEM, a APYT OT Apyra —
TOUYKOH C 3amsATON, 4TO 03HauyaeT Jorundeckoe NJIN. ATpuOyThl B CIUCKE OTAENSIOTCS mpoOeaamMu, 4To
o3HauaeT jorunyeckoe M. Takux cmuckoB aTpuOyTOB MOKHO CO3/1aTh HECKOJIBKO U YKa3aTh MX UMEHA B
cepsuce B nmapamerpe pfep_attrlists (). imena ciirickoB aTpubyToB B HEM OTAETSIOTCS Ipodeamu,
yT0 o3HavaeT joruueckoe MJIN. CepBuc npumensiercs K Tpaduky aOOHEHTa B TOM Cllydae, ecliu
MMOMHUMO TIPOYHX YCIOBHI a00OHEHT UMEET BCEe aTprOyThI, yKa3aHHBIC XOTS OBl B OJJHOM U3 CIIUCKOB
aTpuOyTOB B HACTPOMKAX JTAHHOTO CEPBUCA, M 3HAYCHUE KAXKJIOTO M3 HUX COBIIAJIAET C OJHHUM U3
3HAYEHUH TOTO K€ aTprOyTa B TOM K€ CITUCKE aTPUOYTOB.

VY nanuTh cnucok aTpuOyTOB MOKHO KoMaH10i1 no pfcp attrlist attrlist<ums> wiu no attrlist<umsa>.
J106aBUTh WIIN YJAJIUTh CIIUCOK aTpUOYTOB B CEPBUCE, TIOMUMO PEAAKTUPOBAHUS NTapaMeTpa
pfcp_attrlists B komanaHOM cTpoke, MOKHO KoMaH10i1 pfep_attrlists += attrlist<umsa> nimn
pfcp_attrlists -= attrlist<umsi™> cOOTBETCTBEHHO.

[Tocne co3manus cnucka aTpuOyTOB OH NosABIseTCs B BeTke bras.pfep.attrlists. [Ipumep BeTku ¢
JBYMS CIIMCKaMu aTpuOyToB aboHeHTa namel u _name2:

attrlists
{

attrlist namel

{
value ("APN:xxx;yyy;zzz" "IMSI:12312312;444444444"™)

}

attrlist name2

{
value ("APN:qgqweqwe")

11.3.3 Ot4yetbl PFCP 1 QoE-noruposaHue atpmnbyrtos

Enuncteennsiit Bup 3anpocos, uaunuupyeMoiit UPF — otuéte (reports). B EcoSGE peanuzoBan SRR
(Session Report Request), koTopslil mepenaércs B OTACIBHOM MAKETE MO yCIOBUSIM,
CKOH(HUTYPHPOBAHHBIM B cepBUcax (cM. BbiIe). OTYETHI TaKXKe MOTYT MEpeaBaThcsl B OTBETAX HA
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3anpockl co ctopoabl CPF/SMF, usmensitomue (SMR) nnu ynansromme (SDR) panee yctaHOBICHHBIE
npasuia. B mo0oMm ciydae nmocie oTIpaBKH KaKAoro oT4éra cuéTuuky Tpaduka v TaiiMepsl
OOHYJISIOTCS, T. €. OTUETHI COAEPKAT AEIbThI, a HE AOCOJIIOTHBIE 3HAUEHUS OT Havasa ceaHca. [1o
kaxnomy PFCP-ceancy nepenatotrcst otnenbHble oT4éThl. Hakomnenue u o6paboTka TaHHBIX U3
oT4€TOB npoucxoaut Ha cropone CPF/SMF.

[Tpu send_Stuple on B oTuéThI HOOaBIsAETCS HHPOPMAIIHA O MOTOKAX JAHHBIX, 8 UMEHHO:
HanpaBJIeHUE U onrcaHue moroka. Hampaenenne Bceraa "Bidirectional". Onmcanue nmpeacraBuseT
cob6oii Bapuant ACL B popmare IPFilterRule (RFC 6733) u nHecér unpopmanuto o6 [P-agpecax u
MopTax 00euxX CTOPOH MOTOKA, IPUUYEM B KAUECTBE UCTOYHUKA (DUTYpUPYET CTOPOHA, NepelaBIias
niepBbIit maket nmotoka. [lose "Direction” B IPFilterRule Bceraa 'out', "Protocol" Bcerna 'ip', octanbHbIC
TI0JIS1 HE UCTIONb3YIOTCS.

ITpu nanmuuu nuuen3uu QoE B COOTBETCTBYIOIINE JIOTH MOTYT JOOABIATHCS aTpHOyThl Aa0OHEHTA.

1.4 ®yHkuua Tethering Detection

[To ornenwsHoi muuen3un 11t BRAS nocrynua dynkmms Tethering Detection (oOHapykxeHue pa3gadn
noctyna B IHTepHET), KOTOpasi MOXKET OBITh MOJIE3HA OTepaTopaM MOOWIBHOH cBsizu. Hanmnuue
JTaHHOW (DYHKIIUU MO3BOJUT HACTPaUBaTh U MPUMEHSTh Pa3Hble CEPBUCHI K TPAPHUKY OCHOBHOTO
a0OHEHTCKOTO YCTPONCTBA M MOAKIIOYCHHBIX K HEMY JTOTIOJTHUTEIBHBIX YCTPOUCTB, KOTa a00OHEHT
HCTOJIb3yEeT HA OCHOBHOM YCTPOMCTBE peXUM TOUKHU focTyna, USB-mMonema u 1. . CepBUCHI 151
OCHOBHOTO M JIOTIOJTHUTEIBHOTO TpaduKka HazHavyaroTcs nmapameTpoM tethering (cMm. paznen "Coznanue
Y HACTpPOMKa CEPBHUCA).

BRAS onpenensier npuHaaiie)XHOCTh Tpadhuka OCHOBHOMY WIIN JIOTIOJTHUTEIIEHOMY YCTPOMCTBY I10
snauenuto noinst TTL B makerax IPv4 (Hop Limit B makerax [Pv6). Ilpu nmomydenun nepBoro
HCXOJSIIETO MmaKkeTa nepBoit ceccun abonenta BRAS 3anomunaet 3nauenue TTL nannoro makera. K
TpaduKy MepBOM U Bcex cleAyromux ceccuit ¢ TakuM TTL mpuMeHsIoTCs CEpPBUCH C HACTPOUKON
tethering main n/unu tethering any (npu cooTBeTcTBHH TpadKa OCTATBHBIM KPUTEPHSIM, TAKUM KaK
ACL, DSCP, nopsakoBbIif HOMEp cepBHca B IIOJIUTUKE U T. 11.), T. €. BRAS onpenenser, uto 310
CeCCHU OCHOBHOTO a0OHEHTCKOTo ycTpoiicta. Tpaduk moosix ceccuii ¢ npyrum TTL maketoB
cuuTaercs TpauKOM JOMOJHUTEILHOIO a0OHEHTCKOTO YCTPOMCTBA, U K HEMY ITPUMEHSIOTCS CEPBUCHI
¢ HacTpoiikol tethering secondary u/wm tethering any u3 crimcka cepBUCOB (TIPH COOTBETCTBUU
TpadrKa OCTAIbHBIM KPUTEPHSIM).

IMpumeuyanue. Mizmenenue TTL B Xxozne ceccun HE yUYUTHIBAETCS.

Ecnu ceccust mHMMrpoBaHa BXOIAIIMM [TAKETOM, TO CHa4aJIa K HEW PUMEHSIETCSI CEPBUC C
HacTpoiikoil tethering main wiu tethering any. [Ipu noctymniennn nepBoro UCXOASIIETO MaKeTa B
3TOM ceccuu anroput™ JaercTBuidi BRAS ananornyeH BbIIIEONUCAHHOMY:

o ecimu TTL abonenTa eme He coxpanéH, To BRAS coxpaHsieT ero B kauecTBe OCHOBHOTO U HE
CMEHSIET CEPBUC;

e ecimu TTL yxe coxpaH€H, U TIpu ATOM y Ucxoasiiero nakera apyroi TTL, To cepBuc ¢
HacTpoiikoii tethering main cmensercs cepBrcoM ¢ HacTpoiikoii tethering secondary (cepuc
¢ HacTpoiikoii tethering any mpogomKuUT AeiiCTBOBATS).

V3nath, kakoe 3HaueHue TTL ans IPv4 unu Hop Limit anis [IPv6 coxpaneHo B kauecTBE OCHOBHOTO
JUTS OTIpeZIeIEHHOT0 a00OHEHTa MOYKHO ¢ TToMoIsio komaHasl show brasinfo <IP-aapec abonenTa>.
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BriBoa koMansl 6yaet cogepxath crpoky Main TTL <N> nns [Pv4-agpeca niau Main hop limit
<N> nns [Pv6-aapeca, rie N — COOTBETCTBYIOIIEE COXPAHEHHOE 3HAUCHHE.

[Tpu nanmunu QyHKIIMK akKayHTHHTA ceccuid (cM. pasaen "QoE") B joru gobaBnsercst oquH 6aiT ¢
nH(popManuen o MPUHAICKHOCTH CECCUU OCHOBHOMY YCTPOUCTBY (3HaU€HUE 3), TOTOTHUTEILHOMY
(3nauenue 1) unu emé He onpenenénnomy (3nauenue 0).

1.5 AnHanus HTTP 3anpocoB u oTBeTOB

IIpu ucnons3oBanuu BRAS B cBsizke ¢ DPI M0>XHO BBOAUTD JOTIOJIHUTEIBHOE YCIOBUE IPUMEHEHUS
cepucoB k TCP-tpaduky: Hanmuue onpeaenéunoro coaepkumoro B HTTP 3anmpocax u orBeTax.

Ananus cogepxxumoro HTTP 3anpocoB u orBeToB BeinosHAeT nojacuctema DPI. B Helt MmoxkHO
HacTpouTh HeckoJbko HTTP-ananu3atopoB u npuBs3aTh UxX K pa3HbeiM cepBrucam BRAS. IIpussszka
BBITIONTHsIETCS uepe3 nmapametp http analyzer (cm. pazaen "Coznanue u HacTpoiika cepBuca').

s cozpanust HTTP-ananuzatopa HeoOX0AMMO OTIpaBUTh KOMaHy create http_analyzer <name>.
B Betke system.dpi.http _analyzers Oynet co3gan pazaen http _analyzer<name>, rae MoKHO
yKasaTh, Kakoe coaepkumoe aoinkeH uckats HTTP-anamusarop. [IpuMep BBITOIIHEHNS KOMaH/bI
create http_analyzer _test:

dpi
{
http analyzers
{
http analyzer test
{
Request Method ( )
User—-agent ( )
Content-Encoding ( )
Answer code ( )
Content-Type ( )

[onpob6uas undopmanus o cogepxkumom HTTP 3anpocos u orBero npuseneHa B RFC 9110.
OCo0eHHOCTH HACTPONKHU M aITOPUTM MTOUCKA COJCPKUMOTO:

e aHANU3aTOP MOKHO HACTPOUTH Ha 00paboTky n1ubo HTTP-3anpocos (mapamerpst Request
Method u User-agent), mu6o HTTP-otBetoB (mapametpsl Content-Encoding, Answer code u
Content-Type);

e B KaXJIOM IapaMeTpe MOXKHO 3a7aTh He OoJiee 5 3HaUSHMIA; pa3ieauTeNb — Mpooed;

e MaKCUMAaJIbHAS JUTMHA 3HaYeHUS — 8 cuMBoJIOB (3 s Answer Code);

e MEXIy 3HaUEHUSIMU OJHOTO napameTtpa — ycinosue "NJIN"; mexny napamerpamu — ycioBue
g,

e nouck Beaércs no yciuosuto "COAEPXKUT", peructp cCMMBOJIOB YUUTHIBAETCA.

st orcnexusanus pabotsl HTTP-ananu3aTopoB npeaycMOTPEHBI CIEeIyIOIUE CYETUMKY:
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Hmsa cuéTunka

Yto NoACYUTHLIBACT

MIB OID

cr_bras_http_analyzer_try

KonunuectBo nakeros,
otnpasicHHbIX U3 BRAS B DPI
Ha aHaJIN3, BKIIOYAast MAKeTh
0e3 MmoJyIe3HON Harpy3Ku

.1.3.6.1.4.1.45555.1.2.598

cr_bras_http_analyzer match

KonnuecTBo 00HapYKEHHBIX
MOJIHBIX COBHAACHUN

.1.3.6.1.4.1.45555.1.2.599

cr_bras_http_analyzer result

KonnuecTtso
IIPOAHAIM3UPOBAHHBIX [IAKETOB,
3a UCKJIIOUEHHEM TaKeToB 0e3
IIOJIE3HOM HArpy3KHu

cr_bras_http_analyzer reconf

KonnuectBo pexonpurypauui,
CBSI3aHHBIX C 33/IeICTBOBAaHUEM
aHAJIM3aTOPOB B CEPBUCAX

BRAS. I[Ipumepsl neiicTBui, Ha
KOTOpbIE cpabaThIBaeT CYETUHK:

e TPUBsS3KA aHAJIU3ATOPA
K CEpBHUCY;

e U3MEHEHHE HACTPOEK
aHajgu3aropa,
MIPUBS3aHHOTO K
CEpBUCY;

e BKJIIOUEHHE
noacuctemsl DPI, B
KOTOpPOH €CThb
HAaCTPOCHHbIE
aHaJU3aToOPBHI,
MIPUBSI3aHHBIC K
cepBHUCaM;

e ¥ JIpyTHE MOJ00HbBIE
W3MEHEHUS
KOH(UTYpaIuu

cr_bras_http_analyzer reconf empty

KonnuectBo pexoHpurypanui,
CBSA3aHHBIX C UCKIIIOYEHHEM
aHAJIM3aTOPOB U3 CEPBUCOB
BRAS. I[Ipumepsl neiicTBui, Ha
KOTOpbIE cpabaThIBaeT CYETUHK:

e OTBsI3KAa aHAJHM3ATOpPA OT
cepsuca (http_analyzer
none);

e  BBIKIIOYCHHE
noacuctemsl DPI;

e ¥ Jpyrue nNogoOHbIE
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HMms cuéTunka Y10 moacUYNTLIBAET MIB OID

W3MCHCHUS
KOH(puryparmm

cr_bras http analyzer chunked KonuuectBo -
npoaHanusupoBaHHbIx TCP-
CEerMEHTOB

cr_bras_http_analyzer no_dpi Heycnemnelie nonsITku -
nepeiayy JaHHBIX B
aHaJTM3aTOP U3-32 KPUTUYECCKOM
OIIMOKHU B pabOTE MOACUCTEMBI
DPI

11.6 Hacrpouka RADIUS

Hactpoiiku RADIUS nHaxopastcsa B BeTke system.bras.radius. /[anHas BeTka COAEPKUT CIEAYIOIIUE
pazzenbl U mapamMeTpsl:

e request_burst_interval — uHTEepBaT B MUJUIMCEKYHIaX MEXIY OTIIPAaBKaMH OJIOKOB MAKETOB
Access-Request u Accounting-Request. Jlomyctumeie 3auenus: ot 1 1o 1000 (o ymouanuio
10);

e request_burst_size — makcumanbHOe KoJnyecTBO nakeToB Access-Request u Accounting-
Request B ornipaBnsiemoMm Os1oke. Jonmyctumsie 3Hadenus: ot 1 1o 1000 (o ymonqanuio 64);

o user_password — mapons s ayreHTuduKaun Ha RADIUS-cepBepe, nepenaBaemblil B
nakerax Access-Request (mo ymonuanuro "ecosge");

e coa— pazzaen napamerpoB RADIUS Change of Authorization;
e radius_groups — pa3zaen napamerpos rpynn RADIUS-cepsepos;
o radius_servers — pa3zen napamerpos noaknodeHus k RADIUS-cepsepam.

Hwxe onucansl CTpyKTypa M KOMaH 1kl KOHUTYpUPOBaHHS IEPEUNCICHHBIX Pa3/eNoB.

11.6.1 Hacrpowka goctyna K RADIUS-cepBepy

B nepByto ouepenp He0OX0auMO co3aaTh HoBoe noAkaoueHne k RADIUS-cepBepy komaH0i create
radius <ums noAKJ0YeHUs>. VM MOIKITIOYSHHS] MOXKET COAEPKATh TOJIBKO JTATUHCKHUE OYKBBI
(peructp yuuThIBaeTCs), HUPPHI U 3HAK ToguépkuBanus. [Ipu co3nanum MogKIIOUYEHUS €r0 UM
dbopmupyercs [Toncucrema DPI.

[Tocne co3manusi HOBOTO MOJIKIIOUECHUS HEOOXO0IUMO 3alTH B COOTBETCTBYIONTYIO BETKY
KOH(UTYPAITMOHHOTO JIepeBa M MPHU MOMOIIN KOHTSKCTHBIX KOMAH]T 33]1aTh 3HAYCHHUS €r0 apaMeTPOB.

[Tapametpsl noaximouenuss Kk RADIUS-cepBepy onucaHbl B TaOIUIE HIKE.

Ta6muua 30

| [Mapamerp | Onucanne
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[Hapamerp Onucanne
enable Bxomtouen wnm BeikiroueH goctyn kK RADIUS-cepsepy
disable

server [P-anpec RADIUS-cepsepa. I1o ymomuanuto: 0.0.0.0

acct_port | IToptr RADIUS-cepBepa nis akkayHTusra. Ilo ymonuanuto: 1813

auth_port | ITopr RADIUS-cepBepa st ayrenTHGUKanmy 1 apropusaun. [lo ymomganmo:
1812

secret Kirou mmdpoBanus

IIpumep HacTpoOMKHU:

EcoSGE:1l:system.bras.radius# create radius 1
EcoSGE:2:system.bras.radius# radiusl
EcoSGE:3:system.bras.radius.radius servers.radiusl# enable
EcoSGE:4:system.bras.radius.radius servers.radiusl# server 192.168.5.1
EcoSGE:5:system.bras.radius.radius servers.radiusl# secret "ecosge"
EcoSGE:6:system.bras.radius.radius servers.radiusl# acct port 1813
EcoSGE:7:system.bras.radius.radius servers.radiusl# auth port 1812
EcoSGE:8:system.bras.radius.radius servers.radiusl# show

enable

server 192.168.5.1

acct port 1813

auth port 1812

secret "ecosge"

11.6.2 N'pynnbl RADIUS-cepBepoB

Jnst noBeimeHust HaaéxHocTH RADIUS-cepBepbl 00beIMHAIOTCS B TPYMIIBI, B KOTOPBIX MOXHO
pacrpeneaTb Harpy3Ky Mexay CepBepaMU U PEAIN30BbIBATH PE3EPBUPOBAHKE. B nMHAMUYECKNX
nosintukax BRAS yka3bIBatoTCs HIMEHHO I'PYIIIBL, @ HE OTAEIbHBIE CEPBEPHI.

B texymieit peannzanuu gomyckaercs 1o 16 rpynn RADIUS-cepsepos. IIpu 3ToM 0iuH U TOT ke
CepBEp MOKET MPUHAJIEKATh K HECKOJIBKUM I'pyIIaM OJHOBPEMEHHO.

st cozpanus rpynnbsl RADIUS-cepBepoB He00X0aMMO OTIIpaBUTh KOMaHy create radiusgroup
<ums>. Ums rpynmel RADIUS-cepBepoB MOXKET coepKaTh TOJIBKO JaTUHCKHE OYKBBI (PETUCTp

YUUTBIBACTCS ), MU(PHI ¥ 3HAK MTOTYEPKUBAHUSI.

[To ymomuaHHi0 KOH(GUTYpaIUs TOJIBKO YTO CO3aHHON TPYIIIBI BRITIIUT CIETYIOIUM 00pa3oM.

EcoSGE:system.bras.radius.radius_ groups.radiusgroupb# 1ls
type active standby

description ""

source interface "System"

request max 3

request timeout 3

dead time min 15

dead time max 300

servers ( )
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Jnst ynanenus rpynmnsl RADIUS-cepBepoB HE0O0X0aMMO OTIPAaBUTH KOMaHTy no radiusgroup
<ums>. Takke MOKHO HCTIONIb30BaTh KoMaHy dropradius, B pe3yabTaTe BHIIOTHEHUS KOTOPO
OynyT ynaneHsl Bce co3nannbie Tpynbl RADIUS-cepBepoB 1 moAKITIOUEHUS K HUM.

B koHUrypariioHHOM peXrMe MOYKHO U3MEHHUTh WK YJAIUTh onrcanue rpynmnsl RADIUS-
CEPBEPOB, HACTPOUTH PEKUM €€ paboThI, T00aBUTH WK YIaIuTh BeIOpanHbiii RADIUS-cepsep.
JlaHHbIE KOMaH/IbI U NTApaMETPhl OIMCAHBI B TAOIHUIIE HUXKE.

Tabmuma 31

Komanna/mapamerp

Onucanne

type <MODE>

Pexxum pabotsr rpynmel RADIUS-cepBepoB. JlonmycTuMbie 3HAUCHUS:

e active_standby — nns Bcex 3anpocoB ucnonszyercs RADIUS-cepsep ¢
HanOOJIBIINM IPUOPUTETOM B Tpymmie. [IpropureT onpeaensercs
MOPSIIKOM YKa3aHUs CEPBEPOB B IapaMmeTpe servers (). OToT cepBep
SIBJISICTCS] aKTUBHBIM (active), OCTaabHbIC MPU TOM HaXOJSATCS B
pexxume oxuganus (standby). Ecin RADIUS-cepBep ¢ Haubonbmmm
MIPUOPHUTETOM MEePECTaeT OTBEYATh Ha 3aMlPOCHI, TO 3aPOChl HAUMHAIOT
MOCTYTIAaTh Ha CIEIYIOLIHA 10 puopuTeTy cepsep. I1o ncreuennn
OIPEJICIIEHHOT0 TIEpHO/Ia BPEMEHH IPOU3BOIUTCS MOTBITKA TOBTOPUTH
OTIPABKY 3allpOCOB Ha HauboJiee MPUOPUTETHHIN cepBep. Ecnu Takas
TMIOTIBITKA y/Ia4Ha, TO OH CHOBA CTAHOBUTCS AKTHBHBIM;

e round_robin — 3anpockl pacnpeaenstorcs Mexay Bcemu RADIUS-
cepBepamu rpymimbsl. Hanpumep, ecnu rpynmna coctout u3 3 RADIUS-
CEpBEPOB, MPHUIILIO 5 3aIIPOCOB OT KIMEHTOB. 1-if 3ampoc oTmpaBisercs
Ha 1-if cepBep, 2-ii - Ha 2-11 cepBep, 3-i1 - Ha 3-i1 cepBep, 4-ii 3anpoc -
cHOBa Ha l-ii cepBep, 5-i1 Ha 2-H U T. 1.

3HaueHue Mo yMoa4aHuio — active_standby

description <TEXT>

Onucanue rpynnsl RADIUS-cepepoB. <TEXT> - cTpoka onucanus.
Onucanus paanyc-rpyIil, CoAepKale npooOesbl, JOHKHBI 3aKIII0YaThCs B
KaBBIYKU. J{7151 yaneHus onucanus HeoOX0IMMO OTHPAaBUTh KOMaHAY NO
description

source_interface

Nwmst uaTepdeiica ynpasnenus mis cBsizu ¢ RADIUS-cepBepamu nanHoi#
rpynmnsl. [To ymomyanuio System

request_max

KomnuectBo 3aIIpOCOB, ITOCJIC OTCYTCTBHUA OTBETA HA KOTOPLIC CEPBEP 6y,HeT

<NUMBER> cuuratbcs HepocTynHbIM (DEAD). 3HaueHue no ymona4asuto - 3
request_timeout BpemenHoii uHTEpBa MEXAY OTIPABKOM 3alIPOCOB B CEKyHAaX. 3HAUCHHUE MO
<INTERVAL> YMOJYAHHUIO - 3 CEKYH/IbI

dead time min BpemenHoii HHTEpBall B CEKyH/Iax, B TEUYCHHE KOTOPOTO cepBep Oyaer
<MIN> HaxoauTthkces B coctostHUM DEAD. 3agarorcs MmuHuMansHoe <MIN> n

dead time max
<MAX>

MakcuMaiabHoe <MAX> 3Hauyenus. [1o ymomuanuro <MIN> — 15 cekyHp,
<MAX> — 300 cexyna. onyctumblie 3HaueHusd <MIN>u <MAX> — ot 0 1o
65535.

[Tpunuun ucnons3oBanus dead_time

ITocne orcyrcrBust otBeta RADIUS-cepepa Ha <NUMBER> 3anpocos
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Komanna/mapamerp Onucanne

(mapameTtp request_max), panee ormeueHHoro kak ACTIVE, rakoii cepsep
noMeuaercs kak DEAD na nepuon <MIN>, u poyTep, MOCHIIAOININI 3apOCHI,
nepeHanpasisieT ux Ha pezepBHblii RADIUS-cepsep BHyTpu rpynmsl. 1o
OKOHYaHUU 3TOT0 MHTEpBaJIa 3alpoChl Oy1yT BHOBb I1OCJIaHbl HA CTaBILUI
HeakTuBHbIM RADIUS-cepBep. Ecau on orBeTuT, T0 BHOBB cTaneT ACTIVE.

Ecan RADIUS-cepBep He OTBETHUT, TO ocTaHeTcsi HoMeueHHbIM kKak DEAD.
WHuTtepBan s Takoro ero coctosiHus OyaeT yBenndeH Ha <MIN> (To ecTh
II0CJIE IIEPBOM HEYAAYHOH IONBITKY UHTEPBAI cocTaBUT <MIN>, nmocue
BTOpOi — 2*<MIN>, mocne Tperbeit — 3*<MIN> u 1.1.). Tak Oyner
IIPOJOJKATHCS 1O TOTO MOMEHTA, I0Ka MHTEpBaJl Ha3HaueHUs oTMeTku DEAD
He nocturHet 3HadeHust <MAX>. [Tocie 3Toro moneITKA 00panieHus K
takomy RADIUS-cepBepy OyayT aenatbest pa3 B uHTepBai <MAX> 1o
nepsoro ycnemHoro nepexoga RADIUS-cepsepa B coctossane ACTIVE.

Eciiu <MAX> ne kpaten <MIN>, To nHTepBa cTaHeT paBHbIM <MAX>
IIOCJIE TIEPBOTO €0 NPEBBIIICHNS B PE3YJIBTATE YBEINUECHHS HA OUEPEIHOU
<MIN>

servers () Crnucok co3/1aHHBIX U HACTpOeHHBbIX poduiieit noctyna k RADIUS-cepsepam
(cm. pazmen "Hactpotika noctyna kK RADIUS-cepBepy")

11.6.2.1 [o0aBjieHHe cepBepoOB B rpyniLy (mapaMeTp servers)

CepBepsl BKIIIOUAIOTCS B Ipynity komanaoi add <ums cepBepa>, onepatopoM '+=' mwin
nepevyrciIeHueM yepes npooes B CkoOKkax B mapamerpe servers ().

[Tpumep:

EcoSGE:# create radiusgroup 1
EcoSGE: # create radius 1
EcoSGE: # create radius 2
EcoSGE: # create radius 3
EcoSGE: # create radius 4

EcoSGE:# go radiusgroupl

EcoSGE:system.bras.radius.radius groups.radiusgroupl# servers (radiusl
radius2)

EcoSGE:system.bras.radius.radius groups.radiusgroupl# servers add radius3
EcoSGE:system.bras.radius.radius_ groups.radiusgroupl# servers += radius4
EcoSGE:system.bras.radius.radius_ groups.radiusgroupl# show servers
servers ( radiusl radius2?2 radius3 radius4d )

Ilopsiiok cepBepoB B cnucKke uMeeT 3HaueHue! OH onpenessieT mopsIoK orpoca cepsepoB. Henb3st
BKJTIOYATH B TPYIITY CEpBEP, KOTOPBIH emE He CO3IaH.

Jia ynanenuss RADIUS-cepBepa U3 rpyniibl HCIIOJIB3Yy€ETCs onepaTop '-='.

11.6.3 AsTopusauma nonb3oBarensa Ha RADIUS-cepBepe

Jlia aBropusanmu noss3osarens Ha RADIUS-cepsepe BRAS otnpasisier RADIUS Access-Request
co cienyromieit nHpopmaIuei:

e User-Name = <IP-anpec nons3oBarens | MAC-anpec nons3oBarens (aas1 DHCP Option 82)>
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e User-Password = <3nauenue nmapamerpa user password B BeTke system.bras.radius>
e Framed-Protocol = <PPP>

e Framed-IP-Address = <IP-anpec nmonb3oBaTens™>
e Calling-Station-Id = <MAC-anpec noias3oBaTems™>

e NAS-IP-Address = <IP-anpec MNG-unTepdeiica EcCoOSGE>

ATpuOyT User-Password ncronb3yercst TOJIBKO AJ1si 00€CIeUeHNs COBMECTUMOCTH C HEKOTOPBIMH
cucTeMaMH OMJUTMHTa. TaKuMH CUCTEMaMHU MPeIbSIBIAIOTCS TPEOOBAHHS TOJIBKO K HATMYHUIO TAHHOTO
aTpubyTa B coobmeHusax Access-Request, mo3Tomy ero 3HaueHHe OAMHAKOBO AJI BCEX
nonp3oBareseil. B kauecte 3HaueHus arpudyra User-Password ncnosnb3yercst 3HaueHHE apaMmeTpa
user_password u3 BeTku system.bras.radius (mo ymomuanuto "ecosge"). [Ipu aBTopusanuu 3HaueHue
JAaHHOTO aTpUOyTa HE UCTIOIb3YETCS.

[Tpu monmyuennu Access-Accept or RADIUS cepBepa nonbp3oBaTenno Ha3HAUACTCS CEPBUC, YKa3aHHBIN
B napamerpe if_auth_accept coorBercTBytomeil nuHamuueckoi noautuku BRAS. Ceccus
MOJTL30BATEIIS PETYIUPYETCs TaliM-ayTaMH, 33JJaHHBIMH B TIapamMeTpax session_timeout, idle_timeout,
interim_interval. Onnako B Tom cityuae, eciiu Access-Accept or RADIUS-cepBepa conepxut
JIOTIOJTHUTEJIBHBIC aTPUOYTHI C CEPBUCAMHU W/WIIM TaliMayTaMH, TO MOJIb30BATEIF0 ABTOMATUYCCKH
HA3HAYAIOTCSl IMEHHO OHHM, & COOTBETCTBYIOIINE HACTPOIKH IOJIUTHK U cepBrcOB BRAS
UTHOPUPYIOTCSL.

Jlia IPv6-cereid, B KoTOpBIX A1 HazHadueHus [Pv6-anpecos ucnons3yercsa texnonorus DHCPv6
Prefix Delegation, B BRAS peannzoBana o6pabotka arpudyra Delegated-IPv6-Prefix
(https://tools.ietf.org/html/rfc4818), koTopast 3akirodaercs B ciaeayIonieM: eciu oTBeT Access-Accept
COJICPXKUT aTPUOYTHI

e Cisco-Account-Info := "P<string>",
e Cisco-Account-Info += "VU;<integer>;D;<integer>",
o Delegated-IPv6-Prefix = "<OctetString>",

To BRAS 3anomunaer neneruposannslii npepukc [IPv6, mocie yero Bcex moiab3oBaresel ¢ JaHHBIM
npedurkcom BRAS Oyner aBropuzoBsiBath 0e3 oOpamenns k RADIUS-cepBepy n mpUMeHATh K HUM
aTpuOyTHI OOILETO KOHTPAKTA U BCE OCTANIbHBIE aTpUOyTHI N3 oTBeTa Access-Accept. Jlomyckaercs He
oonee misatu atpudyToB Delegated-IPv6-Prefix Ha ogHOTO mons30BaTens.

BRAS ob6pabarsiBaet ciemyromniue arpuodyThl, cogepxkamnuecs B RADIUS Access-Accept:

e Cisco-Account-Info — orpanndenne ckopoctu Upload/Download (6ut/c) mist mepcoHanbHOTO
(QU/D) umm o6mero (VU/D) koHTpakTa, THIT 3HaYeHUS — Integer; uaeHTHPUKATOP 0OIIEeTOo
KoHTpakTa P, Tun 3nauenus — String

e Cisco-Service-Info — mpuHyauTEIPHOE HA3HAUYCHHUE CepBHCA, HacTpoeHHOTo Ha BRAS. Nms
cepBHCa 3aJ1a€TCS B BUJIC: A<ums cepBuca>

o Framed-Callback-Id — yHukanbHbIi HACHTUDUKATOD MOJIB30BATENS, KOTOPBIHN MMOACTaBISIETCS B
redirect_url uepe3 cnenudukatop <a href =" “>%c</a>

e Framed-IP-Address

e RDP SHARED SERVICES

e Idle-Timeout

e Session-Timeout

e Acct-Interim-Interval
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o Delegated-IPv6-Prefix — nenerupoBannsiii npeduxc [Pv6, Tun 3nauenus — OctetString
Hanpuwmep:

e Cisco-Account-Info := "Pqq0",

e Cisco-Account-Info +="VU;20000000;D;20000000",
e Delegated-IPv6-Prefix :="::1:1900:0:0/125",

e Callback-Id := "c6958059a295af355e¢5b8dfbbfcf4fd4",
e Idle-Timeout := 500,

¢ Session-Timeout := 500,

e Acct-Interim-Interval := 500

[NPUMEYAHUE

B onpenenéHHbIX ciiyyasx Ipu 04€Hb OOJIBIIOM KonyecTBe aboOHEHTCKUX coennHenuit RADIUS-
cepBep MOXKET HE CIPABIIATHCS ¢ 00pabOTKON 3aIIPOCOB Ha aBTOPU3ALMIO M/UIIM aKKayHTHHT. Bo
n3bexanue neperpy3ku RADIUS-cepBepa npeaycMoTpeHa BO3MOXKHOCTh OTPAaHUYECHHS] CKOPOCTH
OTIpaBKU 3anpocoB. Jis 3Toro B BeTke system.bras.radius ects napametpsl request_burst_size u
request_burst_interval, koTopbie 03BOJISIIOT 334aTh MAaKCUMaJIbHOE KOJIMYECTBO MMAKETOB Access-
Request u Accounting-Request, mepenaBaemMbIx B 0THOM 0JIOKE, U HHTEPBAJ MEX1Y OTIpaBKaMU
takux 010k0B (cM. pasnen "[loacuctema DPI").

11.6.4 MNMapameTtpbl RADIUS Change of Authorization (CoA)

Jiist 00pabOTKH BXOASAIINX 3aIIPOCOB 00 M3MEHEHUH MMapaMeTpOB aBTOpu3anuu monb3oBatelis (CoA)
MOXeT ObITh ucTob30BaH Ko 43 (CoA-Request) u kox 40 (Disconnect-Request) ¢ ykazanuem
atpubyTa User-Name, B KOTOpOM J10JKeH niepeaasartbest [P-agpec abonenra. Ipu monyuenun CoA-
Disconnect mpoucxoaut npepsiBanue ceccuu (disconnect code 40). HoBbie mapameTpsl BCTYTIAIOT B
CuIly 1ocie noBTopHoi aBropusanuu. [Ipu nonydennn CoA-Request mporcxoauT M3MEHEHUE
napaMeTpoB TeKylIuel ceccuu 6e3 npepbiBanus. [locne 3ampoca oTnpasnsdioTes AaHHble Accounting-
Stop u Accounting-Start.

Hactpoiiku CoA HaxozasTcs B BeTke KoHpurypauuu system.bras.radius.coa. [Tapamerpsl,
coJiepKalecs B JaHHOW BETKe, IPEJICTABIICHBI B TAOJINLE HUXKE.

Tabnuma 32

ITapamerp Onucanne

enable Bxtouenue / BeIkitoueHue (PyHKIIMU U3MEHEHHS TTapaMeTPOB aBTOPHU3AIINH
MOJIb30BaTENs

disable

port [Topt, koTOPBI Oy et ciaymare BRAS Ha untepdeiice ynpasnenus aist CoA-3anpocoB

secret [Taposnb qst CoA-3anpocos

11.6.5 CuéTumkn RADIUS

Cuétunku, otHocsamuecs kK RADIUS, BoiBonsTcs komanaoit show counters all | include radius.

MyECONAT:7:# show counters all | include radius
Printing counters...
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B tabnune ke npuBeaeHo onucanue oTHocsamuxcst K RADIUS cuérynkos, mpenycMOTpPEHHBIX Ha
MOMEHT ITyOJUKAIIMH 3TOH BEpCUH JJOKYMEHTAIUH.

Tabmuma 33
Cueryuk Onucanue
radius_authorization success KonnuectBo npuHAThIX Access Response MakeToB co CTaTycoM
Accept
radius_authorization reject KonnuecTBo npunsThix Access Response makeToB co cratycom
Reject

radius_authorization_bad response | KonnuectBo mpuHsTBIX Access Response makeToB u3-3a
npo6aem Hactpoek ECONAT u RADIUS-cepBepa (Hanpumep,
HECOBIIAIAIOIINMA TAPOJIb)

radius_authorization_error KommaectBo otnpaBineHHbIX Access Request makeToB ¢
BO3HMKHOBEHUEM MPOOJIEM, OTIMYHBIX OT OMIMCAHHBIX BBIIIC

radius_accounting send try KonunuecTBo nombiTok mpoBect RADIUS-akkayHTUHT
MIOJTb30BATEIS

radius_accounting_success KonnuectBo nmpunsaTeix Accounting Response makeTos

radius_accounting_reject KonugectBo oTBeTOB reject npu ormnpaske/mpueme RADIUS-
MaKEeTOB

radius_accounting_error KomngectBo oTBeTOB error npu ornpaske/mpueme RADIUS-
MIAKEeTOB

radius_accounting_bad_response KonnuectBo otBeToB bad_response mpu oTnpaBke/mpruemMe

RADIUS-nmakeToB

radius_accounting default handler | KomuuectBo akkayHTHHT-3ampocoB yepe3 RADIUS ¢
BO3HUKHOBEHHUEM NPOOJIEM, OTIIMYHBIX OT ONMUCAHHBIX BBIIIE

radius_accounting_session_timeout | KomudecTBo cpabarbiBanmii session_timeout

radius_accounting_idle timeout KonnuecTBo cpabareiBanuii idle timeout

radius_coa_get packet KonnuectBo npunaThIX nakeToB Ha CoA-niopt EcoNAT

radius_coa bad packet KonnuectBo npuHaTeIX Ha COA-IIOPT NaKETOB, HEMPUTOIHBIX
ISt 00paboTKH

radius_coa no_entry KonuuectBo npunsteix Ha COA-TIOPT MAKETOB, ISl KOTOPBIX HE
HalijieH a0OHEHT

radius_coa_request KonnyectBo npunsteix Ha COA-TIOPT AKETOB THIIA
coa_request

radius_coa_ack KomnnuecTBo makeToB Tumna coa_request, 1o KOTOPBIM

OTIIPABJICH MakeT Tuna coa_ack

radius_coa_nak KonngectBo makeroB Tumna coa_request, 1o KOTOPbIM
OTIIPABJICH MaKeT Thna coa_nak

radius_coa_disconnect request KonuyecTBo npunsTeix Ha COA-TIOPT AKETOB
tuna coa_disconnect request

radius_coa_disconnect_ack KonnuectBo maketoB Tuna coa_disconnect_request, o
KOTOpBIM OTHpaBiieH nakeT Tumna coa_disconnect_ack

radius_coa_disconnect nak KonngectBo nakeros tuna coa_disconnect_request, 1o
KOTOpBIM OTHpaBiieH nakeT Tumna coa_disconnect_nak
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11.7 OO6LmMe KOHTPAKTbI

BRAS moser o0cTy)XHBaTh HECKOJILKO a00OHEHTOB B paMKax o01ero kouTpakra (shared contract).
AOGOHEHTaM C TaKMM KOHTPAKTOM IPEJI0CTaBISIETCS OOLIUI IOTHYECKUI KaHall, IPOMyCKHas
CIOCOOHOCTH KOTOPOTO PACIIPEALIIAETCS MKy YUaCTHUKAMHU KOHTPAKTa MPOMOPIIHOHAIBHO UX
akTuBHOCTH. Kak U B ciyuae ¢ nepcoHaibHbIMU KOHTPAKTaMH, ayTeHTU(UKALIKS U aBTOPU3aLUs
aOOHEHTOB ¢ OOIIMM KOHTPAKTOM BO3MOKHA 10 TipoTokoiny RADIUS unu nponpuerapaomy
npotokoiny ECOBRAS B 3aBHCHMOCTH OT BEpCHUU BCTPOCHHOTO MPOTPAMMHOT'0 00CCTICUCHHS 1
YCTaHOBJICHHBIX JIULIEH3UH.

11.7.1 O6wme KOoHTpaKTbl 1 npotokon RADIUS

Ecnu 171t ayTeHTHUKAIIMKA U aBTOpU3aLUU a0OHEHTOB Hctonb3yeTcs mpoTokosn RADIUS, To ans
00CITy’)KNBaHUS HECKOJIbKUX a0OHEHTOB B paMKax 00IIero KOHTpakTa HeoOXoauMo 100aBUTh B 0a3y
nanHbIx RADIUS-cepBepa 3anucu 060 Bcex aboHEeHTax ¢ o0uuM KoHTpakToM. Hanpumep, nmpu
ucnonb3oBannu FreeRADIUS u daiina 'users' 3anucu yist 00111ero KOHTPaKTa JOKHBI UMETh
CIEQYIOLINNA BU:

<IP-ampec> Auth-Type := Accept
Cisco-Account-Info += "P<string>",
Cisco-Account-Info += "VU;<integer>;D;<integer>"

TIe:

e P<string> — unentugukarop odmero kouTpakra (Hampumep, P123); nomyckaercs
HCIIOIh30BaHNE KOMOMHAIIMY (P U MPOMUCHBIX U CTPOUYHBIX JATHHCKUX OYKB (He 6osee 16
CHUMBOJIOB);

e VU;<integer>;D;<integer> — npomyckHasi cnocooHocTh kanana Upstream u Downstream st
o011ero KOHTpakTa. 3aaércs B OUTax B CEKyHY.

[Tpu HEOOXOAUMOCTH MOKHO JAOMOTHUTENIBHO 3a7aTh JIsl a00OHEHTA IEPCOHANIBHBIC OTPAaHUYCHUS
MPOMYCKHOM criocoOHocTH. 11t aToTo cnemyer no6aButh arpudyT Cisco-Account-Info ¢
nepemernbiMu QU | D. [Tpumep:

<192.168.55.5> Auth-Type := Accept
Cisco-Account-Info := "QU;50000000;D;50000000",
Cisco-Account-Info += "P123",
Cisco-Account-Info += "VU;1000000000;D;1000000000"

B cBs13u ¢ onpenenéHapiMu ocobeHHoCTsIME padoTel BRAS HeoOxoaumo mpu kKoHpUryprupoBaHuu
00I11er0 KOHTPAKTa CIEIUTh 3a TeM, 4TOObI y Bcex aboHeHTOB 3HaueHus: VU | D OblTH OAMHAKOBBIMU.
JIi1st MOSICHEHUST paCCMOTPUM TTPOCTOM Tipumep. B o01uii KOHTpaKT BKIOYEHO 5 a0oHeHTOB. J[is
NEepBBIX YeThIpEX U3 HUX 3agano "VU;1000000000;D;1000000000", T. €. KOHTPAKT OAPA3yMEBAET
npeaocTaBiieHne oomiero kanana 1 ['out/c. [{ns nsaroro aboneHTa ommOOYHO 3a/1aHO
"VU;50000000;D;50000000", 1. e. 50 M6wut/c. [Ipeamnonoxum, 4To epBbIe YeThIpe aOOHEHTA YXKe
aBTOPU30BaHbI U CMOTPSAT MOTOKOBOE BUe0 B paspemienuu 4K. I1pu aBropusanuu nsaroro aboHeHTa
BRAS npumenut ero 3nauenust VU | D u k ocTanbHBIM 4eThIpEM aOOHEHTaM (BCera MPUMEHSIOTCS
nocnennue nocrynusime or RADIUS-cepsepa 3nauenus VU | D). Takum o6pa3om, nsTh aOOHEHTOB
CTaHyT UCTOIB30BaTh 00IMii kaHan 50 MOuT/c, yero sBHO HEJOCTATOYHO sl MpocMoTpa 4K-Bueo.
DTO MOXKET BBI3BATh MIPETEH3UH CO CTOPOHBI A00OHEHTOB.
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11.7.2 O6wme KOHTpaKTbl U Nnpotokon ECOBRAS

OO61mre KOHTPAKTBI MOXKHO CKOH(UTYpHUPOBATH HEMOCpeIcTBEHHO Ha ycTpoiicTBe EcoSGE ¢
MOMOIIbI0 TipornpueTapHoro nmpotokoiia ECOBRAS. JIo6aBnenue aboHEHTOB B OOIIHII KOHTPAKT
MPOU3BOAUTCS KOMaH 101 ads. Onucanue CMHTaKcHca KOMaH bl JaHo B paszaeine "KoHconb OuuiiHra u
nporokos ECOBRAS".

B otamume ot o0mux KOHTpakToB, cCKoOHGUrypupoBanHbix Ha RADIUS-cepBepe, mpotokon EcCoOBRAS
MO3BOJISIET 33JaTh TOJIBKO MPOIMYCKHYIO CIIOCOOHOCTH 001Iero KaHana. Bo3MOXHOCTb 3a1aHUs
MEePCOHAIBHBIX OTPAaHUYECHUN AJI OT/IEIbHBIX a00OHEHTOB He npeaycMoTpeHa. Ho mpu 3ToM MokHO
OJIHOM KOMaHJI0¥M 100aBUTH B OOIIHMI KOHTPAKT Cpa3y HECKOJIBbKO a0OHEHTOB.

Kak u B cimyuae ¢ o0mmMu KOHTpakTaMu, ckoHpurypupoBanHsiMu Ha RADIUS-cepsepe, npu
no6aBiieHrH a0OHEHTOB B 00N KOHTPAKT 1o mpoTokoy ECOBRAS cnexyer moMHUTSH, 9TO
3Ha4yeHus: nepeMeHHbIX LIM B koMane ads TODKHBI OBITH OJJMHAKOBBIMHU Y BCEX AOOHEHTOB B paMKax
OJTHOT'O KOHTPAKTa, NOCKOJIbKY BRAS Oyzner npumeHsTh nociegHee CYUTaHHOE 3HAU€HHE KO BCEM
aboHEeHTaM.

11.8 Co3paHue ceccun BRAS no nakeram DHCP

Ceccun BRAS moryT co3naBarbest no maketam DHCP. JlanHas BO3MOKHOCTb JOCTYITHA T10 3aIlIpoCy U
TpedyeT o6HoBneHus 110. PaccMoTpuM npuHIMI paboThl JAHHOTO MEXaHU3Ma Ha IPUMEPE CXEMBI,
MIPEICTaBJICHHON Ha PUCYHKE HIKE.

RADIUS Server DHCP Server

y__/
|
=
EcoBRAS

=
|
- B =

DHCP Option 82 E

O
——4

PC

Pucynox 17
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Jyist paboTHI JAHHOTO MEXaHW3Ma HeoOxoauMo, uToOsl yepe3 BRAS nmpoxoaumm Unicast DHCP-
nakeTsl oT DHCP Relay no DHCP Server. [Ipu stom [P-anpec DHCP Relay nomken nonanats B pool
Ha BRAS 1 He no/keH nonaaats HU B OJHY MOJIUTHKY.

Korna aGonent 3anpammuBaet Hactpoiiku y DHCP-cepBepa, BRAS nonyuaer u3 nakera DHCP ACK
cnenyromue nanueie: [P-anpec, MAC-anpec, Option 82 (eciu mpucyTcTByeT). Ha ocHOBaHUY 3THX
naHHbIX coznaéres ceccusst BRAS, a na RADIUS-cepBep oTnpaBisiercs 3anpoc Ha ayTeHTUPHUKALHIO.
[Ipu ornipaBke Access-Request B mosie User-Name noacrasnsiercs MAC-aapec aboHEeHTa, a B 1MOJIe
Calling-Station-ID — IP-aapec. Eciu maker DHCP conepxut Option 82, To B Access-Request
J0OABJISIOTCS AOMOTHUTENbHBIE AaTPUOYTHI:

AVP: 1=14 t=Vendor-Specific(26) v=Ericsson, Inc. (formerly 'RedBack
Networks') (2352)

AVP Type: 26

AVP Length: 14

VSA: 1=8 t=Agent-Remote-Id(96): \000\006\240\253\0330
AVP: 1=10 t=Vendor-Specific(26) v=Ericsson, Inc. (formerly 'RedBack
Networks') (2352)

AVP Type: 26

AVP Length: 10
VSA: 1=4 t=Agent-Circuit-Id(97): \000\004

ITpu nepenaue ot kiuenta cooduenus DHCP Release, BRAS otnpasnser Accounting-Stop Ha
RADIUS-cepBep 1 3aKpbIBa€T CECCUIO ATOTO KIMEHTA.

11.9 KoHconb 6unnuHra v npotokon ECoBRAS

Jlnst B3aumogerictBus ¢ cuctemoit Omumara B ECoOSGE ucnonb3yeTcst cnienuain3npoBaHHbIN
npornpueTapHblid IpoTokosl ECOBRAS, KOTOpBIH SBISETCS MPOCTHIM TEKCTOBBIM IPOTOKOJIOM.

Jlnist ero paboThl HEOOXOAMMO YCTAHOBUTD COSMHEHUE ¢ TOPTOM 2225 yrpaBistoniero narepderica
EcoSGE, nocne yero npoucxoaut oomen ctpokami 3ampocoB (k ECoOSGE) u orBetoB EcoSGE.

B cnyuae HeBepHOi1 cTpoku 3anpoca EcoSGE HemeieHHO IpuHY AUTENBHO 3aKphIBAET COEANHEHNE,
HE BBICBUIAsA CTPOKY OTBETA.

JlmrHa CTpOKHU 3ampoca He MOXKET MpeBbIIaTh 64 kuinobdaiita. CTpOKH 3aIIpOCOB U OTBETOB
3akaHuuBaroTcsa cumMBojioM ASCII LF (kox 0x0A).

Crpoka 3anpoca MoxeT cozepxkath B cede cumboibl ASCII CR (kox 0x0D), Ho onu OyayT
UTHOPUPOBATHCS.

[IpoTokon noaaepKuBaeT Caeayomue KOMaH /bl

e testRID

e add

e ads

e remove

¢ Killcontract
o statall

e clearall
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11.9.1 KomaHpga testRID

ITo 3ampocy testRID Beigaércsa noapsa cnucok nap HOMEPJIOT'OBOPA-HOMEPTAPU®DA.
Cucrema OMJUTMHTA HCTIONB3YET 3Ty HH(GOPMALIUIO JUISI CHHXPOHHU3AIUU CIIUCKOB, YTOOBI OTPEICNUTH,
Kakoro Homepa gorosopa HeT B ECOSGE, a kakoii aBisieTcst JIUIIHUM.

B: testRID

E: 1-40 18-8 19-8 24-8 26-21 27-16 31-41 35-21 37-28 40-21 41-8 55-28 82-
34 135-21 143-40 146- 40 147-31 155-34 163-45 182-34 202-41 207-40 209-16
212-34 213-34 215-41 217-43 220-34 227-16 228-31 231-40 232-16 240-34 242-
28 244-34

Ecmu B ECoOSGE oTcyTcTBYIOT HOMEPA JOTOBOPOB (HAIIPUMEP, €CIIU YCTPONCTBO TOJIBKO 3arpy3HIIOCh),
TO OTBETOM OYJIeT ImycTasi CTpOKa.

B: testRID
E:

Cpazy nocie 3arpy3ku nogcucrema BRAS pabotaer B pexxumMe nporyckaHus Bcero tpaduxa (s
TOTO YTOOBI A0OHEHTHI 0OCITYKHBAJIMCH B TO BPEMsI, ITOKA €IIIe HE 3arpyKeHa MHPOPMAIUs U3 CUCTEMBI
ownnuara). [Tocne nocryrmienus nepsoro testRID BkimtouaeTcs taiimep, KoTopblil B TeueHue 600
CEKYHJI IEPXKUT PEXKUM MPOIyCKaHUs Bcero Tpaduka (B 3T0 BpeMsi MOryT nocTymnaTth HoBble testRID).
[To npomectBun 10 MUHYT AelcTBUE TaliMepa 3aKOHUUTCS, U IIPU NOCTYIUIEHUH cienytoiiero testRID
BRAS nepexiitounTcsi B OCHOBHOM pexxuM padoThl (Korja 3anpeuéd Tpaduk oT TeX abOHEHTOB,
KOTOpbIE B CUCTEME OMJUIMHIA He pa3pelleHbl sBHO). CocTosiHME TaliMepa MOKHO y3HATh C IIOMOUIbIO
KOMaHIbI time.

11.9.2 KomaHpga add

B: add 24372 {oid} LIM10M/LIM1OM 10.21.0.208, 10.210.0.207, // RULE43
E:

Komanna add no6aBmsieT moauTuky st abOHEHTa C YKa3aHHBIM HOMEPOM KOHTPAKTa.
B ciyuae ycnexa BRAS Bo3Bpaiaet mycTyro cTpoky. B cilyyae Heycnexa 3akpbIBaeT COCAMHEHHUE.

Ecnu xomanna conepxut [P-anpeca panee aBTOpHM30BaHHBIX A0OHEHTOB, TO K HUM OYyAyT PUMEHEHBI
HOBBIE NTapaMETPbI, yKa3aHHbIC B KOMaH/1e: HOMEp KOHTpaKTa, HoMep Tapuda, orpaHUueHUs] CKOPOCTH.

Cunrakcuc koManasl add omnucan B TaOIIMIlE HUKE.

Tabmurma 34
Ne ITose Conep:xaHue moJis Onucanue nmoJs
1 add 3 cuMmBoOIa Komanga — 106aBUTh KOHTPAKT
2 TAB Paznenurens
3 | 24372 JIro6ast komOuHanwms udp u | Unenrndukarop KOHTpaKTa
MIPOITUCHBIX M CTPOYHBIX
JATUHCKHUX OYKB (He Oosee
16 cuMBOJIOB)
4 TAB Pa3zgenurens
5 | {oid} Crpoka 5 cumBOJIOB Tun KoHTpakTa (B HalIEM Cllydae BCernaa
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Ne IToae Coaep:xaHue 1moJis Onucanue moJs
¢bukcupoBanHas ctpoka '{oid}")
6 SPACE Pasnenurens
7 | LIM1OM Crpoka: LIM 3HaueHune Ckopoctb upstream (B MuTepuet). K/IM/G —
ckopoctu K/M/G unu 03HAYAIOT Kuio/Mera/rura 6ut. Hampumep,
UNLIM LIM64K — 64 Kout/c. UNLIM — 6e3
OTPaHHYCHUS CKOPOCTH
8 |/ Cumsoin /' Paznenurennb
9 |LIM1OM CTpOKa Ckopoctb downstream (u3 MHTepHeTa)
10 SPACE Paznenurens npoben

11 [10.21.0.208,

IP anpec, paznenurens®,’

[P-anpec abonenTta (MOTYT CleIOBaTh
HECKOJIBKO MOAPSA, Kax bk u3 [P-agpecos
MOJy4a€eT T€ CKOPOCTH, KOTOPBIE 3aJaHbI JIS
3TOr0 KOHTPAKTA)

12 SPACE Pasnennrens

13]// 2 cuMBOJIA

14 SPACE Pazgenurens

15 | RULE 4 cumBoNa

16 | 43 Yucno Howmep tapuda adbonenra (ID tapuda B
OWJLTUHTE)

17 LF Konen ctpoku 3anpoca

11.9.3 KomaHpa ads

Komanga ads noGaBnsieT aOOHEHTOB B OOIIHIT KOHTPAKT.

B: ads 24372 {oid} LIM1OM/LIMI1OM 10.21.0.208,

E:

10.21.0.207, // RULEA43

CuHrakcuc KOMaH/bI ads omucan B Ta6J'II/III€ HUMXKCE.

Tabmuna 35
Ne Houe Copaepxanne moJs Onucanue moJis
ads 3 cumBoIa Komanna — no6aButh 001K KOHTPAKT

2 TAB Paznenurens

3 | 24372 JIroOast koMOuHaIMs WnentudukaTop KOHTpakTa
QP U IPOMUCHBIX U
CTPOYHBIX JTATUHCKUX
OykB (He 6oree 16
CHUMBOJIOB)

4 TAB Paznenurens

5 | {oid} Crpoka 5 cuMBOJIOB Tun koHTpakTa (B HallleM cy4yae Bcerja

¢dukcupoBanHas ctpoka '{oid}")

6 SPACE Pazgenurens

7 | LIMI1OM Crpoka: LIM 3naueHue Ckopoctb downstream (u3 UuTteprera). K/M/G
ckopoct K/M/G — O3HauaroT Kuiio/mMera/rura out. Hanpumep,

EcoSGE v3.1.7.1.0. PykoBoACTBO mOJb30BaTeNs

119




D) RDP

Ne IToae Coaep:xaHue 1moJis Onucanne moJs
UNLIM LIM64K — 64 Kout/c. UNLIM — 6e3
OTPaHUYEHUN CKOPOCTHU
8 |/ Cumsoun /' Pazgenurens
9 | LIM1OM CTpOKa Ckopoctb upstream (B IHTepHET)
10 SPACE Paznenurens npoben

11 10.21.0.208, [P-anpec, paznenutens ¢,

[P-aagpec abonenTa (MOTyT cle0BaTh
HECKOJIBKO MOAPS, Kax bl u3 [P-agpecon
MOJTy9aeT T€ CKOPOCTH, KOTOPBIC 3aAaHbI JIsI
3TOTO KOHTPAKTA)

12 SPACE Pazgenurens

13| // 2 CUMBOJIa

14 SPACE Paznenurenn

15 | RULE 4 cumBOJIa

16 | 43 Yucno WnentudukaTop KOHKPETHOTO MpaBuUia B
tabaune EcoBRAS

17 LF Konern crpoku 3anpoca

11.9.4 KomaHpga remove

B: remove 24372 {oid} LIM1OM/LIMI1OM 10.

E:

21.0.208, 10.210.0.207,

Komanma remove no3Bossier ynansate [P-agpeca aboHEHTOB M3 BCeX KOHTPAKTOB, B KOTOPHIX OHU
YKa3aHblI. Cunrakcuc KOMaH/bI OITMCAH B TaGJII/II_Ie HHNXKE.

Tabnuma 36
Ne IMoJge Conep:kaHue 1moJis Onucanue moJist
1 remove 6 CUMBOJIOB Komanna ynanenus IP-anpecos u3
KOHTPAKTOB
2 TAB Paznenurenns
3 | 24372 JIro6ast koMOWHaIUS TGP U IMpumeuanue. J[anHOE MOJIE B ClIydyae
IIPOIHMCHBIX M CTPOYHBIX C KOMaH/I0i remove TpedyeTcs
NaTHHCKHX 6YKE (He Goree 16 UCKITFOUUTENFHO IS €€ MPaBUILHON
CHMBOIIOB) UHTEpIIpeTanuu 00paboTInKoM
KoMaH1. MOXHO yKa3aTh J1000e
3HAa4YCHHUE.
4 TAB Pa3nenurens
5 | {oid} Crpoxka 5 cuMBOJIOB Tun KoHTpakTa (B HallIEM cilydae
Bcerna (pukcupoBaHHas cTpoka '{oid}')
6 SPACE Paznenurens
7 | LIM1OM Crpoxka: LIM 3nauenue ckopoctu | [Ipumeuanue. /JanHoe nose B ciyyae
K/M/G C KOMaHJI0¥ remove TpedyeTcst
(kumoOuT/mMeraduT/Turabur) uimm WCKITFOUMTENIBHO 11 €€ MPaBUIIbHOM
UNLIM UMHTEpHpeTanuu 00padoTYNKOM
KoMaHA. MOXHO yKa3aTh J1000e
3HAYEHUE.
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Ne Houe Coaepxanue moJs Onucanne noJs
/ Cumson /' Pasnenurens
9 |LIM1OM CTpOKa Ipumeuanue. /[anHOE 1MOJIE B CIydae

¢ KOMaH/10 remove TpedyeTcs
HCKJIIOUUTEINIBHO JUIs €€ MPaBUIIbHOM
MHTEpIpeTalnuu 00paboTINKOM
KoMaHA. MOXHO yKa3aTh JT000e

3HAYCHHE.
10 SPACE Paznenurens mpoben
11 [ 10.21.0.208, | IP aapec, pa3neinurens”,’ [P-anpec abonenra. MoxHO ykazathb

HECKOJIBKO aApECOB UCPEC3 3allATYIO.

12 LF Konen crpoku 3ampoca

11.9.5 KomaHpga killcontract

Komanga killcontract mo3Bosisier 1eaBTOpH30BaTh BCeX aOOHEHTOB, MPHUBA3aHHBIX K OMPEACIEHHOMY
KOHTpPAKTYy.

B: killcontract 24372 {oid}
E:

CuHTaKCHUC KOMaH/JhbI OIIMCaH B TaGHI/IHe HHWXKC.

Tabmuna 37
Ne Ilose Coaep:xkanue nmoJsi Onucanue nmoJs
1 killcontract 12 cumBOI0OB Komanna neapropusanuu Bcex
a0OHEHTOB, MTPUBSI3aHHBIX K KOHTPAKTY
2 TAB Paznenurens
3 24372 JIroOast komOuHanms udp u WnentudukaTop KOHTpaKTa
MIPOIMKUCHBIX ¥ CTPOYHBIX
naTuHCKUX OyKB (He 6oiee 16
CHUMBOJIOB)
4 TAB Paznenurenn
5 | {oid} Ctpoxka 5 cuMBOJIOB Tun koHTpakTa (B HalllEM cllydae
Bceraa GUKCUpOBaHHAs cTpoka '{oid}")

11.9.6 KomaHpa statall

Ha noprty ¢ Homepom 2225 takxke 10CTynHaA cepBUCHas KoMaHa statall, mo BbI30By KOTOpOit
BBIBOJMTCS HHPOpManus o Tpadhuke BceX aODOHEHTOB.

S telnet 2.2.2.2 2225

Trying 2.2.2.2...

Connected to 2.2.2.2.

Escape character is '~]°'.

statall

10.210.0.81: rx bytes=5630281 tx bytes=1211117 rx packets=6201
tx packets=11017
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10.210.0.82: rx bytes=133560825 tx bytes=7870065 rx packets=109851

tx packets=53843

10.210.0.83: rx bytes=0 tx bytes=0 rx packets=0 tx packets=0

11.9.7 KomaHpga clearall

HaHHaﬂ KOMaH/Jla UCTIOJIB3YCTCA IJIA YAAJICHUA BCCX IMOJIMTUK, ,Z[OGaBJ'IeHHBIX Yepe3 KOHCOJIb

OWJUIMHTA.

11.10 KomaHpab! CLI ana moHuTOopuHra un ynpaeneHus BRAS

Hns moacucremsl ECOSGE BRAS nipenycMoTpen psiji KOMaHa, KOTOPbIE TO3BOJISIIOT BBIBOJAUTH
KpaTKyIo U MoapoOHyI0 nHpopmanuio 06 oocmyxkruBaeMbix [P-anpecax u KOHTpakTax, IPUMEHSIEMBIX
IIOJIMTUKAX U cepBHcax, a TaK¥Xe HpOI/ISBOI[I/ITI) C6pOC a6OH€HTCKI/IX CGCCI/II\/JI 158 OLII/ICTKy BCTOK
koH(purypamun BRAS. B Tabnuiie HIbke JaHO KpaTKOe OMUCaHKME BCEX MPeayCMOTPEHHBIX KOMaH/I.
[TogpoGHOE onMcaHne KOMaH/I CIEAYET MOCIE TaOTUIbI.

Ta0Omuma 38

Komannga

HeiicTBue

clear brascontract <id>

3aKpBITI/Ie ceccuH abOHEHTa C YKa3aHHbIM HOMCPOM
NEPCOHAJIBHOTO KOHTPAKTa UJIN BCEX ceccuii aOOHEHTOB ¢
YKa3aHHbIM HOMEPOM O6IJ_IGFO KOHTpakKTa.

clear brasinfo { <IP-agpec> | all }

VY nanenue napopmauu 00 abOHEHTCKUX CECCUSIX U3 TAOIHUIIBI
BRAS. Aprymentamu komMaH eI MOTYT ObITH IP-anpec mmm
kiroueBoe ciioo all. [Ipu ykazanuu [P-agpeca
COOTBETCTBYIOIIasi aDOHEHTCKas ceccus OyIeT 3aKphITa.

droppolicies OuncTka BeTkH KOHGUrypamuu system.bras.policies
dropradius OuncTka BeTKH KoHpUrypauu system.bras.radius
dropservices OuncTka BeTkH KOHpUTypaiuu system.bras.services

show brascontract <id>

BriBo nH(OpMAIM 0 KOHTPAKTE M CBA3aHHBIX C HUM
a0OHeHTax

show brascontracts

BBIBOI[ CIIMCKa aKTUBHBIX KOHTPAKTOB, T. €. TCX, B KOTOPLIX €CTh
XOTs OBl OoHa OTKpPbITasd a0OHEHTCKas ceccHs

show brasinfo { <IP-
aapec_1>[~<vid>] | <amamazon
IP-agpecoB>[~<vid>] |
<moxacern>[~<vid>] |
<ums_noautuxkm> | all }

BriBoa nmoapoOHOit unu kpatkoii nHpopManuu 00 aOOHEHTCKUX
ceccusix. ApryMeHTaMu KoMaH bl MoryT ObITh [P-anpec,
nuanas3oH [P-angpecos, noxcers, MMs MOJTUTHKHN WU KIKOYEBOE
cnoso all. T IP-anpeca, nuanaszona IP-agpecos u noaceru npu
Hamuuu JuneH3nn VLAT moxHo yka3eiBath VLAN ID u
muana3sod VLAN ID

show brasinfo summary

BriBo nH(OpManyu 0 CO3MaHHBIX MOTUTUKAX U COCTOSTHAH
0a3el naHHbIX BRAS

show brasstate

BrBon naopmarum o cocrosiann BRAS

11.10.1 KomaHabl npocMmoTpa

« show brascontract <id>
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JlaHHast KOMaH/a BEIBOJUT WH(POPMAIIHIO O KOHTPAKTE M CBA3aHHBIX C HUM a0OHEHTAX: THUI KOHTPAKTA
(Shared/Not Shared, T. e. 00mMii K nepcoHanbHsbI), IP-anpec aboHeHTa, craTyc aBTOpHU3aluy,
MPOJOIDKUTEIHLHOCTh CECCHH U CTaTUCTHUKA MPUHATHIX U OTHPABICHHBIX 0alTOB M makeToB. Ecin B
KOHTpakTe ecTh a0oHeHTH! [Pv6, rcnonb3ytomuye aenerupoBaHHble MpeQUKChI, TO ITH Mpe(UKCHI
OyAyT BKJIIOUEHBI B BBIBOJI KOMAH/IbI, €CIIM COOTBETCTBYIOmME aTprlyThl Delegated-IPv6-Prefix 6bumn
nonyuyeHsl oT RADIUS-cepBepa. [[jst 0011ero KOHTpakTa TakyKe BHIBOJUTCS CBOJIHAS CTaTUCTUKA
0aliTOB M TTAKETOB 110 BCEM a0OHEHTaM JIaHHOTO KOHTpakTa. Hike 1an mpumep BBIBOAMMOIMA
nHpOpMaIUHU A7 00IIEro KOHTPAKTA.

EcoSGE:# show brascontract sharedl

Shared 192.168.55.6 Authorized 2m30s Bytes rx/tx:
7832582/115571751; Packets rx/tx: 45613/119596

Shared 192.168.55.7 Authorized 1m45s Bytes rx/tx:
7951843/99673922; Packets rx/tx: 47917/199925

Shared 192.168.55.5 Authorized 3m20s Bytes rx/tx:
7595493/95415626; Packets rx/tx: 49795/92433

Shared 3001::2 Authorized 1ml5s Bytes rx/tx: 0/0; Packets
rx/tx: 0/0

Shared 3001::1 Authorized 1m50s Bytes rx/tx: 0/0; Packets
rx/tx: 0/0

Delegated IPv6 Prefixes:

3001:db8:1101::/48

3400:ca00:3000:240::/60
============================ Shared Configuration

Current service: "servicesh2" (Enabled)

Configured data rate upstream 1022 Kb/s
Configured data rate downstream 1022 Kb/s

Policer byte drop upstream/downstream 0/6083734
Policer packet drop upstream/downstream 0/4019
Bytes downstream 23379918

Bytes upstream 328286141

Packets downstream 133335

Packets upstream 315275

o show brascontracts

JlanHast KOMaH/1a BBIBOJUT CIIMUCOK aKTUBHBIX KOHTPAKTOB (TIEPCOHANIBHBIX U OOIINX), TO €CTh TeX
KOHTPAKTOB, B KOTOPBIX UMEETCS XOTs OBbI OJTHA OTKPHITAast a00OHEHTCKAsI CECCHSL.

EcoSGE:# show brascontracts
shl

sh2

persl

pers2

o show brasinfo { <IP-aapec 1>[~<vid>] | <nmana3on IP-agpecoB>[~<vid>] |
<noacerb>[~<vid>| | <ums_mosutuku> | all }

JlanHasi KOMaH/1a, B 3aBUCUMOCTH OT apryMEHTa, BBIBOJAUT MOJIPOOHYI0 UK KPATKYI0 HH(POPMAIIHIO 00
a0OHEHTCKHUX cecCUsix. ApryMeHTaMu KoMaH sl MOTYT ObITh IP-anpec, nuanazon [P-agpecos, moacers,
UM TOJIUTUKY WK KiroueBoe ciioBo all. [l IP-anpeca, nuanazona IP-anpecos u nojacetu npu
Hanuuuu Junen3un VLAT moxso ykassiBath VLAN ID u nuanazon VLAN ID
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[Tpu oTmipaBKe KOMaH/BI ¢ KIFO4YEBBIM c10BOM all BEIBOIUTCS KpaTKas HH(opMaIys 0060 Bcex
aboHeHTCcKuX ceccusx. [Ipumep BbIBOIA:

EcoSGE:# show brasinfo all
Bras info for addresses 0.0.0.0-255.255.255.255:

10.210.1.0 Authorized 1m30s Bytes rx/tx: 0/60; Packets rx/tx: 0/1
10.210.1.234 Authorized 3m20s Bytes rx/tx: 0/60; Packets rx/tx: 0/1
10.210.1.89 Authorized 4ml15s Bytes rx/tx: 17464/0; Packets rx/tx:
118/0

IIpu yxazanuu IP-agpeca BoIBOIUTCS MOPOOHAs HHPOPMALIUS O CECCUU M TPUMEHEHHBIX CEpBUCAX

11 faHHOTrOo aboHeHTa. [Ipumep BbIBOAA:

EcoSGE:# show brasinfo 1.2.3.4
Bras info for address 1.2.3.4:

Subscriber 1.2.3.4
Contract gqg0

Origin RADIUS

Mac 11:11:11:11:11:11
Main TTL 12

Policy policyd

Status
Accounting status

Authorized

Start

unlim Kb/s
unlim Kb/s
0/3185938

Configured data rate upstream total
Configured data rate downstream total

Policer byte drop upstream/downstream total
Policer packet drop upstream/downstream total

Bytes upstream total

Bytes downstream total
Packets upstream total
Packets downstream total
Session uptime

Session timeout expires in
Idle timeout expires in
Interim interval expires in

471087
17246003
6605
11436
158 s
10961 s
28728 s
0 s

0/2105

Shared service: "servicesh2" (Enabled)
Configured data rate upstream
Configured data rate downstream

Policer byte drop upstream/downstream
Policer packet drop upstream/downstream
Bytes upstream

Bytes downstream

Packets upstream

Packets downstream

4999 Kb/s
4999 Kb/s
0/6083734
0/4019
839948
25460597
11657
16880

1. "servicea" (Enabled)
Configured data rate upstream

unlim Kb/s
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Configured data rate downstream unlim Kb/s
Policer byte drop upstream/downstream 0/0
Policer packet drop upstream/downstream 0/0
Bytes upstream 471087

Bytes downstream 14060065

Packets upstream 6605

Packets downstream 9331

Ecmu nns ykazannoro [P-anpeca HeT ceccuit, To Oy1eT BEIBEJICHO CIICIYIOIIEe COOOIICHHE:

EcoSGE:# show brasinfo 10.210.0.212

Bras info for address 10.210.0.212: not found

[Ipu ykazanuu quana3oHa, BKIIOYAIOLIEro B ce0s He 6onee MusuinoHa [P-aapecos, BeIBoAUTCS
noipoOHast mHpopMaIus 00 aDOHESHTCKUX CECCUSIX JUISl YKa3aHHBIX apecoB (Kak At KoMaHabl show
brasinfo <IP-aapec>). Ecnu yka3aHHbIi [uanazoH cofepuT Oosiee MIILTHOHA aapecoB [P-agpecos,
TO BBIBOJIUTCS KpaTKas nH(opmanus 06 aboHEeHTCKHX ceccusx (Kak aiist koman bl show brasinfo all).

BriBoa nadopmarun 11 60b1oro konmdyectsa [P-agpecoB MoKeT 3aHATH HEKOTOPOE BPEMSI.
BrinonHenue komaH bl MOXHO npepBath HaxkatueM [Backspace] win [Ctrl+C].

B tabnune HuKe npuBEACHO ONMCAaHNE JaHHBIX, BEIBOAUMBIX KoMaH 101 show brasinfo <IP-agpec>.

Tabmuma 39

IToae

Onucanue

Status

Craryc aboHEHTa

Accounting status

Configured data rate upstream
total

VYcTaHoBNIEHHBIE 11 @0OHEHTA OrPaHUYEHUS POITY CKHOM
CIOCOOHOCTH MCXOJAIIETo KaHaa (KOuT/c)

Configured data rate YcTaHoBIIEHHBIE /17151 a0OHEHTA OTPAHUYCHUS TIPOITY CKHOM
downstream total CIOCOOHOCTH BXOJIAMIEro KaHana (KOUT/c)
Policer byte drop KonudecTBO OTOPOIIEHHBIX UCXOASIINUX/BXOASAIINX OaNTOB,

upstream/downstream total

KOTOpbIE HEe yJanochk 00paboTaTh MPH yCTaHOBIECHHBIX
OTPaHUYEHUSIX CKOPOCTH Mepeiaun

Policer packet drop
upstream/downstream total

KonndecTBo OTOPOIIEHHBIX HCXOSIINX/BXOISAIINX ITAaKETOB,
KOTOpbIE HE YJanoch 00paboTaTh MPH yCTaHOBIECHHBIX
OTPaHUYCHUSIX CKOPOCTH TIepeIaun

Bytes downstream total

O01m1ee KOMMYECTBO MPUHSTHIX OAHTOB

Bytes upstream total

O0111ee KOMUYECTBO OTIPABICHHBIX 0AaHTOB

Packets downstream total

OO111ee KOIMYECTBO MPUHSTHIX TAKETOB

Packets upstream total

OO11ee KOIMYECTBO OTIPABICHHBIX MTAKETOB

Session uptime

HpO,I(OJ'DKI/ITCJ'IBHOCTL CCCCHUHU B CCKYHIaAX

Session timeout expires in

BpeMH (B CCKYH,I(aX), OCTaBHICCCA MO aBTOMATHYCCKOI'O 3aBCPUICHUA
ceccun. Ilo ncreueHnu JaHHOTO BPEMCHU CECCHUA YOAATIACTCA U
co31aéTcs HOBas

Idle timeout expires in

Bpewms (B cexkyHaax), ocTaBIIeeCs 10 aBTOMAaTUYECKOTO 3aBEPIICHUS
CECCUM 10 NPUYMHE HEAKTUBHOCTH

Interim interval expires in

Bpewms (B cexyHax), octaBlieecs 10 3aBEpILIECHUs HHTEpBaja
AKKayHTHHIa

HNudpopmanus o cepucax

Enabled/Disabled

| CocTosiHue cepBrCa: BKITIOUEH/BBIKITIOUCH
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Onucanne

Configured data rate upstream

Y CTaHOBIIEHHBIE CEPBUCOM OI'PAHUYEHHUS OIPAHUYEHHUS IPOITY CKHOM
CIOCOOHOCTH MCXOJAIIETo KaHana (KOuT/c)

Configured data rate Y cTaHOBIIEHHBIE CEPBUCOM OTPaHUUYEHUSI OTPAHUYEHUS MPOITY CKHOM

downstream CIOCOOHOCTH BXOJIAIIEro KaHana (KOUT/c)

Policer byte drop KonudecTBO OTOPOIIEHHBIX UCXOASIINX/BXOASAIINX OaNTOB,

upstream/downstream KOTOpBIC HE yJaI0ch 00paboTaTh B JAHHOM CEPBHCE NIPU
YCTaHOBJICHHBIX OTPAHUYCHUSIX CKOPOCTH TepeIavun

Policer packet drop KonndecTBo 0TOPOIIEHHBIX UCXOMSIINX/BXOSIINX TTAKETOB,

upstream/downstream KOTOpbIE HE yJanochk 00paboTaTh B JAHHOM CEpBHCE IPU

YCTAHOBJICHHBIX OI'PaHUYCHHUAX CKOPOCTH NI€pCaadn

Bytes downstream KonmyectBo 0aiiTOB, MOIy4eHHBIX 2800HEHTOM

Bytes upstream KonnyecTBo 6aiiToB, OTIpaBIeHHBIX A00HEHTOM

Packets downstream KoanuecTBo makeToB, NOJy4YE€HHBIX a0OHEHTOM

Packets upstream KonnyecTBo makeToB, OTIPaBICHHBIX A00HEHTOM

[Tpumep BoiBoga show brasinfo mis rpynmoBoit cratuueckoi monutukw (staticshared):

EcoSGE:# show brasinfo policyl
Bras info for policy policyl:

Subscriber policyl
Contract Undefined
Mac 00:00:00:00:00:00
Policy policyl

Status

Accounting status

Configured data rate upstream total
Configured data rate downstream total

Authorized
Alive
unlim Kb/s
unlim Kb/s

Policer byte drop upstream/downstream total 0/102952
Policer packet drop upstream/downstream total 0/68
Bytes upstream total 26508

Bytes downstream total 699468

Packets upstream total 394

Packets downstream total 462

Session timeout expires in 86393 s

Idle timeout expires in 28800 s

Interim interval expires in 53 s

Common service: "serviceTotal" (Enabled)

Configured data rate upstream 4999 Kb/s
Configured data rate downstream 4999 Kb/s

Policer byte drop upstream/downstream 0/0
Policer packet drop upstream/downstream 0/0

Bytes upstream 26508
Bytes downstream 699468
Packets upstream 394
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Packets downstream 462

1. "servicel" (Enabled)

Configured data rate upstream 999 Kb/s
Configured data rate downstream 999 Kb/s
Policer byte drop upstream/downstream 0/102952
Policer packet drop upstream/downstream 0/68
Bytes upstream 26508

Bytes downstream 596516

Packets upstream 394

Packets downstream 394

2. "service2" (Enabled)

Configured data rate upstream 1999 Kb/s
Configured data rate downstream 1999 Kb/s
Policer byte drop upstream/downstream 0/0
Policer packet drop upstream/downstream 0/0
Bytes upstream 0

Bytes downstream 0

Packets upstream 0

Packets downstream 0

e show brasinfo summary

JlanHast KOMaH/a BBIBOJUT UH(DOPMAIIHIO O CO3/IaHHBIX ToMuTHKaXx BRAS, konmmuecTBe aOOHEHTOB, K
KOTOPBIM NMTPUMEHEHBI 3TH IMOJUTHKH, CTATyCE aBTOpU3AIIMU AOOHEHTOB, a TaK)Ke WH(OPMAITHIO O
coctostunu 0a3bl nanHbIX BRAS. IIpumep BbIBOAA:

EcoSGE:system# show brasinfo summary

Policy Subscribers
policya 3
policyb 3

Authorization 0
Authorized 4
Rejected 0
Error 2
Deleting 0

Shared contract stats:

Database queue used/total: 0 / 524288 (0.0%)

Database strings used/total: 0 / 1572864 (0.0%)

Database contract data used/total: 0 / 524288 (0.0%)

Database ip entries used/fair/total: 0 / 104857 / 2621440 ( )

0.0
0.0

o° o

Database used contract: 0 / used connection: 0 / total: 1048576 ( )
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« show brasstate

JlanHast KOMaHa pegHa3HavYeHa 11 mpocMoTpa coctosiHus BRAS. Ilpumep BbiBojA:

EcoSGE:# show brasstate
Default access: BLOCK
State : ENABLED

BriBOJT KOMaH bl COJIEPIKUT JIBA TTOJIS:
Default access — aeiictBue no ymonmuanuto (BLOCK unu PASS),
State — cocrosinne BRAS (BKITIOUEH/BBIKITIOUCH).

Cpasy nocie 3arpy3ku BRAS paGotaeT B pesxume nporyckanus BCero Tpaduka, 4To0bl BBITOIHAIOCH
o0ciTy>)knBaHHe a0OHEHTOB B TO BpeMsi, ITOKa €mIE He 3arpyKeHa HHPOpManus U3 CHCTEMBbI OUJUTHHTA
(default access — pass). ITocne 3arpy3ku 6a3sl BRAS nepexitouaercs B OCHOBHOM pesxuM paboThl,
KOT'/1a 3anpeniéH Tpaduk oT TeX aOOHEHTOB, KOTOPBIC B OWILTHHTE He pa3penicHbl SBHO (default access
— block).

11.10.2KomaHabl 3aKpbITUSA ceccui

e clear brascontract <id>

JlaHHast KOMaH/a 3aKphIBAET CECCUI0 ADOHEHTA C yKa3aHHBIM HOMEPOM MEPCOHATIBHOI0 KOHTPAKTA WIIN
BCE CecCUU A0OHEHTOB C YKa3aHHBIM HOMEPOM 001Iero KoHTpakTa. [Ipy BBINMOIHEHUN KOMaH/IbI
BeIBOZIATCS [P-aipeca aOOHEHTOB, UbM CECCUM OBLTH 3aKPBITHI. DTHM a0OHEHTaM NOTpedyeTCs
noBTopHas aBropusauus yepe3 RADIUS-cepsep. [Ipumep BoiBOa:

EcoSGE: # clear brascontract shl
Process...

66.77.88.99

1.2.3.4

5.6.7.8

Done

e clear brasinfo { <IP-aapec> | all }

JlaHHas KOMaHJa MpeHa3HaueHa /i yaneHus vHpopMauu 00 aOOHEHTCKUX CEeCCHSIX U3 TaOJUIIbI
BRAS. Aprymentamu komMaH eI MOTYT ObITE [P-anpec wmu kimroueBoe ciioBo all. [pu ykazanun [P-
ajipeca COOTBETCTBYIOIAsl aDOHEHTCKas ceccusi OyneT 3aKpbITa. [IpumMephl BBIMOIHEHUS KOMAH/IbI:

EcoSGE:# clear brasinfo 10.210.30.4
Success

EcoSGE:# clear brasinfo all

Bras table purged

Ecnu HacTpoeH akkayHTHHT, TO MPU BHINOJHEHUU KoMaH bl clear brasinfo <IP-agpec> cHavana Ha
RADIUS-cepsep otnpasisiercs 3anpoc Accounting Stop, 4ToObI 3aKpITh CECCHIO, 1 TOJIBKO MIOTOM
ceccus ynansercs u3 tadbnunsl BRAS. Ilpu Bemonnenuu clear brasinfo all npoucxonut Tonbko
yaaneHue 3anucei o ceccusx u3 Tabmauisl BRAS.
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11.10.3KomaHabl 0O4MMUCTKKU BETOK KOHcpurypauum BRAS

Jlnst ounctku BeTok KoHpurypanun BRAS npemycMoTpeHs! ciienyonie KOMaH/Ibl:

o droppolicies — ounctka BeTku kKoHpurypaiuu system.bras.policies
e dropradius — ouncTka BeTku KoH(puUrypamuu system.bras.radius
e dropservices — ouncTKa BeTKH KOH(pUTypanuu system.bras.services

[Tocne BeIMoOTHEHHS TF000I U3 TPEX BhINIEyKa3aHHBIX KOMaH HEOOXOAUMO OTIPABUTH KOMaHTy
apply, 4ToObI U3MeHEeHUsI KOHPUTYpallMK BCTYTHIN B CHITY.

11.11 CepBucHas KoHconb BRAS

Ha TCP-nopty 2226 ynpasistoiero uarepdeiica ECoOSGE noctynna cepucHas koHcoinb BRAS,
KOTOpas MO3BOJISIET OBICTPO y3HATh napameTpsl BRAS mis abonenra no IP-agpecy mwinu Homepy
KoHTpakTa. Huxe naH npuMmep NoaKIr04eHUs K CEpBUCHON KOHCOJIM U 3ampoca nHpopMauu oo
abonenre 1o [P-anpecy.

S telnet 2.2.2.2 2226

Trying 2.2.2.2...

Connected to 2.2.2.2.

Escape character is '*]'.

Start connection...

Please use next commands:

ip ADDRESS - for show information about address contract
NUMBER - for show information about contract
> ip 10.210.0.81

IP => 5100d20a

Contract number = 54174

Upload speed limit = 102400 KB

Download speed limit = 102400 KB

>
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12 Moacucrtema DPI

[Moncucrema DPI mo3BossieT oneparopam CBSI3M M MHTEPHET-NPOBaiiiepaM BBIIOIHATH TPEOOBAHHUS
®enepanpaoro 3akona Ne 139-@3 ot 28 utomnst 2012 roxa, kacaromuecs: orpaHIYeHHUS U OJOKUPOBAHUS
JOCTYyTIa K HeXKeNaTeIbHBIM M 3alpeIlEHHBIM pecypcaM B ceTH MHTepHeT, a Takke OKa3bIBaTh YCIYTH
THUIA «JIeTCKUI nHTepHEeT». [laHHas GyHKIMOHATBLHOCTH COOTBETCTBYET BCEM TPEOOBAHHAM U MPOILILIA
TectupoBanue PockomMHan30pa (opHuIManIbsHOE 3aKII0YEHHE JOCTYITHO MO CCHUIKE).

OynknuronanbHOoCcTh DPI noctynHa npu Hamwauu nunen3uu EcoDPIxxxx-LIC. Mudopmarnus 06
YCTaHOBJICHHBIX JTUIICH3UAX BBIBOAUTCS KoMaH ol show license (cm. pa3nen "Konconb OuwmuHTa 1
npotokos ECOBRAS").

OunbTpanys Tpaduka MoxeT nmpou3BoaAnuThCs 1o Equaomy peectpy Pockomuanzopa (PKH),
MOJIb30BATEIBCKUM CITUCKAM MHTEPHET-PECYPCOB U/ CETEBBIM MPOTOKOJIAM.

B cranmapTHO# KOHGUTYpaluu MOAAEPKUBAIOTCS 10 25 HacTpauBaeMbix DPI-cinckoB, Kaxblil 3
KOTOPBIX MOXKET OBITh MO0 YEPHBIM (CITUCOK 3aMPEHIEHHBIX PECYPCOB), JIMOO OEIBIM (CITHCOK
paspeménnbIX pecypcoB). [1o TpeboBaHuMIO 3aKa3unKa KOTMYECTBO MoaepxuBaeMbix DPI-cinckos
MOJKeET OBITh yBenrueHo (MakcumyMm — 1000).

B kaxnom DPI-crincke MOXHO HACTPOUTH MEPEHANPABICHNE HAa CTPAHUILY OJOKMPOBKH («IOCTYTI K
pecypcey 3anpemén»). [lonnepxubaercs: GUIBTPALMS M0 MOICETSIM.

Jus HTTPS u QUIC version 1 (RFC 9000) mognepxxuBaercs punbtpanus mo SNI (Server Name
Indication) ¢ pa3pbpIBOM COEIMHEHHMSI C 3aNpelIEHHbIM pecypcoM. Eciu B 3ampoce 0TCyTCTBYET moJie
SNI, To Takoii 3anpoc nporyckaetcs mpo3payuno. [Ipu atom nst HTTPS nposepsieTcst BXxoasimuii
ceptuduKat cepBepa, Ha KOTOPbI ObLT oTIpaBieH 3anpoc. Ecnu B cepTudukare ykazan
3anpen€HHbIi QUIbTpaMu pecypc, TO COEUHEHHUE C CEPBEPOM pa3phIBAETCA.

Bo3moskna gunbTparnus Tpaduka onHoBpeMeHHO 1o HeckosbkuM DPI-criuckam. I1pu oqHOBpeMeHHOM
cpabaTbIBAaHUU HECKOJIBKMX CIIMUCKOB Oy/€T BBIOJIHATHCA AEUCTBUE, 3aJaHHOE JUIsl CITUCKA C
HaUBBICILIUM IPUOPUTETOM (C HAUMEHBILIUM HOMEPOM).

CpaOaTbIBaHHE 110 YEPHOMY CIIMCKY O3HAUYaeT 3arpeT AoCTyma K crpanule. B atom ciyuae HTTP-
coeZMHEeHUE OyIET epeHanpaBiIeHo Ha 3aJaHHy0 B KoHpurypamun crpanuiy, a HTTPS nwimm QUIC
coenuHeHue Oyaet 3akpbiTo o RST.

CpabatbiBanue Mo 6e10My CIUCKY O3Ha4yaeT pa3pellieHue A0CTymna K cTpanuiie. OTCYyTCTBUE COOBITUS
1o 0eJI0My CIHCKY 03HAYAET, YTO JIOCTYII IO YMOJTYAHHUIO 3amnpeni¢H (1 OyaeT BBITIOTHEHO
TepeHanpaBjieHe Wik 3aKpbiTue). OqHAKO A00OHEHT MOKET OBITh MOMUCAH Ha HECKOJIBKO OeIbIX
CIIMCKOB OJTHOBPEMEHHO, U B TAKOM CJTydae JIJIsl IOCTyIIa K CTPAHHUIIE JOCTATOYHO, YTOOBI CpaboTa
XOTs OBl OIMH U3 HUX.

12.1 CospaHue u HacTpouka DPI-cnuckos

Hactpoiika noxcucremsl DPI nponsBoautcs B BeTke system.dpi. BkiroueHue u BeIKIIOUEeHNE
noacucreMsl DPI nponsBoauTcest HemocpeACTBEHHO B BeTke system.dpi komangamu enable u disable
COOTBETCTBEHHO.

B 3aBojckoit koH(puUrypanuu Betka system.dpi umeeT cienyromuii BUI:
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EcoSGE:system.dpi# 1s
disable
functionality mode normal nat
rkn
{
source rkn
login ""
password ""
list number none
list number soc none
proxy ""
upload dump server ""
}
revisors ( )
shortlist
{
disable
timeskew utc
server ip and port 0.0.0.0:0
}
block fast response on
blocked session timeout
{
tcp 300
udp 300
icmp 60
other 300
}

wait time 120

B Tabnmuie HIKE ONMCAHBI MapaMeTphl BETKH system.dpi B 3aBO/ICKOI KOH(MUTYpaIUH.

Tabmua 40
ITapamerp Onuncanne
{ enable | disable } Cocrostaue noacuctemsl DPI: BkimtoueHa (enable) nnm BeIkTrOUeHa
(disable)
functionality mode PexxuM paboThl B 3aBUCUMOCTH OT cXeMbl nojkioueHnss EcoSGE:
e normal_nat s cxemsl "B pa3phiB';
e double_mirrored_traffic nns cxemsl ¢ 3epkanipoBaHUEM.
[TonpoOHas nHGOpPMAIUS COAEPKUTCS B pasnese "3aBUCHMOCTh
pabotel ECOSGE ot cxembl moakitoueHus"
rkn [Toxarpymnma mapamMeTpoB JJIsi HACTPONKH (PUIBTPAIIH IO PEECTPY
Pockomuamzopa (cm. paznen "dunbrpanus no peecTpy
Pockomuamzopa')
shortlist [Toxarpymnma mapamMeTpoB JJisi HACTPOHKH JIOTUPOBAHHS CPaOaThIBAHHS
DPI-cnnckos (cM. paznen "Shortlist")
block fast response Brxurouenue/BeikiodeHne 00padbotku HesanpomieHHbIX HTTP-otBeTOB
(cm. pazgen "O6paboTka HezanporeHHbix HTTP-orBeToB")
blocked session_timeout { [To3BonsieT 3agaTh TaiiM-ayThl B CEKyHIaX JJIs1 3a0JJOKMPOBAHHBIX
tep | udp | icmp | other } ceccuii TCP, UDP, ICMP u apyrux npoTokoJos,
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[Hapamerp Onucanne
<value> uHKarncynupoBanHbiX B [P (moarpynmna "Other"). Ilo ucreuenun taiim-
ayTa 3a0J0KMpOBaHHas1 ceccust OyJIET 3aKphITa, a COOTBETCTBYIOILAs €1
3amuch OyJeT yajaeHa u3 o0men TaOIuIbl CecCuit
wait_time MakcumanbHO I10IyCTUMOE BpeMs BolnoiaHeHus onepauuii CURL,

TaKuX Kak 3arpyska peectpa PKH mim monp30BaTebckux CIIMCKOB
¢unbTpanuu. MoxxHo 3a7aBath B auana3one ot 20 1o 600 cexynna. 1o
ymomuanuto 120. [Tapamerp He npumensiercst k oneparusim cURL,
CBSI3aHHBIM C 3arpy3KOi MPOIIMBOK, (ailloB KOHYUTYPAITUH WITH
OMOIMOTEK CUTHATYP

B 3aBozckoit koH(puUrypauuu BeTka system.dpi He COAepKUT TapaMeTPOB, OMPEACIIAIONINX TO, C
kakux [P-angpecoB mogcucrema DPI nomxkna aHanmu3upoBaTh Tpaduk U Kakue ASHCTBHS BBITIOIHATh
npu oOHapyskeHuH 3Toro Tpaduka. [Ioaromy HE06X0IUMO CO3/1aTh OAMH MM HeCKosbKo DPI-

CITMCKOB.

st cozpanust DPI-crincka HeoO6xoaumo otnpaBuTh koMauay create dpilist N, rie N — Homep u3
YCTaHOBJICHHOTO JIMara3oHa (B cTaHmapTHOW KoHpurypanuu — ot 0 10 24; mo Tpe0oBaHUIO 3aKa3urKa
KOJIM4YeCTBO mopaaepkuBaeMbix DPI-crickoB MoxeT ObITh yBenmueHo; makcumyM — 1000). ITocne
BBITIOJTHCHUS TAHHOW KOMaH bl (Hampumep, create dpilist 0) B BeTky system.dpi Oyner qoGaBiena
nouepHsisi Betka dpilistN co ciemxyronm HabOpoM mapamMeTpoB:

EcoSGE:system.dpi# 1s

dpilistO
{
disable

whitelist mode off

log matches off

log pictures off
exceptions off
direction egress
behaviour block
redirect use interval off
redirect interval 600
redirect interval url 2592000
redirect url " "

tls esni match on
color direction both
color tos byte 32
download url " "
source interface "mng"
update schedule never
protocols ( )

proto categories ( )
quic sni match off

acl none

aclv6 none

JIr060it DPI-cricok MOKHO OTAEIbHO BKIIOYHUTE WIIM BBEIKIIOUUTE KoMaHAaMu enable u disable,
BBINIOJTHEHHBIMU B BETKE €0 apaMeTpPOB.

EcoSGE v3.1.7.1.0. PyKOBOACTBO MMOJIb30BATENS 132



D) RDP

[Ipu co3znanum u HacTpoliKe HECKONIBKUX DPI-CIMCKOB cineayer MOMHUTB, YTO OHU IPUMEHSIOTCS B
nopsiike yObIBaHUS IpUOpUTETa (BO3pacCTaHUs HOMEPA).

Jnsa ynanenus DPI-criucka HeoOxoaumo oTnpaButTh komanay no dpilist N, raie N — Homep ot 0 10 24.
B tabnuie Hmke naHo onucanue napamerpos DPI-crmcka.

Tao6muma 41

ITapamerp Onucanue

enable / disable OmnpenensieT cocTosiHUE cIUCKa: enable — BkitouéH, disable — BbIKITIOUEH

whitelist mode 3a1aéT TUI 3arpy>’kaeMoro CIMCKa HHTEPHET-PECypcoB (CM. mapaMeTp
download_url Hmxe). U€pHslii cniucok (3HaueHue off) onpenenser, k KAKUM
pecypcam mocTy 3anpemés. bensiii cincok (3HaueHue on), HAOOOPOT,
paspemaer JOCTyH TOJIBKO K TIEPEUNCIIEHHBIM pecypcaM U, HalpuMep, MOXKET
OBITH MCIOJIB30BAH JJISl OPraHU3ALMHU «JIETCKOT'O HHTEPHETA.

benblii ciucok MoxeT coaepxkath Tobko [P-anpeca, Tonsko URL unu IP-
agpeca u URL. Eciu ciiucok copepxut IP-anpeca u URL, To miis kaxzaoro
URL nomxken ObITh IpoTiMcan cooTBeTCTBYIomuUM [P-aapec (agpeca), B
KOTOPBIN OH OyeT mpeoOpazoBhIBaThCs. ECu CIMCOK COMEPKUT TOIHKO
URL, To [P-agpeca nmponuceiBaTh HE HAJO.

log_matches Omnpenensiet, OyA€T U BBITOIHATHCS JIOTHPOBAHUE 0OpAaIllEeHUN K
3ampeni€HHbIM aapecaM. 3HadeHus: on, off

log pictures Omnpenensiet, OyA€T U BHITIOIHATHCS JIOTHPOBAHUE N300paKeHUH Ha cailTax.
VYuuteiBatotces popmartsl *.bmp, *.gif, *.jpeg, *.jpg, *.png, *.tif, *.tiff.
3uadenus: on, off

exceptions [Ipumenser crnucok UckIro4eHn k nanHoMy DPI-criucky. 3nauenus: on, off.
Cwm. pazznen "Koncounp 6minunra u npotokoia EcoBRAS".

direction Omnpenensier, Ha KAKOM HampaBJIeHUN HEOOXOAMMO aHAIM3UPOBAThH TPAPUK.
Bo3mokHBIE 3HAUCHHUS:

o egress — ucxomsamuil Tpagux (LAN — WAN, no ymon4anuto);
e ingress — Bxoaauwmii tpapuxk (WAN — LAN);
e both — ananu3upoBath Tpapuk Ha 000UX HAMIPABICHHUIX

behaviour Omnpenensier neiicTBue, MpUMEHsIeMoe K TpaduKy MpH cpadaThIBAHUH yCIIOBHUS
4EPHOTO CIMCKA WK HecpabaThIBaHUU YCIIOBHSI OEJIOT0 CITUCKA!

e block — 6noxuposka HTTPS u HTTP; nepenanpasnenue HTTP, eciu
3a1aH nmapametp redirect url; 15 ceccum mpooiKaeT AeHCTBOBATh
COOTBETCTBYIOIIUI TaliM-ayT, 3aJJaHHBII B BETKE KOH(DUTYpaLuu
system.dpi.blocked session_timeout;

e redirect — nepenanpasieane HTTP (00s3aTenbHO TOKEH OBITH
3anan napametp redirect url), nponyckanue HTTPS;

e drop — 61okupoka HTTPS u HTTP 6e3 ornpaBku makeroB TCP RST
Y TIEpEHaNPABICHUS; AJI1 CECCUM MPOJIOKAET IEHCTBOBATH
COOTBETCTBYIOIIUIN TaiiM-ayT, 3a/IaHHbII B BeTKe KOH(PUTYpariuu
system.dpi.blocked_session_timeout; Ha KaXJ0M HOBOM IaKeTe
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CeCCHHU OTCUYET TaliM-ayTa HAYMHAETCS 3aHOBO;

e color — mapkupoBka (DiffServ);

e ignore — He IPUMEHATh HUKAKUX AecTBUi. Tpaduk mocTynur Ha
aHanu3 B creayromuit no npuopuretry DPI-criucok (mipu ero
Hanmuuun). Ecnu nqpyrux DPI-crinckoB HeT, To Tpaduk cpa3y
nepenaércs JaNbIIe B CETh;

e pass — He NPUMEHATh HUKAaKKUX AeicTBUM. Tpaduk cpasy nepenaéres
nanplie B cetb. OctanbHblie DPI-criucku urHopupyrorcs.

redirect use_interval

Bkittodaer ucnions3oBanue TaiiMepoB nepeHanpasieHus. [Ipu BeIKIoueHUN
3TOTO MapaMeTpa MepeHanpaBieHue Oy 1eT BBITOTHIATHCS MPU KKI0H
NOTIBITKE 3alTH Ha JII000M aapec U3 cnucka. 3HadeHus: on, off

redirect_interval

HHTtepBan Mexay nepeHanpaBiIeHUsIMHA Ul CAMTOB U3 CIIMCKA, B CEKYH/IaX.
[To ymomuanuto 10 munyT (600). [Tocie nepBoro nepeHanpaieHus! Bce
OCTJIbHBIC CAlThI 3 CIIUCKa OyayT B TeueHue 10 MUHYT OTKPBIBATHCS B
OOBIYHOM peXUME

redirect_interval url

WHuTepBan Mex1y nepeHanpaBiIeHUsIMU OJHON U TOU )K€ CTpaHMILIbI, B
cexkyHnaax. [To ymomuanuto 30 cytok (2592000). [Tpu nombITKe 3aliTH Ha
CTpaHMILy U3 CIIMCKa cpabaThiBaeT nepeHarpasiaeHue. [locie aToro nanHas
CTpaHHIa OyZeT OTKPBIBATHCS B OOBIYHOM pekuMe B TeueHue 30 CyToK.
3areM cHOBa cpaboTaeT nepeHanpaBieHUue

redirect_url

URL, na xotopslit Oyzaer nepenanpasieHo HTTP-coeaunenue, eciu ycnosue
crucka cpabotano (A 4€pHOTo CIKCKA) WK He cpaboTano (A 6emoro
CITHCKA).

EcoSGE no3BomnsieT 100aBiATh B aIpeCHYIO CTPOKY CIIEIU(PHKATOPEI,
yKa3bIBAIOIIME HAa KIMEHTA. YTO MO3BOJISET MEPCOHATM3UPOBATH CTPAHHUILY
nepeapecanu.

Bo3MoskHbIe cienn(uKaTophI:

%c — nepenasarts B redirect url callback-id, mosyuennsiit or RADIUS-
cepBepa;

%m — niepenaBath B redirect url mac aapec kimeHra;

%I — nepenasats B redirect _url ip aapec kueHTa;

%v1 — nepenasarts B redirect url mepBslit (BepxHuil) vlan knueHTa;
%v2 — nepenasats B redirect url BTopoil (H¥kHUI) vlan kimeHTa;
%u — nepenasath B redirect url url, Ha KOTOpBIN 0OpaTHIICS KIUEHT.
®opmar BBoja napamerpa redirect_url:

<URL>/?<VAR_NAME1>=<SPEC1>&<VAR NAME2>=
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<SPEC2>..<VAR_NAMEN>=<SPECN>

rae URL — aapec cTpaHuIipl, Ha KOTOPYIO OCYIIECTBIISIETCS
IIepEeHaIpaBJICHUE,

VAR NAMEI1 .. VAR NAMEN — ums nepemMeHHOH,

SPEC1 .. SPECN - cnienudukarop.

Hanpumep, http://example.com/?var1=%u&ip=%i&qwe=%v2. Ecnu npu
TaKOM 3HAYeHHMH MapaMeTpa KIHEeHT MonpoOyeT oOpaTUThCs Ha aapec

forbidden.com, To oH OyneT nepeHanpaBlieH Ha aJipec:
http://example.com/?var1= forbidden.com&ip=10.1.1.10&qwe=0

tls_esni_match

Brutouenne (on) / Beikimrouenue (off) pacrosnaBanust TLS-nakeToB ¢ monem
ESNI (Encrypted SNI) B 3aronoske. I1o ymon4anuio BKIIOUEHO

color direction

Mapxkupyemoe HampasiieHue Tpaduka:

e egress — Mapkupyercs Tpaduk oT nojb3oBatens B UHTepHeT;

e ingress — MapkupyeTtcs Tpaduk u3 MHTEpHETA K TOJIB30BATEIIO;
e both — mapkupyercs Tpaduk B 000UX HANPaABICHUSIX;

e no — TpapuK HE MAPKUPYyETCA

color_tos byte

3HaueHue, Koropoe OyAeT ycTaHaBIUBaThHCs B 1oje type of service B
3aroJIOBKE MakeTa. 3a1aéres B JeCATHIHOM (Gopmare

download url

URL, ¢ kotoporo OyaeT BHITPYKaThCsl CIMUCOK (GUIBTPAIIMH B CITydae
aBToOOHOBNEeHUs (moaaepkusatoTcs mpotokonsl HTTP, HTTPS, FTP, TFTP).
s DPI-cnincka, ucnonb3yemoro ais ¢puibTpanuu no peectpy PKH, —
ajipec, Mo KOTOpoMy OyAeT XpaHUTHCS MPEIBAPUTEIBHO CKauaHHBIN peecTp
PKH. {ns pabotsl mo HTTPS tpebyercs nokanbhbiii SSL-ceptudukar u ero
npuBs3Ka K afipecy ceppepa (cM. "Xpanwmmiie ceptudukaroB SSL")

source_interface {
mng | sub_if<name>

}

Ecnu B cuctemMe HacTpOEHBI IOTIOJTHUTENBHBIC JIOTHYECKIE HHTEPEIHChI
yrpasieHus (CyOuHTepdenchl), To TaHHBIA TapaMeTp MO3BOJIAET yKa3aTh,
Kakoi nHTepdeiic HeOOXOMMO HCIIONIL30BaTh /IS BHITPY3KH CITUCKA
¢unbTpanuu. [To ymonuaHuio ucnoiab3yercs HHTepdeiic mng

update _schedule

[TeprogUIHOCTH ABTOMATUYECKOTO OOHOBJICHHSI CTIUCKA (PHITBTPALIUN.
Bo3MoykHBIE 3HAUCHHUS: NEeVer — HUKOT1a He OOHOBIIATH, interval
<SECONDS> — nepuoan4HocTh B ceKkyH1ax. He pekomenayercs 3a1aBath
3HadeHus Menbiie 300.

protocols ()

[Toanexanue pacmo3HaBaHUIO MPOTOKOJIBI (M. paszaen "dunbrparus
npoTokoJoB"). MOXHO yKa3aTh HECKOJIBKO IPOTOKOJIOB uepe3 mpoder.
HasBanus mpoToKoNIOB ClielyeT BBOJUTH B HIXKHEM PETUCTpE

proto_categories ()

Kareropuu nojuiexammx pacrno3HaBaHUIO IPOTOKOJIOB (CM. pa3ies
"@unpTpanys npoTokoynos"). MoKHO yKa3aTb HECKOJIBKO KaTeropuil uepes
npobein. Ha3zBanus kareropuii cieayer BBOAUTh B HUKHEM PETUCTPE

quic_sni_match

Brxrouenue (on) / Beikirouenue (off) dunbrparnum tpaduka QUIC Ha
ocHoBanuu SNI u3 3arpykeHHoro crnucka punprparuu. [lo ymonuanuio off.
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acl

aclvé

ACL nmns tpaduxa IPv4 u IPv6 cooTBeTCTBEHHO.

K tpaduky, KoTOpBIit COOTBETCTBYET paspemaromuM npasmiaMm ACL, OyayT
IIPUMEHATHCS IEMCTBUS, YKa3aHHbIE B HACTpOKKax aaHHoro DPI-cniucka.

Tpaduk, cooTBeTCcTBYIONIMI 3anpeniarommm npaswiam ACL, Oyaer
OTIPaBJICH HA aHAJIMU3 B cieayronmi no npuopurery DPI-cincok. Ecnu
npyrux DPI-cniickoB HeT, TO Tpaduk OyAeT nmepeaH Jaiblie B CETh.

[To ymomuanuio 060MM mapaMeTpaM MPUCBOEHO 3HAYCHUE none. 310
3HaYEHUE PAaBHOCWIBHO pazpemaromiemy npasuiny ACL permit ip any any, T.
e. 3ajannble neiicteus DPI-ciiucka OyyT NpUMEHSIThCS KO BCEMY TPa(uKYy.

12.2 Punbtpauymus no peectpy PockomHaasopa

B nannoMm pasznene onucana Hactpoiika moacuctembl DPI mst dunbsTpanum tpaduka mo peectpam

PockomHuanzopa.

12.2.1 dunbTpauma No eAMHOMY peecTpy 3anpeLLeHHbIX PeCypCcoB U peecTpy
CoLManbHO 3HAYMMbIX PeCypcoB

g dunpTpanuu Tpaduka no eAMHOMY peecTpy 3anpeniéHHbIX PECYPCOB U/UIIN PEECTPy COLMATBHO
3HaYUMBIX pecypcoB Pockomuanzopa (PKH) HeoOxoaumo mpuBsS3aTh CO3/IaHHBIN, HACTPOSHHBINA U

BKJIIIOUE€HHBIN DPI-criricok k HacTpoiikaMm J0cTyma K cepBUCY BhIrpy3ku peectpa PKH. OTu nactpoiiku
HaxoaTcs B BeTke system.dpi.rkn u Bkito4aroT B ce0sl mapaMeTphl, ONMCAHHBIE B TAOJINIIE HIDKE.

Tab6nuua 42
I[Mapametp Onucanue
source Hcrounuk uis Beirpy3ku peecrpa PKH:
e rkn — cepsep Pockomnansopa,
o grfc—cepsep I'PULl (®I'VII "I'naBubit PagnovacroTtusiii Lientp");
TOJIBKO JIJIS 3arpy3KH peecTpa 3alpelieHHbIX PECYpPCOB
login Jlorun st noctyna Kk cepBucy BeIrpy3ku peectpa PKH, nmony4yennsiil Ha

noptane https://service.rkn.gov.ru/monitoring/vigruzka

password { text
<string> | hash
<hex string> }

[Tapons nns noctyna k cepBucy Boirpysku peectpa PKH, nonydyenssiii Ha
noprane OunbTpanus NpoTOKOI0B. MOXKHO yKa3aTh B TEKCTOBOM HJIN
XEIIMPOBaHHOM BHJe. Ilocie ykazaHus apoiis B TEKCTOBOM BUIE
IIPOU3BOJUTCS €T0 XEIIMPOBAHKE

list number

Howmep DPI-crincka, KOTOpBIN JOIDKEH UCIIOIB30BATHCS IS (PHIIBTPAIIIH 110
peectpy 3anpeui€éHHbIX pecypcoB PKH. Jlomyctumsbie 3Hauenus — ot 0 o 24.
MosxH0 Ha3zHaunTh TOIbKO onuH DPI-criicok

list number_soc

Howmep DPI-crimcka, KOTOpBIH JOMKEH UCIIONB30BAThCS IS (PUIBTPALIUU IO
peecTpy conuanbHo 3HauuMbIX pecypcoB PKH. /lomyctumsie 3Hauenus — ot 0
10 24. MoxHO Ha3HauuTh ToJIbKO oaAuH DPI-cincok

proxy

[Ipokcu-cepBep, HCOIB3YEMbIH JJIsl aBTOMAaTHUECKOM 3arpy3ku peectpa PKH
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Onucanue

(cm. pa3gen "ABToMaTuueckas 3arpyska peecrpa Pockomuazazopa').
HeoOs3aTenpHbIii mapamerp.

VYka3piBaercs B popmare *
[<KPROTOCOL>://][[<USER>:<PASSWORD>@]|<HOST>[:<PORT>], rae:

e PROTOCOL - nporokon npokcu-cepsepa: SOCKS4, SOCKSS wnu
HTTP(S); ecnu He ykazan, To ucnosb3yercst HTTP;

e USER — nms nonp3oBaTens Ij1s1 HEAHOHUMHOT'O MIPOKCU-CEPBEPA;

e PASSWORD - naposb 111 HEaHOHUMHOTO TIPOKCH-CEPBEPA;

e HOST — IP-anpec nnu foMeHHOE UM IPOKCHU-CEpBepa; 00s13aTeIbHbII
napamerp;

e PORT — nopt npokcu-cepBepa; eciau He yKasaH, To ucnoiassyercs TCP-
nopt 1080.

* B kBaJpaTHBIX CKOOKax yKa3aHbl HE00s13aTeIbHBIC MTAPAMETPHI.

upload dump_serv

€r

FTP/TFTP-cepBep, Ha kotopsiii ECOSGE Oynet aBToMaTHUECKH BBITPYKaTh
ckauannbii ¢aiin peectpa PKH BMecte ¢ nudepennmnanbHpiMu
OOHOBJIEHUSIMHU.

HeoOs3aTenbubiii mapametp. [onpoOHas nHGpOpMaIus COACPKUTCS B paszeiie
"Brirpy3ka (aiina peectpa Pockomaamzopa na FTP/TFTP-ceprep".

VYxazpiBaercs B popmare *

<PROTOCOL>://[<USER>:<PASSWORD>@]|<HOST>[:<PORT>|[/<PAT
H>], rxe:

e PROTOCOL - nporoxko:n: ftp win tftp. O6si3aTenpHBIN MTapaMeTp;

o USER:PASSWORD - ums n01p30BaTels U Napoib YEPE3 IBOETOUHE.
VkassiBarorcs, ecinu Ha FTP-cepBepe BkitoueHa apropusanusi;

e HOST — IP-anpec unu nomennoe ums FTP/TFTP-cepsepa.
OO0s3aTenbHbIN Tapamerp;

e PORT — nopt, Ha KOTOPOM CIIyIIa€T COOTBETCTBYIOIINMN cepBuc. [1o
YMOJT4aHUIO Oy/IeT UCTO0Ib30BaH CTAHJAPTHBIN MOPT I IPOTOKOJIA;

e PATH — nyts coxpanenus u ums ¢aiina. YKazaHHasi CTpyKTypa
KaTaJIoroB J10JKHA OBITh CO37aHa Ha cepaepe 3apaHee. [1o ymomyanuio
(aiin Oynet coxpanén B kopHeBoM karanore FTP/TFTP-cepsepa; ums
¢aiina — dumps.tar.gz.

* B kBaJipaTHBIX CKOOKaxX yKa3aHbl HEOOs3aTeIbHBIC MTAPAMETPBhI.

source_interface {

mng |

sub_if<name> }

Ecnu B cuctemMe HaCTPOEHBI IOTIOTHUTENBHBIC JIOTHYECKHE HHTEP(EHCHI
ynpasieHus (cyOuHTepdeiicsl), To JaHHBINA TapaMeTp MO3BOJISET YKa3aTh,
Kakoi uHTepdeiic HeOOXOMMO UCTIONIF30BATH JUISL BRITPY3KH CITHCKA
¢unpTpanuu. [lo ymMoauaHuio HCoNb3yeTcs uHTepdeiic mng

[Tocne 3amanust Bcex TpeOyeMBIX MapaMeTpoB HEOOXOIMMO IPUMEHHUTh HACTPOHKN KOMaH 0 apply.
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Ecnu B DPI-cniucke nactpoeHo aBromaruueckoe ooHoiienue (update _schedule <cekynabr>), To
nocie komaHisl apply OyzeT BelnosiHeHa 3arpy3ka ¢aiiia peectpa 3anperéHHbIX

pecypco dump.xml u/mim peectpa COIMaIbHO 3HAYMMBIX pecypcoB dumpsoc.xml, a Taxxe
nuddepeHManbHbIX 00HOBICHUN. M3 3arpyKeHHbIX 1aHHBIX OyaeT chopmupoBad ¢aiin listN.dpi
(rme N — 3nauenue napamerpa list_number wiu list_ number_soc). Hanuuue nansbix ¢aiiiaoB MoXHO
npoBepuTh koman o dpilist. [Ipu oTkiroueHHoM aBTOMaTHUeckoM oOHoBieHuU (update_schedule
never) noTpedyeTcs BpyIHYIO 3arpy3uTh (haii peectpa 3anpeméHubx pecypco dump.xml u/umm
peecTpa coluanbHO 3HAYMMbIX pecypcoB dumpsoc.xml (cM. paznen "Pyunas 3arpyska peectpa
Pockomuamzopa"), mocie yero ornpaBuTh koMaHay dpirun s popmuposanus ¢aiina listN.dpi.

Ecnu DPI-cniicku ¢ Homepamu, yka3aHHbIMU B napameTtpax list_number unu list_ number_soc, He
CO3/1aHBI, TO B OTBET Ha KomMaHAy apply Oynet BeiBeneHo coobmienue o6 omubke "DPI list for RKN
(N) is missing", 1 koHpHUrypamus He Oyaer npumeneHa. [Ipu coBmageHnn HOMEpOB OyAET BHIBEJCHO
coobmenue o6 ommobke "RKN list and social RKN dump have the same list number", u komanga
apply Taxke He OyeT BHITIOJTHEHA.

UYroObl Ha3HAuUMTH A7 GuibTpanuu o peectpy PKH npyroit DPI-cincok, nocratouno:

1. Co3gars HOBBINM DPI-crincok.
2. VYkazarb ero HoMmep B napametpe list_number nnu list_ number_soc.
3. IlpumeHuThH HACTPOUKHU KOMaHI0M apply.

Byner coznan HOBEI aiin listN.dpi, B KOTOpBIN OyIyT MEPEHECEHBI BCE JaHHBIC U3 CTApOTo (aiiia.
Ecnu B ucnons3oBaBmemcs panee DPI-cincke He 3anan napamerp download_url, To ctapsrii daiin
listN.dpi Oynet ynanés.

12.2.2 ABTOMaTM4ecKan 3arpyska peecrpa PockomHagsopa

Jlns aBTOMaTH4YeCKOM 3arpy3ku peectpa PockoMHaa30pa MOKHO UCITOIB30BaTh KIMEHTCKUN MTPOKCH-
cepBep. JlaHHas HacTpoiika He ABJISIETCS CUCTEMHOM M He BJIMSET Ha paboTy KaKUX-THOO0 IPyrux
onuuii. B kauecTBe MPOTOKOJIOB TPOKCUPOBAHUS BO3MOXKHO IpUMeHEeHHe ITpoTokosoB SOCKS4,
SOCKSS5 u HTTP(S). MoryT ncnosb30BaThCcsi KAk aHOHUMHBIE, TaK 1 HEAHOHUMHBIE IPOKCU-CEPBEPBI.
[Ipokcu-cepBep MOKHO MCHOIB30BaTh KaK ¢ METOJOM 3arpy3KH peecTpa MOJIHOCThIO, TaK U C METOJIOM
JenbpTa-nakeToB. [ BKiItoueHus pyHKIMOHAIa HEOOX0IUMO B ITapaMeTpe Proxy CeKLuu
system.dpi.rkn ykaszatb npokcu-cepBep B

¢dopmare* [KPROTOCOL>://][<USER>:<PASSWORD>@]<HOST>[:<PORT>], re:

e  PROTOCOL — nporokon npokcu-cepsepa: SOCKS4, SOCKSS nau HTTP(S); ecnu He
yKasaH, To ucrionb3yercss HTTP;

o USER — nms nosp3oBarens A1 HEAHOHUMHOTO ITPOKCH-CEPBEPA;

e PASSWORD - naposb /1711 HEaHOHUMHOTO TTPOKCU-CEPBEPA;

e HOST - IP-anpec uin 1oMeHHOE UMSsI TPOKCU-CEPBEPA; 00sA3aTEIbHBIN TapamMeTp;

e PORT — nopt npokcu-cepsepa; eciau He ykaszaH, To ucnoiasiyercss TCP-nopt 1080.

* B kBaJipaTHBIX CKOOKaxX yKa3aHbl HEOOs3aTEIbHbBIC TAPAMETPBI.

Ha nanHbIil MOMEHT CylIECTBYET IBE CXEMbI aBTOMATHYECKOW BBITPY3KH U3 peecTpa PockomHaazopa:
C aBTOpU3AIUEH IO JIOTHHY/TApOITI0 M ¢ aBTOpHU3ANKEH 10 cepTudukary.
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12.2.2.1 AsTopu3anus Mo JOTHHY

Jls BKITFOUCHUSI aBTOMATHYECKOM 3arpy3ku peectpa PockoMHam3opa 1o J0ruHy/maposito B
HacTpoiikax system.dpi.rkn 10oKHBI OBITH YKa3aHbI 3HaUEHUsI COOTBETCTBYIOIIUX apamMeTpos login
u password. Ecinu 1aHHbIe HACTPONKY HE BBIIIOJIHEHBI, 0OOHOBJIEHHE peecTpa OyAeT MPOU3BOIUTHCS 1O
cepTU(HKATy (CM. HUXKeE).

IIpu aBTOMaTHUECKOM 3arpy3ke peecTpa PockomMHan30pa 1o JIOruHy/mapoio 3arpy3ka Ipou3BOJUTCA
JenbTa-naKkeTaMu. B oToMm cityyae pekoMeHayeTcs yCTaHOBUTh 3HaueHue napaMerpa update_schedule
60 (e>xeMuHyTHas 3arpy3Ka).

12.2.2.2 ABTtopu3anus no ceprudukary

JIst BKITFOUGHUS aBTOMAaTHUECKOM 3arpy3ku peectpa PockoMHaazopa no ceptudukaTraMm He0OX0IUMO
BBIITOJIHUTD CIICAYIOIMHUEC KOMAaH/IbI:

o dpiload request <URL> — 3arpysxaet *.xml ¢aiin 3ampoca k PockomHanzopy (cogepkut
nanssle o nposaiiaepe: UHH, OI'PH u HaumenoBanue);

o dpiload sign <URL> — 3arpy>kaeT noAnucaHHbIi HU(GPOBEIM cepTUPHUKATOM (aii 3ampoca K
Pockomuamopy *.xml.sig.

Jannble ¢aitnbl He0OX0AMMO 3apaHee MOATOTOBUTE U BBUIOKUTH Ha kakoM-Tu6o HTTP/FTP-cepsepe.

12.2.3 Py4Has 3arpyska peectpa PockomHagsopa

Pyunas 3arpy3ka peectpa Pockomuanzopa (PKH) Bo3moxna kak ¢ cepsepa PKH wmm I'PUL, Tak u ¢
nonib3oBarenbckoro HTTP/HTTPS/FTP-cepgepa.

B tabnuiie Huke yka3aHbl KOMaH/IbI ISl pyYHO 3arpy3Ku peecTpa 3anpetiéHHbIX PECYPCOB U peecTpa
COIMATILHO 3HAYUMBIX pecypcoB ¢ cepBepa PKH wim ['PULL. [IpeaBapurtenbHO HEOOXOAMMO
HacTpouts noctyn k cepsepy PKH w/mnn I'PUL] B BeTke koHpurypanuu system.dpi.rkn.

Tabmua 43
Komanpa JeiicTBue

dpiload 3arpys3ka peectpa 3anpeméHabx pecypcos ¢ cepepa PKH wnmu I'PUL] B DPI-

<list number> CIIMCOK C HOMEpPOM, yKa3aHHbIM B nlapametpe list_number B BeTke
system.dpi.rkn. Ecnu cepsep PKH unu I'PUL] HenoctyneH, u mpu 5ToM B
Hactporikax DPI-criucka 3aman mapamerp download_url, To 3arpyska Oymer
npousBoAuThes ¢ URL, yka3aHHOTO B TaHHOM IapaMeTpe.

dpiload dump 3arpys3ka peecTpa 3alpeIl€HHbBIX PECYPCOB C IOJIb30BaTEIBCKOIO CEPBEPA B

<URL> DPI-cnicok ¢ HoMepoMm, yKa3aHHbIM B mapameTtpe list_ number B BeTke
system.dpi.rkn

dpiload delta 3arpy3ka auddepeHnnanbHbIX 0OHOBICHUH peecTpa 3anpemEHHbIX PECypcoB ¢
cepsepa PKH nnu ['PYUILL B DPI-cnincok ¢ HOMepoM, yKa3aHHBIM B TapameTpe
list number B BeTke system.dpi.rkn. Eciiu npeaBaputenbHO HE 3arpykKeH
OCHOBHOM (paitn peectpa dump.xml, To AeicTBHE KOMaHIbI
ananmorn4Ho dpiload <list number> u dpiload dump

dpiload 3arpys3ka peecTpa COLMaIbHO 3HaU4UMBIX pecypcoB ¢ cepsepa PKH B DPI-
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Komanpga JeiicTBue

<list number _soc> | cIMCOK C HOMEPOM, yYKa3aHHBIM B mapametpe list number_soc B BeTke
system.dpi.rkn. Eciou cepsep PKH Henpoctynen, u mpu 3ToM B HacCTpOHKax
DPI-cniucka 3anan napametp download_url, To 3arpy3ka Oyner
npousBoauThes ¢ URL, ykazaHHOTO B JaHHOM MapaMmeTpe.

dpiload dumpsoc 3arpy3ka peecTpa COIHaIbHO 3HAUUMBIX PECYPCOB C MOJIH30BATEIBCKOTO
<URL> cepsepa B DPI-crincok ¢ HoMepoM, ykazaHHBIM B napamerpe list_ number_soc
B BeTke system.dpi.rkn

Komanna nist pyunoii 3arpy3ku peectpa PKH ¢ monszoBarensckoro HTTP/HTTPS/FTP-cepsepa
nmeet Bua dpiload <list_number> <URL> [source sub_if<name>|, rne URL yxka3biBaeTcs B
dbopmate { http | https | ftp }://<aapec cepBepa>/<nyThb k ¢aiiay>. Onius source B JaHHOMH
KOMaH/Ie MI03BOJIIET YKa3aTh UMsl cyOuHTepdeiica ynpasieHus, KOTOPbIH HEOOXOJMMO HCIIOJIb30BaTh
11 3arpy3ku. be3 ykazaHus 1aHHOTO mapameTpa B KOMaHJie JUlsl 3arpy3ku OyAeT UCIIOJIb30BaH
ocHOBHOI nHTepdeiic ynpasiaenus "mng". s 3arpy3ku no HTTPS tpeGyercs nokanbHbIit SSL-
cepTU(UKAT U ero MpHBs3Ka K ajipecy cepsepa (cM. "Xpanunuiie ceprupukato SSL").

[MognepxuBaercst 6a3oBast ayTeHTHUKALHS Ha cepBepax. CHHTAKCUC KOMaHIbI 3aTPy3KH C
WCIIOJIb30BaHUEM ayTeHTU(UKALINU:

dpiload <list_ number> { http | https | ftp }://<ums noab3oBaress>:<napoJjb>@<aapec
cepBepa>/<myTsh K (panay>

Hanpuwmep, nis 3arpysku ¢ HTTP-cepsepa 1.1.1.1 ¢daiina peectpa PKH dump.xml B DPI-
criucok 0 TpeGyeTcs 3aliTH Ha cepBEp MO UMEHEM username ¢ BBOJIOM napoJst password. B atom
cllydae KOMaH/1a 3arpy3Kku Oy/IeT UMeTh BH/I:

‘EcoSGE:system.dpi# dpiload 0 http://username:password@l.1l.1.1/dump.xml

[Ipumepsb! BBITOIHEHUS! KOMAH/I:

EcoSGE:system.dpi# dpiload O

1list0 will be updated soon

EcoSGE:system.dpi# dpiload 0 http://username:password@l.l.l.1l/dump.xml
http://username:password@l.l.1.1/dump.xml to dump.xml: saved
EcoSGE:system.dpi# dpiload 0 ftp://username:password@l.l.l.1/dump.xml
ftp://username:password@l.l1.1.1/dump.xml to dump.xml: saved

Jl1st BBIBO/IA CTIMICKA 3arpy>KeHHBIX (haiiioB, ucronb3yeMbix B pabote URL-punbTpannu, He00X0auMo
otnpaBuTh koMaHy dpilist (cm. pazgen "Komanasr mist paboTsl co cniuckamu puinbTpanun').

12.2.4 Boirpyska cpanna peecrpa PockomHaasopa Ha FTP/TFTP-cepBep
12.2.4.1 PyuyHas BbIrpy3ka

Jlnist BBITPY3KH CKadaHHOTO (aitna peectpa Pockomuanzopa (BMecte ¢ audhepeHnnanbHBIMA
o6nonenusmu ) Ha FTP/TFTP-cepBep HE0OX0IMMO OTIIPaBUTH KOMaHAY cOpy rkn
PROTOCOL://[USER:PASSWORD@]|<HOST>[:PORT][/PATH] [source sub_if<name>].
[TapameTpsl JaHHOW KOMaH/bI OMMCAHBI B TAOIUIIE HIDKE.
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Tabnuna 44
ITapamerp Onucanue
PROTOCOL.:// [Ipotokomn: ftp nnum tftp. OGs3aTenbHbIN TapamMeTp

USER:PASSWORD@ | mst nosnp30Batens U mapoib uepes ':'. YkaspiBaercs, eciau Ha FTP-cepsepe
BKJIIOUEHA aBTOpU3aLUs

HOST [P-anpec wmu momennoe umsi FTP/TFTP cepsepa. O0s13aTenbHBIN MapamMeTp

:PORT [TopT, HA KOTOPOM CIIyIIIA€T COOTBETCTBYIOMIMI cepBUC. [Io ymomyanuio
OyJeT UCIIOJIb30BAaH CTAaHAAPTHBIA MOPT JJIsl MPOTOKOIA

/PATH [Tyt 1 M1 (aiina, mo kotropomy (aiin OyAeT coxpaHeH Ha cepBepe.
VYkazaHHas CTpyKTypa KaTaJoroB JOJDKHA OBITh CO3/JaHa Ha CepBepe 3apaHee.
[To ymomuanwuio ¢aiin 6yaer coxpaneH B kopHeBoM karaiore FTP/TFTP-
cepsepa nox nMeHeM dumps.tar.gz.

source sub_if<name> | Nms cyOunTepdeiica ynpaBiaeHus, KOTOPHI HEOOXOAUMO HCIIONH30BATh IS
BBITPY3KHU. be3 ykazanus qaHHOTO rmapaMmerpa B KOMaH e AJisl BBITPY3KU
OyJeT UCIoJIb30BaH OCHOBHOM uHTEpdeiic ynpasnenus "mng".

®aiin dumps.tar.gz sBIseTCA apXUBOM, COJEPKAIIMM UCXOAHBIHN (aiin dump.xml u Bce nmeromuecs
Ha JaHHBII MOMEHT ¢aitnbl nuddepeHatbHbIX 00HOBICHUIA.

B cnyuae npo6iem ¢ KompoBaHHEM Ha cepBep OyAeT BEIBEACHO COOOIIEHUE 00 ONMOKE ¢ yKa3aHueM
MOJIPOOHOCTEH.

Taxxe OyneT BeIBeeHa TeKyIas Bepcus ¢aitna dump.xml (konuuectBo quddhepeHIranbHbIX
O0OHOBJIEHH OTHOCHTEIIBHO UCXOTHOTO CKadyaHHOTO (haitia dump.xml):

‘Actual last dump is X

12.2.4.2 ABTOMaTH4YecKasi BBITPY3Ka

JI1st aBTOMaTHYECKOM BRITPY3KH CKadaHHOTO (paitna peectpa PockomHaazopa (BMecTe ¢
nuddepennmanbapiMu 00HOBIICeHUSIME) Ha ctopoHHnid FTP/TFTP-cepBep Heo0X01MMO HACTPOUTH
napametp upload_dump_server. B koTopom yka3bIiBaeTcs LIEJIEBOU cepBep M BhIrpy3ku. dopmar
yKa3aHUs cepBepa, aHAIOTUYEH UCTIOIb3YyEMOMY MPH PYYHOU BBITPY3KeE (CM. BBILIE).

MexaHu3M paboThl aBTOBBITPY3KH CJIETYFOLIHIA:

1. Tlocne mo6amnenus cepepa B mapametp upload dump_server nmerommiicss dump.xml u
JEJIBTHI yAAISIOTCA.

2. dump.xml ckaunBaeTCs MOJHOCTHIO, TOCIIE YEr0O Cpa3y K€ KOMUpyeTcs Ha cepBep B popmare
Pockomuamzopa (XML-aiin cxaterit ZIP).

3. Ilpu nomyuyeHuu oyepeIHON JENIBbThI OHA TaK K€ Cpa3y KONUPYETCs Ha yKa3aHHBII cepBep B
TaKkoM xe (opmare.

[Ipy BO3HUKHOBEHHH OIIUOOK aBTOBBITPY3KH B CUCTEMHOM XypHase OyIyT MOSIBISITHCS 3alMCH BUJA!

Jan 29 17:23:32 DPI [ERROR]: curl easy perform() failed: Timeout was reached
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12.3 PunbTpaymusa no nosib3oBaTe/IbCKUM CNUCKaAM

B manHOM pasjere onrcana HacTpoiika noacuctemsl DPI st gputbTpamum Tpaduka mo
TMOJIb30BATEIHCKUM CIHCKAM HHTEPHET-PECYPCOB.

12.3.1 NMoparoTtoBKa cnuUckoB hunbTpaumumn

[Tonp30BaTeNbCKUi CIMCOK (UIBTPAIIMH JTOHKECH MPECTABIATh COOOM MPOCTON TEKCTOBBIN (haidi,
KOTOPBIA MOKET COJEPKATh:

e URL,

e otnenbHble aapeca [Pv4 u [Pv6,

e JuMama3oHbI aipecoB [Pv4,

o moacetu IPv4 u IPv6,

o Perl-coBmectumeie perynsipabie Beipakenus (PCRE).

[Ipu noaroToBke ¢aityia co CIMCKOM QUIBTPALIM HEOOXOAUMO YUUTHIBATh CIIEIyIOIIee:

1. Kaxnas zanuck (URL, IP-agpec u np.) qomkHa ObITH IPEICTaBICHA OTAEIBHONU CTPOKOH.
Paznenurenem cTpok B ¢aitsie gomkeH 0bITh ynpasistomuii cumBost CR nimm CR LF.

2. URL moxHO ykazatb co cxemoit (“http://” unm “https://”’) unu 6e3 ne€. URL 6e3 cxembr
O3HAYaeT, 4To B CIHCKE OH MPHUCYTCTBYET ¢ obenmu cxemamu. [1pu atom ¢punstp st HTTPS-
coeMHEeHUH OyeT yuuThIBaTh TOJIbKO AoMeHHOoe nMsa B URL. To ecTh npu ykazaHHOM B
MpUMepe HI)KE HAITMCaHUM CChUIKM Ha CTaThio Bukunenuu OyayT OJ0KUpOBaTHCS BCe
COCTMHEHMS C PYCCKOs3BIYHOM Bepcueit Bukuneauu. Takum oOpazoM, eciu TpedyeTcst
3aKpBITh IOCTYII TOJIBKO K OJTHOM CTaThe, TO B CIIUCKE TOJIKHO OBITh YKa3aHO
“http://ru.wikipedia.org/wiki/GRE_(mpotokomn)”

3. B 3amucu URL M0XHO MCIONB30BaTh 3aMeNIaroNuii cuMBOI '*' (3BE310UKa), KOTOPBIH
03HayYaeT JI000e KOINYECTBO CUMBOJIOB IOMEHHOTO UMEHH OT MEPBOTO 710 KAKOW-THOO0 TOUKH.
Hanpumep, MoxkHO yka3ats *.example.ru win *.0rg, Ho Helb3s yKazaTb Www.*.com. Eciu
Heobxonumo unsrpoBate U HTTP, u HTTPS, To '*' craBurcs B Hauane URL, a ecnu TonbpK0
OJIMH M3 MPOTOKOJIOB, TO mepen *' ykassiBaeTcst cxema “http://”” umm “https://”.

4. IPv6-anpeca HEOOXOIUMO YKa3bIBaTh B KBaIPATHBIX CKOOKaX.

e

[P-anpeca MO’KHO yKa3bIBaTh B CBSI3KE C MOPTOM WJIM AMANIA30HOM IOPTOB.

6. Ilepen perynsipHbIM BhIpaKEHHEM HEOOXOIMMO CTaBUTh 3HaK '~' (Twibaa). Hanpumep,
~"((http|https|ftp):\/\)?.*\.qwe\..*$. B npoTuBHOM Cilydae peryispHoe BeIpakeHHe He OyieT
uaeHtuduuponaHo noacuctemoir DPI mpu o6paboTke 3arpykeHHoro ¢aiina.

7. Henb3sa ykaseiBaTh IP-anpeca B BUa€ peryJIsspHbIX BBIPAKCHUIA.

o

Wwms u pacumpenue aiina He peraaMeHTHPOBAHBI.

9. MoxHo ucnonap3oBaTh KoMMeHTapuu. Hanpumep, 11 nMenoBanus rpymn 3anucei. Kaxnas
CTpOKa KOMMEHTapus JOHKHA HAUMHATHCA ¢ CUMBoJIa '#' (peméTka). DTUM K€ CUMBOJIOM
MOYHO MPU HEOOXOAMMOCTH "3aKOMMEHTHPOBATh" OMPEICIEHHBIE CTPOKH B CITUCKE, YTOOBI
OHM HEe 00padaThIBAIUCh TP MOCTPOCHUH WJIM OOHOBIICHUH 0a3bl JaHHBIX.

[Tpumep conepxumoro daiina:

# URLs |
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http://www.badsite.com:8080/badpath.htm
http://flibusta.net
https://*.example.ru

*.badsite.ru

http://vk.com
ru.wikipedia.org/wiki/GRE_(mpoToxoJ)

# ip

8.8.8.0/24

3.3.3.1

5.5.5.5-5.5.5.150

# ip:port

22.48.50.55:2020
149.154.1.5/16:3000-9000
[2001:67¢c:4e8:£f002::0:0001]/112:3000-9000
# PCRE

~*((http|https|ftp) :\/\/)2.*\.boo\..*S

12.3.2 ABTOMaTM4ecKas 3arpyska cnmckos ¢punbtpaumm

Jlnist aBTOMaTUYECKON 3arpy3KH crucka GUIbTpaluu 1o pacnucanuio DPI-cnincok nomkeH ObITh
BKIIOUEH (enable), 3HaueHue napamerpa update_schedule 1omKHO OTIMYATHCS OT never, U JOKEH
ObITh yKa3zaH download_url.

12.3.3 Py4Has 3arpyska cnmckoB ¢punbtpaumm

Pyunas 3arpyska moyib30BaTeIbCKUX CIIMCKOB (DMIIBTpAaLUH poru3BoauTcs: komanaoi dpiload <nomep
DPI-cnucka> <URL>, rne URL yka3biBaetrcs B popmare { http | https | ftp }://<agpec
cepBepa>/<myTsb k (paiiay>. [{nsa 3arpy3ku no HTTPS tpebyetcs nokanbHbiit SSL-cepTuduKaT u ero
MpHBsI3Ka K ajgpecy ceppepa (cm. "Xpanwnwmie ceprudukaroB SSL"). Comepxumoe ¢aiina co CimckoM
¢ubTpanuu onucaHo B paszzaene "IloAroroBka cnuckoB GUIBTpALH".

[NonnepxxuBaercs 6a3zoBas ayTeHTHUPUKaLUs Ha cepBepax. CHHTaAKCUC KOMaH/IbI 3aTpy3KHU €
HCIIOJIb30BaHUEM ayTEHTU(UKALINU:

dpiload <nomep DPI-cniucka> { http | https | ftp }://<ums moab3zoBatejas>:<mapoub>@<aapec
cepBepa>/<myTh K (paiiay>

Hamnpuwmep, nns 3arpysku ¢ HTTP-cepsepa 1.1.1.1 cniucka gunbrpanuu black list.txt 8 DPI-
cimcok 1 Tpebyercs 3aliTu Ha cepBep MO UMEHEM username ¢ BBOJIOM mapoiis password. B atom
clly4ae KOMaH/a 3arpy3Ku OyJeT UMeTh BU:

EcoSGE:system.dpi# dpiload 1
http://username:password@l.l.1.1/black list.txt

[IpenBapuTesbHO pEKOMEHAYETCS OTKIIOYUTh aBTOMaTHUECKOe OOHOBIICHHUE CIMCKA (PUIbTPALIUY,
3a7aB B HacTpoiikax DPI-cniucka update_schedule never.

Pexomenyercst cHavana 3arpy3uTh CIUCOK (PUIBTpAIMK ¢ ToMolbio koManab! dpiload, 3atem
BKiounTh DPI-cricok B BeTke system.dpi.dpilist<Homep> 1 HacTpOUTh NpoUne nNapameTpsbl.

Jlist BBIBO/IA CTIHICKA 3arpy>KeHHBIX (haiiiioB, ucronb3yeMbix B pabote URL-punbTpannu, He00X0auMo
otnpaButh Komanay dpilist (cM. paznen "Komans! a1 paboTsl co criickamu puiibTpanuu').
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12.4 dunbrpauusa no 6ase LLAUP

B cucreme EcoSGE peanm3oBana BosmoxHocth URL-dunbTparnuu o 6a3e nannbix L{enTpa ananmmsa
untepHeT-pecypcoB (LIANP). Jlns moakmroueHus 6a3pl HE0OOX0AMMa COOTBETCTBYIOMIAS JTUTICH3HS
(CAIR).

Crnrcok ycTaHOBIIEHHBIX JIMIIEH3UH BbIBOAUTCA KoMaHol show license.

EcoSGE:# show license

CGNAT: Ok
BRAS: Ok
DPI: Ok

URL filter: Ok
RADIUS: Ok
CAIR: Ok

[Ipu HanMuMK JaHHOW JTMLIEH3UU B BETKEe KOHPUryparuu system.dpi JOoCTyIeH 3JeMEHT cair,
KOTOPBIH SBIIsIeTCSI MOAM(UIIMPOBaHHOM Bepcuel criicka DPI co cienyromumu napaMeTpamu:

EcoSGE:system.dpi.cair# 1ls

base url "http://md5.base.cdn.cair.ru/last.txt"

uplevel domains url "http://md5.base.cdn.cair.ru/uplevel domains.txt"
update schedule interval 86400

I'ne:
base _url — anpec 6a3s1 LIAUP;
uplevel domains_url — anpec 6a3b1 noMeHOB BepxHero ypoBHs ([IBY);

update_schedule — meproAMYHOCTh ABTOMATHYECKOTO OOHOBJICHHS 0a3 B CEKYHAaX; IPHU 3HAYCHUHN
never aBTOMaTH4eCKOe OOHOBJICHHE BHIKITFOUCHO.

3arpyska 6a3 [IAWP u JIBY Bpyunyto npousoautcs komanaamu dpiload cair u dpiload uplevel
COOTBETCTBEHHO. PeKkoMeH 1yeTcst perysipHO 0OHOBIATH 00€ 06a3bl (aBTOMAaTHYECKU W BPYYHYIO).

Nudopmanus o caiitax B 6azax xpanurcs B popmare <md5S hash hostname> <Homepa karteropmuii
caiiToB B 16-puyHOM BHje yepe3 aBoeroune>. [Ipumep:

# head cair.txt -1
823211830251a3d40804125cdflalbl3 2

Bbassl comepkar TOIBKO TOMEHBI, TO €CTh, HAIIpUMep, "www.example.com", HO He
"www.example.com/theme/1".

Bce nomensl, conepxkamuecs B 6aze [ITANP, 610kupyroTcst aHaJIOrHYHO IPUHIUITY OJOKUPOBKH
3anmcedt Tuna "domain-mask". Hanpumep, eciiu B 6a3e IIAWP ectpb 3anuck Buga "example.com", To
oyzaer ocymectBnsaThest punbTpanust HTTP- u HTTPS-3anpocos k pecypcam "www.example.com",
"help.example.com", "123.example.com" u Tak nanee.
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s Brimtouenus kateropuit LIAUP B neiictBue kakoro-nmu6o cricka DPI ucnonb3yercst mapametp
cair_categories, B KOTOpOM KaT€TOPUU TAK)KE YKA3bIBAIOTCS B 1 6-pUUHOM BUJIE YEPE3 IBOECTOUHE.
[Tpumep:

EcoSGE:system.dpi.dpilistl# 1s
enable

bittorrent off

whitelist mode off

log matches off

log pictures off

exceptions off

behaviour ignore
redirect use interval off
redirect interval 600

redirect interval url 2592000
redirect url "http://blocked.operator.ru"
color direction both
color tos byte 32

download url ""

update schedule never

calr categories
"1:2:20:30:35:36:37:38:39:3c:3e:3f:41:44:49:4e:4f:54:5c:5d:5e:63"
no_ip ( )

no ip remote ( )

ip ( 0.0.0.0/0 )

no ipvé ( )

ipve ()

Crircok KaTeropyii 1 COOTBETCTBYIOIINE UM HOMEpA MPECTABICHBI B TA0INIIE HUXKE.

Tabmuna 45
Homep 10- Homep 16- Kateropus
PUYHBII PUYHBbIH
1 1 Ankorois
2 2 OpoTHKa, mopHorpadpus
3 3 Pexnama
4 4 Bitactu, nmpaBUTEIBCTBO
5 5 ABTO
6 6 Kuno, onmaitH-BHI€0
7 7 CTpouTenbCTBO M PEMOHT
8 8 [TpenmMeTsl moTpebieHus
9 9 Kynunapus
10 A Jada
11 B Kypcei, 00yuenue
12 C DJEKTPOHUKA U DJIEKTPOTEXHUKA
13 D [TpoMeInieHHOE 000pyIOBaHUE
14 E Cembst
15 F Mopa u ctuns
16 10 DuHaHCHI
17 11 N3006pa3zurenbHOE UCKYCCTBO
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Homep 10- Homep 16- Kareropus
PUYHBIIA PYYHBII
18 12 KommnbroTepsl, anmapaTHoe obecredeHne
19 13 310poBBE
20 14 Xo60u
21 15 IOmop
22 16 Nurtepobep
23 17 Hoctyn B HTepHeT CailThl KOMIIAHUN, IPEIOCTABISAIOIUX YCIYyTH
noctymna B IHTepHeT.
24 18 Opuanyeckue ycinyru
25 19 Jluteparypa, 3€KTPOHHBIE KHUTH
26 1A CMH1
27 1B MammHocTpoeHue
28 1C Metannyprus
29 1D MoOubHas cBsI3b
30 1E My3bika
31 1F OO01ecTBeHHBIE OpraHU3aIuN
32 20 KomnprorepHsle Urpsl
33 21 JlomarniHue >xuBOTHBIE
34 22 doro
35 23 Aduma
36 24 Heasmwxumocts
37 25 Penurust
38 26 [xona
39 27 Hayka
40 28 Cropr
41 29 Teatpsl
42 2A Tpancnopr
43 2B Typuszm
44 2C YHHUBEPCUTETHI
45 2D Pa6ora u Bakancuu
46 2E Co3manue caiToB
47 2F Yatsl
48 30 CailTbl 3HAKOMCTB
49 31 Boiicka u BoopyxeHue
50 32 dopyMmsl 1 6110TH
51 33 CepBepa OecriaTHOM IIEKTPOHHON MOUTHI
52 34 becmuiatHbie XOCTUHTH
53 35 HeneranbHast momMo1is MKOJbHUKAM U CTYJEHTAM
54 36 YO6uiicTBa, HACHUIIUE, TPYIIBI
55 37 OHnaliH-Ka3uHO
56 38 CouuanbHble CETH
57 39 TeppopusMm, IKCTPEMHU3M
58 3A Toprosius
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Homep 10- Homep 16- Kareropus
PUYHBIIA PYYHBII

59 3B Hwxnee Oenbe, KynaabHUKH

60 3C ObecnieueHne aHOHUMHOCTH, 00XO0J] KOHTEHTHBIX (PUIIBTPOB

61 3D Ciry k061 00MEHa COOOIICHUSIMHU

62 3E DaitnooOMeHHbIE CETH U CAaNTBI

63 3F Tabak

64 40 ITorckoBBIE CUCTEMBI

65 41 Hapxotuku

66 42 3noynorpebnenne ceodonoit B CMU

68 44 BpenonocHsle mporpaMmmsl

69 45 Henannexamas pexiiama

70 46 WNudopmanus ¢ orpaHUYEHHBIM JOCTYIIOM

71 47 baneps! u peknamMHble IPOrpaMMBbl

72 48 Boxnenue u aBroMmoOuUM (HETaTHB)

73 49 Hocyr u pa3BieueHne (HETaTHB)

74 4A 310pOBbE U MEAUIIMHA (HETATUB)

75 4B KopnopatuBHble caiiTbl

77 4D Otnpaska CMC coo0bmienuii ¢ momomsio HTEpHET-pEecypcoB

78 4E Jlocku oOBbsBICHUH

79 4F Henpunuynslit 1 rpyObIid IOMOD

81 51 CucteMsl 1orcka n300pakeHui

82 52 [IporpammHuoe obecrieueHue

83 53 WNupopmaninoHHbIi Mycop

84 54 banuepHbie cepBepa

85 55 Benbiit ciucox

86 56 besomnacHele U1 neTei callThl

87 57 CepBHUCHI KOPOTKHX CCBIJIOK

88 58 Cnam

89 59 Hapyuienne aBTOpcKHX MpaB U CMEKHBIX TIPaB

90 SA Enunslii peectp Pockomuaazop
CaiiTel copepxaiue HHPOPMAIHIO, PACIIPOCTPAHCHUE KOTOPO B
Poccuiickoit @eneparuu 3anpemieHo (Komanas! ams paboTel co
cnrckamu ¢uinbTpanuuhttp://eais.rkn.gov.ru/).

91 5B MortieHHUKH

92 5C ®enepalibHBIN CIIHCOK IKCTPEMUCTCKUX MaTEpUaioB

93 5D Jerckoe mopHo

94 SE Marwusi, KONI0BCTBO, OKKYJIbTU3M, TEYpPIrus

95 5F CueTynku, aHaJTUTHUKA, METPUKA, CTATUCTUKA

96 60 KeHckue caliThl ¥ 5Ky pHAJIBI

97 61 MykcKue callThl U 5Ky pHAJIBI

98 62 3apabotok B UnTepHeT CaiiThl, 3asBIICHHBIE 1)1 3apab0TKa B
WHTEPHETE, TOProBII OMHAPHBIMH OMIIMOHAMHU U TIPOUYUMU

100 64 [Tognenka 1OKyMEHTOB
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Homep 10- Homep 16- Kareropus
PUYHBII PUYHBII
101 65 CiyxeOHble CalThI (api, CKDUITHI, jS)
102 66 [Ipoune yciyru
103 67 CrnpaBOYHUKH, KaTAJIOTH
145 91 Peectp Oe3zomacHbix o6pazoBarenbHbix caiitoB (PBOC). ITogpoOHas
uH(pOpMaLKs AOCTyITHA [0 CChLIKe

Komanga show cairrecords <URL> no3Bossiet y3HaTh, k kKakuM kareropusim LIAVP otHocutcs Tot
iy nHou anpec. Ilpumep:

EcoSGE:system.dpi.dpilistl# show cairrecords examplel.com
domain examplel.com is present in CAIR categorie(s) 30:2f:38
EcoSGE:system.dpi.dpilistl# show cairrecords example2.com
domain example2.com is present in CAIR categorie(s) 37:5a
EcoSGE:system.dpi.dpilistl# show cairrecords example3.com
domain example3.com is not present in CAIR categories

12.5 dPunbtpauymusa no 6ase SkyDNS

B cucreme EcoSGE peannszoBana Bo3mMoxxHocTh URL-(unbTparun mo 6a3e KareropupoBaHHBIX
pecypcoB Komaner myist paboThI co crimckamu puimbTpanuu. J{s moaxmodeHus 6a3bl HeoOXoauma
cootBeTcTByOMmas aunens3us (Content filter).

Cnucok yCTaHOBIICHHBIX JTMLEH3UI BhI3bIBaeTCsl KOMaH 101 show license.

EcoNAT:3:system.dpi> show license
CGNAT: Ok

BRAS: Ok

DPI: Ok

RADIUS: Ok

DPIv6: Ok

Content filter: Ok

[Tocne ycTaHOBKM TaHHOMW JIMIICH3UH B BETKE KOHPUTYpAIMOHHOTO JiepeBa system dpi mosiBisieTcs
aneMmeHT content_filter co cienyronmu napamerpamus:

EcCONAT:3:system.dpi.content filter> 1s
database url "https://url2cat.skydns.ru/pubfilter/grandbase.db"
update url "https://url2cat.skydns.ru/api/v1/update/"

l Ogj—n nmn
password ""
update schedule
Tabnuna 46
ITapameTtp Onucanue
database url Anpec st 3arpy3ku 6a3s1 SkyDNS
update url Anpec st OOHOBJICHHS 0a3bl
login Nwms yuérnoii 3anucu B cucteme SkyDNS. Heo6xoaumo asist 3arpy3ku 1

00HOBIIEHUS 0Aa3bI

password [Taponb yuérroli 3anucu B cucteme SkyDNS. Heobxoaum asis 3arpy3ku u
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IHapameTp Onucanue

00OHOBIIEHUA 0a3bI

update schedule | [TepuonnunocTs 0OHOBIEHUS 0a3bl. JlOMyCTUMBIC 3HAUCHUS:

e interval <cexyHab>
e never (He 0OHOBIISATH). [yt 3arpy3Ku 0a3bl BpyUHYIO IIPEIyCMOTPEHA
koManjia dpiload skydns

Jlst Toro uToOBI 3a1elicTBOBATh PprutbTpanuio mo 6aze SkyDNS, HeoOX0UMO BBIMOIHUTE CJIEIYIONINE
JIICUCTBUSL:

1. Cosnmate u HacTpouth ACL u myn ans Tpaduka, noanexaiero oopadoTke (cM. pa3aesnsl
"Co3nanue u HacTpoiika myna" u "Coznanue ACL").

2. 3apath mapameTpsl 3nemeHTa content_filter B BeTke system dpi (cM. Bblie).

3. B oanemente dpilist<N> 3agars [P-aapeca, moanexamue oo6padboTke pribTpom (<N> - HOMep
criucka DPI).

4. B nmapametpe content filter categories cniricka DPI 3anath kareropuu KOHTEHTa, KOTOPBIi
HeoOxoaumo GuibTpoBaTh. CIMCOK KaTeropuid BeI3biBaeTcs komauaoi show cf categories all.
Cnucok KaTeropui Juisi MHTEPECYIOIEro ToMeHa BbI3biBaeTcsa komanaoi show cf _records
<moMeHHoe uMs>. /{1 BeIBOA Ha3BaHUs Kareropuu 1o €€ ID ucnone3yiite koManay show
cf_categories <ID>.

5. 3anatb 3HaueHue mapametpa behaviour (block, ignore wnu redirect), 4ToObI HA3HAYUTH
neiictue ¢ TpaduKkoM mpu cpadaTeIBaHUH QUIBTpA.

6. AKTHBUpPOBATH HACTPOCHHBIN dpilist<N>.

7. AxtuBupoBaTh GyHKIHOHATHEHOCTH DPI.

HpHMep IOoCJIICA0BATCIIbHOCTH KOMAH/A:

create acl a

go acla

10 permit ip any

create pool a

go poola

acl acla

type fake

go dpi content filter

database url "https://url2cat.skydns.ru/pubfilter/grandbase.db"
update url "https://url2cat.skydns.ru/api/v1/update/"
login "login"

password "password"

update schedule interval 86400

go dpilistl

enable

content filter categories "27:5"

acl acla

behaviour redirect

go dpi

enable
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12.6 O6HOBnNeHue BHyTpeHHen 6a3bl hunbTpaumm

Bce 3arpysxeHHbIE 3a/1eHICTBOBAaHHBIE CITUCKU (PHIIBTPAIIUN OOBEAUHSIOTCS B €IUHYIO BHYTPEHHIOIO
6a3y ¢unbTpanuu. Ecim HacTpoeHa aBTOMaTUyecKas 3arpy3Ka CIMCKOB, TO MPOIecC 0OHOBIICHUS
BHYTpeHHEH 0a3bl (GUIbTpAllMU HAUMHASTCS Cpasy MOce 3arpy3Ku CUcKoB. Eciu 3arpy3ka ciuckoB
(GWIBTpalNU MPOU3BOAMTCS BPYUHYIO, TO MOCTIE UX 3arpy3KH HEOOXOAUMO MPHUHY TUTEIHHO 3aIyCTUTh
mporiecc 0OHOBJICHUSI BHYTPEHHEH 0a3bl QHIBTPAIIUH C IIOMOIILI0 KOMaHAb! dpirun.

Buumanmue! [IpogomkutensHOCTs OOHOBJIEHUS BHYTpEHHEH 0a3bl (GMIIBTPAIMX 3aBHCUT OT OOIIETo
KOJIMYECTBA 3aliCel B 3arpyKEHHBIX cHcKax. [lo 3aBepuieHust 0OHOBIICHHS OyIET NCTIOIB30BATHCS
TEKyIasi BepcHst Oa3bl.

12.7 HacTpoinka UCKTIOYEHUN

[Tpu neobxoaumoctu 1151 DPI-ciuckoB MOXHO HACTPOUTH UCKITIOUCHUS.

Jis Toro uToObI T00aBUTH UCKITIOYEHHS, HEOOX0IUMO CPOPMUPOBATH TEKCTOBBIHN (hailsl CO CIIUCKOM
pPeCypCoOB-UCKITIOUSHHH, aHAIIOTHYHO TOMY, Kak onucaHo B pasnene "[loaroroBka CiMcKkoB
¢unbTpanuu". ITocne yero ¢aiin 3arpyskaercs BpyuHyto komanaoi dpiload exception <URL>, rie
URL BBomutcs B popmarte http://<aapec cepBepa>/<ums ¢aiiga>.<pacmmpenue ¢aiiga>. J[ance
He0o0X0IMMO aKTHBHPOBaTh HckMoueHus B DPI-ciiicke, k koTopoMy oHU OyAyT IPUMEHSTHCS, 3a71aB
3HaYEHUE on I apaMmerpa exceptions. Jloctyn k pecypcaM U3 CIMCKa UCKITIOYEHUH Oyier
3anpeni€H, eClIu UCKIIOYCHHS PUMEHSIOTCS K OeIOMY CITUCKY, MU Pa3pelI€H, eCIU UCKITIOYEHUS
MIPUMEHSIIOTCS K YEPHOMY CIIHCKY.

[Ipumep nactporiku DPI-cniucka:

EcoSGE:system.dpi.dpilistl# show
enable

whitelist mode off

log matches on

exceptions on

behaviour ignore
redirect use interval off
redirect interval 600

redirect interval url 2592000
redirect url "http://redirect.domen.ru/"
color direction both
color tos byte 32

download url ""

update schedule never

acl ( aclmain )

12.8 dPunbTpauus aboHeHTCKoOro Tpacmka, K KOTOpoMy He
npumeHsetrca NAT

ITo ymomyanuto nmoacuctema DPI Bemonuser punbrparuio Tpaduka TodbKo TeX aOOHEHTOB, IP-
ajipeca KOTOPBIX MOMAAal0T B Kakoi-1100 u3 mynoB NAT.
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Ecnu kakoii-mibo nuanaszon [P-agpecoB abonenToB He nogsepraercs NAT (Hampumep,
MapIIpyTU3UpPyEeMble B MHTEPHET «peallbHbIe» aipeca abOHEHTOB, CKakeM, u3 cetu 194.85.16.0/24),
JUIs BBITTOJIHEHUSI (PUIBTPALIMKA HEOOXOIMMO BBINOJIHUTD CIELYIOIUE 1eHCTBUS:

Coznath HOBBIH my NAT.

‘MyEcoNAT:l:# create pool url

3agate nyny tun fake.

MyEcoNAT:2:# edit poolurl
MyEcoNAT:3:pools.poolurl# type fake

3anate myay poolurl MUHUMaNBHBINA IPUOPUTET.

‘MyEcoNAT:4:pools.poolurl# priority 10000

Cosmats ACL.

‘MyEcoNAT:6:pools.poolurl# create acl url

Bnucars B aclurl npasuia.

MyEcCONAT:7:pools.poolurl# use aclurl poolurl
MyEcCoNAT:8:pools.poolurl# edit aclurl
MyEcoNAT:9:acls.aclurl# 10 allow ip 194.85.16.0/24 any

[IpumeHuTH KOH(pUTYpaLHIO.

MyEcCoNAT:10:acls.aclurl# apply
APPLY CONFIGURATION IS DIFFER, PROCESS APPLY

}
pools
{
poolurl
{
# pool is valid and will be activated during apply
type fake
enable
acl aclurl
priority 10000
connection logging on
}
}
acls
{
aclurl {
10 permit ip src net 194.85.16.0/24 dst any
}
}
RECONFIG FUNCTION PROCESSING
EconatEngineReconfig output success
APPLY SUCCESS
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‘Save applied configuration into profile 'lastapply' \

Jannomy ecnomozamenbHoMy nyny peKOMeHOYemcs YCmaHo8UmMb MUHUMALbHbIU NPUOPUINEm — M. e.
3HaueHue napamempa priority 0oaxcHo ovims OovUe, yem y 6cex Opyeux nyioe NAT (vem menvuue
3Hauenue priority, mem gviuie npuopumem). Takum obpazom,  danHom nyie bydem obpabamvleamovcs
mpadghux, komopuwli e obpabamseieaemcs opyaumu NAT nynamu.

Bcnomozamenvnvii nyn muna fake nozeonsiem ocywecmenime 102Uuposanue coeOuHeHull ¢
coomeemcmayiowux IP-aopecog no npomoxonam Syslog u Netflow.

12.9 KomaHpabl ana paboTtbl o cnuckamu hunbTpaumm

12.9.1 dpilist

JInst mpocMoTpa 3arpyKeHHBIX CIIUCKOB (PHIIbTpaIiy ¥ MpodnX (aiyioB, HEOOXOIUMBIX TSI Pa0OTHI
¢unbTpanuu, ncnois3yercs komanaa dpilist.

EcoSGE:> dpilist
0 Thu Feb 11 13:57:50 2016 list0.dpi
36 Mon Jan 25 10:41:37 2016 listl.dpi
15 Tue Jan 12 15:42:28 2016 listlé6.dpi
83 Thu Nov 5 10:45:39 2015 list2.dpi
37 Thu Oct 29 14:28:31 2015 list4.dpi
4 Thu Oct 29 13:58:27 2015 list7.dpi
31 Thu Oct 29 13:01:43 2015 1list8.dpi
31 Thu Oct 29 12:38:15 2015 1list9.dpi
10 Mon Feb 1 14:24:22 2016 request.xml
3.0K Tue Dec 15 14:39:08 2015 request.xml.sig

12.9.2 show dpirecords

KoMaHza BRIBOAWT 3amucu ONpeeiEHHOTO CUcKa (pUIbTpaluu.
Cunrakcuc komanasl: show dpirecords <Homep cnucka>

JI1st maHHOW KOMaHIbI TIPETyCMOTPEHA BO3MOXKHOCTh (DUITbTpaIluy BbIBOAA (CM. pazaen "duiabTpamus
BBIBOJIa KOMaH/ Tpynmbl Show".

IIpumep BbIBOIA KOMAH/BL:

EcoSGE:# show dpirecords 1
https://issuu.com

http://www.ya.ru

http://www.lenta.ru

http://www.rg.ru

EcoSGE:# show dpirecords 1 | include ya
http://www.ya.ru
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12.9.3 dpiview

Komanza BBIBOIUT 3amKCH U3 CIIMCKA (QMIIBTPAIMN WM COAEPKUMOe (pailioB, UCTIONB3YIONIUXCS IPU
HACTpoOWKe (PUIbTpalLUu.

Cuntakcuc komansl: dpiview <aomep DPI-cniucka wiu ums ¢aiina>. Komanga He noaaepxuBaet
OILIMHU ITOCJIE CUMBOJIA | (BEpTUKAJIbHAS YepTa) U IPEphIBAHUE BbIBOA. MOXKHO TakKe yKa3blBaTh

cnenyromue hanibl:

e dump — nokasats conepxkumoe Qaiina peecrpa PockomHanzopa,
e request — moka3arb copepkumoe (aiina 3anpoca ceprudukara,
e sign — moka3aTh NMOANMMCAHHBIN (haiin 3ampoca ceprudukara,

u npyrue ¢ainel (Hanpumep, shortlist, exceptions), eciii OHH €CTb.

[Ipumep BbIBOIA KOMAH/BL:

EcoSGE:# dpiview request

<?xml version="1.0" encoding="windows-1251"7?>
<request>
<requestTime>2015-12-09T13:35:52+03:00</requestTime>
<operatorName>ABC.COM</operatorName>
<inn>1111111111</inn>

<ogrn>1111111111111</0ogrn>
<email>mail@domen.ru</email>

</request>

12.9.4 show dpimatch

Komanna no3BosisieT y3HaTh, kakue DPI-cnimcku MoryT cpabatbiBath i Toro win uHoro URL win
IP-anmpeca.

Cunrakcuc koMmanbel: show dpimatch <URL> | <IP-aapec>[:<Homep nmoprta>|

URL moxet ObITh ¢ yka3zaHnueM cxemsl (http:// nium https://) unu 6e3 ykazanus. B nocnennem ciydae
BBIBOJISITCS PE3YJIbTATHI IPOBEPKH BAPHAHTOB ¢ 00enMH cxeMamu. Eciii pe3ynbraTsl COBIAIAIOT, TO
BBIBOJIMTCS TOJIBKO OJIMH 0€3 YKa3aHUs CXEMBI.

[P-anpec moxet O0bITh [Pv4 mnu [Pv6. Tlpu ykazanuu [Pv6-agpeca ¢ mopToM HEOOXOUMO 3aKITI0YATh
aZipec B KBaJpaTHbIC CKOOKH.

[IpenycMoTpeHa BO3MOXKHOCTH IOKMCKA 10 Macke. /[y 3Toro B KoMaH e ClieyeT UCIOIb30BaTh
CHUMBOJ '"*', KOTOPBIX OyIeT MHTEPIPETUPOBAH KaK HAOOP JTFOOBIX CUMBOJIOB JI0 KaKOM-THOO TOYKH B
URL wnnu IP-agpece. Hanpumep, show dpimatch *.example.com nnu show dpimatch *.100.10.1.

IIpumeuanue. [Torck mo macke oTpabaThIBaeT TOJBKO MO 3amucsM co cxeMoil 'https://' unu 6e3
CXEMBI.

BrIBo1 KOMaHIBI TIPEICTABISIET COO0M TaOIHITYy, COCTOSIIYI0 U3 TPEX cTonOoB: LIST — HOMEp
criucka, BEHAVIOUR — 3nauenne napamerpa behaviour B HacTpoiikax JaHHOTO CIHUCKA,
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WHITELIST — 3nauenue napamerpa whitelist_mode B HacTpoiikax nanHoro cnucka. Homep crcka,
KOTOPBIH (pakTHyecku cpaboran Obl, 3aKITI0UACTCS B KBapaTHbIE CKOOKH.

HpI/IM €pbI BBIBOJa KOMaH/bI:

1. ITpoBepka musg IPv4

EcoSGE:1:> show dpimatch 192.0.2.173
Checked IP : 192.0.2.173
LIST BEHAVIOUR WHITELIST

1 ignore off

2 ignore on
[10] block on

14 ignore off
[<listnum>] - applied dpilist

2. IIpoBepka st [IPv6 ¢ ykazaHMeEM HOMEpa HopTa

EcoNAT:2:> show dpimatch [2001:db8::ad94]:80
Checked IP : [2001:db8::ad9%94]:80
LIST BEHAVIOUR WHITELIST

7 ignore off
[16] block on
[<listnum>] - applied dpilist

3. IlpoBepka a1t URL ¢ OTCYTCTBHUEM PE3VILTATOB

EcoNAT:3:> show dpimatch http://www.example.com
Checked URL : http://www.example.com
LIST BEHAVIOUR WHITELIST

Jnist yaneHus CIUCKOB Wik (haiiioB, HCNOIB3yeMbIX pu HacTpoiike URL-¢punbrpanumy,
ucnosb3yercs komanzaa dpierase <nomep DPI-cnimcka nim nms gaitna>.

VY nanenue Bcex ¢aitnos *.dpi u3 6a3sl punbTpanuu npousBoAuTcs komanaoi dpierase all.

12.9.5 show dpistate

Komania BRIBOIUT AMArHOCTHYECKYIO0 HHPOPMAIINIO, OTHOCSIIYIOCS K pyHKImoHabHOCTH URL-
¢buIbTpanum.

IIpumep BbIBOIA KOMAH/BL:

EcoSGE: # show dpistate
IPv4 firewall table rules 326812/1048576 used/max
IPv6 firewall table rules 13/1048576 used/max
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IPv6 firewall range table rules 0/1048576 used/max

Dump partition:
DPI rules size:

154746880/159825920/314572800 used/free/total
31733149/35679961 url/all

Summary dump size:73804291

URL base rebuild at:
Last parsed dump time:
Actual Date for delta:
Last RKN update time:

2019-10-11T10:37:00+03:00:00
2019-10-11T07:29:00+03:00
2019-10-11T11:25:00+03:00
no request yet

(Local)

DPI host buffers used/total: 7/65535 (0.0%)
DPI path Dbuffers used/total: 7/65535 (0.0%)
DPI state buffers used/total: 161/16777215 (0.0%)

CTpOKI/I BBIBOJIa JJAHHOM KOMaH bl ONMCAHBI B Ta6J'II/II_Ie HMXC.

Tabmuma 47
Ctpoka Onucanue
IPv4 firewall Tekymee/mMakcumansHoe konudectBo [Pv4 3anmceit B ACL
table rules
IPv6 firewall Tekymee/MakcuManbHOE KOTMYECTBO enuHUYHBIX [Pv6-aapecoB B ACL
table rules
IPv6 firewall Tekyee/MakcuManbHOE KOJIMUECTBO nuamnazoHoB [IPv6-agpecos B8 ACL
range table
rules
Dump partition | Mcnonb3oBanue 06bEMa AUCKOBOTO pa3zelia, BBIACICHHOTO MO XpaHEHHE

3arpyxenHoro criucka PKH, ero muddepennunanbHpx OOHOBICHHH, a TaKKe
BpEMEHHBIX (ailioB, 0Opasyromuxcs Mpu ero oopadoTke

DPI rules size

Pa3zmep mamstu, 3aHuMaeMslii ctpykrypamu URL-dunsrpanmu 6e3 ACL/o0mwmii (B
Oaiitax)

Summary dump
size

CymmapHsIil pasMep 3arpykenHoro criimcka PKH u ero muddepennmanbabx
0oOHOBIIeHHUH (B OalTax)

URL base ata u Bpems mociieHero nepectpoenust 6a3nl qanubix URL-punbTpanmm.
rebuild at
®opmat: YYYY-MM-DDThh:mm:ss+hh:mm:ss
Last parsed JaTta u Bpems1, ykazanHbie B arpuOyTe updateTime >memenTa reg:register
dump time MOCJIETHETO 3arpykeHHoro u oopadorannoro XML-¢aiina cmcka PKH (t. e. nara

U BpeMsl co3aHus Qaiina).

®opmatr: YYYY-MM-DDThh:mm:ss+hh:mm

Actual Date for
delta

Jlarta u Bpems1, ykazanusle B arpu0yTte updateTime snemenra reg:register
nocyenHero 3arpyxeanoro XML-daiina nuddepenmanbsHOro oOHOBICHUS (T. €.
JlaTa ¥ Bpemsi co3naHus ¢aiina).

®opmat: YYYY-MM-DDThh:mm:ss+hh:mm

Last RKN Jlata u Bpems mocyieTHero ycrnenrHoro ooparmieHus k cepsepy PKH.

update time Perucrpupyercst fjake Ipu OTCYTCTBHH OYEPEIHBIX OOHOBICHHUN Ha cepBepe
DPI host Cuérumk 3anonHenus 0ydepa nHbOpMAaIMK MO0 JOMEHHOMY UMEHH

buffers (Tekyiiee/MaKCUMATBHOE)

used/total

DPI path Cuérunk 3anonnenus Oydepa nadopmaruu nmo URL, naymieit mocne 3uaka '?'
buffers (Texyiee/MaKCUMAIIBHOR)

used/total
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Crpoka Onucanue
DPI state Cuérunk 3anonHenus Oydepa nadopMaIu Mo ceccuu (TeKyIiee/MaKCUMaIbHOER)
buffers
used/total
[Ipumeuanue

Pa3znocts +hh:mm mexny MecTHBIM BpemeHeM U BecemupHbIM KoopauHupoBaHHbIM BpeMeHeM (UTC)
3amaéres mapamerpoM timeskew B BeTke system_log.

12.10 Hactpoika nepmoamn4eckoro nepeHanpaB/eHUs

Oynkimonan URL-umpTpanuy mo3BosseT 0OCymecTBIATh IEPHONUECKOE TIEpEeHANpaBICHNE
MOJIb30BaTENeH C ONpeesIeHHbIX CaliTOB (HampuMep, CAaliTOB KOHKYPEHTOB) 10 TaliMepy.

Hacmpotixa nepuoouueckozo nepenanpasnenus nonvsoeamenei pabomaem moavko oas HTTP. Ilpu
ucnonvzoeanuu HTTPS coedunenue 6yoem ycmanogneno be3 nepenanpasieHus.

Jlnist HacTpOMKHM MEepHOAMYECKUX NIepeHanpanieHuii, B coorsercTByomuii dpilist nomken ObITh
BPYUHYIO 3arpy’KeH CIIUCOK PECYPCOB, IJIs1 KOTOPBIX HEOOXOIUMO OCYILECTBIIATh IEPEHAIIPABIICHHE.
[Tonpobuee o hopMUpPOBaHUH U 3arpy3Ke TAKOTO CIHCKa, CM. B paszeie "[loAroroBka crmuckoB
¢bunbTpanun".

Jlanee HE0OXOAMMO HACTPOUTH MapaMeTPhl CIIUCKA, B TOM YHUCIIE, TaliMepbl epeHanpaBieHui 1
ajipec, Ha KOTOpBIH Oy/IeT nepeHarpasieH MM0JIb30BaTelb, HAIPUMED, 3TO MOXKET ObITh CTpaHHIIA
oIeparopa ¢ ONUCAHUEM YCIYT U CHEeLUAIbHbIX IPEAI0KEHHUH.

MexaHu3M nepeHanpaBieHus] aBTOMAaTUIECKU CcpadaThIBaeT, KOT/a MMOJIh30BaTElhb B TIEPBHIH pa3
3aX0IUT Ha JII0O0H calT u3 crucka. C ’TOro MOMEHTa HAUMHAKOT CBOM OTCUET Taiimepsl. OauH u3
taiimepoB (redirect_interval) oTcunThIBaeT BpeMs A0 CIEIYIOIIErO IEPEHANIPABICHUS 110 BCEM
OCTaJIbHBIM aJ[pecaM U3 CIHUCKa, BTOPOU — BpeMs 0 CIIEIYIOIIETo epeHanpaBIeHus 10 IepBOMY
cpaboraBmieMy azapecy (redirect_interval url).

Hampumep, eciu 3arpy>keH CIIUCOK aJIpECOB:

e yaru
e lenta.ru
e Tg.1u

,Z[J'ISI CIIMCKa YCTAaHOBJICHBI:

o redirect interval — 10 MunyT,
o redirect interval url — cyTku.

ITonp30BaTenb 3aX0AUT Ha rg.ru, 1 €ro Cpa3y MnepeHarpapIsi€T Ha CTpAHULLY OIIepaTopa. ITocne atoro
OH MOJKCT B TCUCHUC CYTOK 3aXOJUTh Ha 1rg.ru, rnocJjic 4€ro CHoBa cpa60TaeT NnepecHanpaBJICHUC. B 10
K€ BpEMs, Ha OCTAJIbHBIC CalThI U3 CIIMCKA OH MOXET CBO60,I[HO 3aX0JUTh B TCUCHUC 10 MHHYT. ITocne
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3TOTO OH 3aXOJIUT, JOIYCTUM, Ha ya.ru, U ero NepeHanpasseT Ha cailT onepatopa. CyTKH MMocje 3TOro
ya.ru OTKPBIBACTCA B HOpMAJIbHOM PCIKHUME, TIOTOM CHOBA UJCT IMCPCHAIIPABJICHUC.

B tabnune Huxke ykazaHbl mapamMeTpbl, KOTopble HeoOxoaumMo 3a1ath B DPI-crircke, 9To0bI
cpabaThIBaJIO IEPUOINIECKOE TTEPEHAIIPABIICHHE.

Tabnuma 48

I[Mapametp

Onucanmne

redirect interval

WHTepBan Mexny nepeHanpaBiIeHUsIMU JJIs CATOB CIIUCKa, B ceKyHaax. [1o
ymomuanuio 10 munyT (600). [Tocne mepBoro nepeHamnpaBieHus Bce
OcTaJIbHbIE CAlThl U3 CIIUCKa OyAyT B TeueHue 10 MUH OTKpBIBATHCS B
O0OBIYHOM pEXKUME

redirect_interval url

HHTtepBan Mexay nepeHanpaBiIeHUsIMA OQHOW U TOM ke cTpaHuuel. [1o
ymomdanuio 30 cytok (2592000). [Ipu mombITKe 3aiiTH Ha CTPAHUILYy U3 CIIHCKA
cpabatbiBaeT nepeHanpasienue. [locae sToro ganHas crpanuna OyneT
OTKPBIBATHCS B 0OBIYHOM pekuMe B TeueHue 30 CyTOK, TOTOM CHOBa
cpaboTaeT nepeHanpaBICHIE

behaviour redirect

38.IlaéT IOBCACHUS CIIMCKa — IICPCHAIIPABJICHHUC

redirect use interval
on

Bxmrouaer ucnosnp3zoBaHue TaiMepoB nepeHanpasiieHus. [Ipy BEIKIIIOUeHHH
3TOrO MapameTpa, nepeHanpanieHue OyeT cpabaTbiBaTh KaK/bli pa3 npu
NOTIBITKE 3alTH Ha JII000M CaiiT U3 CIHCKa

redirect_url

Anpec cTpaHHULIbl, HA KOTOPYIO Oy/IeT IPON3BOAUTHCS IIEpEHANPaBICHHE.
EcoSGE mno3Bosnsier 106aBiATh B aJIpeCHYIO CTPOKY CIIELU(PHKATOPSI,
yKa3bIBalolUe Ha KJIMeHTa. UTO MO3BOJISET NEPCOHATU3UPOBATH CTPAHUILY
nepeapecaluy.

Bo3MoskHbIe ciennuKkaTophl:

%c — nepenasath B redirect _url callback-id, momyuennsiit or RADIUS-
cepsepa;

%m — nepenasath B redirect url mac anpec kKiMeHTa;

%I — nepenasats B redirect url ip aapec KiIueHTa;

%v1 — nepenasath B redirect url nepBsiii (BepxHuit) vlan knuenra;
%v2 — nepenasath B redirect_url Bropoii (HmKHUI) vlan KiMeHTa;
%u — nepenasath B redirect_url url, Ha KOTOPBI 0OpPATHUIICS KITUEHT.
®opmat BBoza napaMerpa redirect_url:

<URL>/?<VAR_NAME1>=<SPEC1>&<VAR_NAME2>=
<SPEC2>..<VAR_NAMEN>=<SPECN>

rae URL — agpec cTpaHulibl, HA KOTOPYIO OCYUIECTBIIETCS IIEPEHANPABICHUE,

VAR _NAMEI1 .. VAR_NAMEN — ums nepeMeHHO1,
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I[Mapametp Onucanue

SPEC1 .. SPECN - cnienudukarop.

Hanpuwmep, http://example.com/?var1=%u&ip=%i&qwe=%v2. Ecnu npu
TaKOM 3HaYCHHU TapamMeTpa KIMEHT MOMPo0yeT 0OpaTHTHCS Ha aapec
forbidden.com, To oH OyneT nepeHanpaBIlieH Ha aJipec:
http://example.com/?var1= forbidden.com&ip=10.1.1.10&qwe=0

[Tpumep HaCTpOMKHU CIMCKA:

MyECONAT:2:system.dpi# show
enable

functionality mode normal nat
certificate file "cert.pem"

dpilistl
{
enable

whitelist mode off

log matches on

exceptions off

behaviour redirect

redirect use interval on

redirect interval 600

redirect interval url 2592000
redirect url "http://redirect.domen.ru/"
color direction both

color tos byte 32

download url ""

update schedule never

no_ip ()

ip ( 0.0.0.0/0 )

12.11 Shortlist
12.11.1 Hacrpoika shortlist

B ¢ynxnuonane URL-¢punbTpannm Bo3M0OXXHa HACTPOMKA JIOTHPOBaHMsI HAa BHELIHUM cepBep 0e3
OJIOKUPOBKH coeAHEeHU. J{J1s1 torupoBanus ucnonb3yerca nopt MNG.

st 5T0r0 He00X0AUMO c(HOPMUPOBATH TEKCTOBBIH (Daiiil CO CIUCKOM a/IpecOB, AaHATOTUYHO TOMY, KaK
oncaHo B pazaene "[loaroroBka cnuckoB ubrparun. [locne yero daiin 3arpyx)aeTcsi Bpy4HYIO
komanoii dpiload shortlist <URL>, rne URL BBonuTCs B hopmate http://<aapec cepBepa>/<ums
(paitna>.<pacumpenue gaiiaa>.

Jaitee HeoOX0aMMO HACTPOUTH mapameTphl shortlist B Betke koHuryparuu system.dpi.shortlist:
BKJIIOYHTH onuuio (enable), ykasats agpec u HopT cepBepa, Ha KOTOPBIH OyXyT OTIPABISATHCS JIOTH.

Bpewmsi, yka3eiBaemoe B 10g-coo01eHrsX, 3aBUCUT OT 3HaueHus rmapamerpa timeskew. Bo3aMmoxHbie
3HA4YCHUA:
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e utc — yka3beiBaTh Bpems UTC (3HaUeHHE MO0 YMOIJIYAHUIO);
e system — yKa3bIBaTh JJOKAJIbHOE CHCTEMHOE BpEMSI.

IIpumep HacTpoOMKH:

MyECoONAT:3:system.dpi.shortlist# show
enable

timeskew system

server ip and port 1.2.0.1:8899

[Tocne atoro mist onpenenéuHoro cnucka aapecos (shortlist) Oyaetr BeCTUCH JIOTHPOBAHKE BCEX
cobpituit URL-unpTpanuu Ha yka3aHHBIM cepBep. JTa OMIUS aBTOMATHYECKHA MPUMEHSETCS] KO BCEM
CIIMCKaM.

12.11.2Hacrpoika nornposaHust URL-cbunbTpauum

Jist BKIIFOUEHUS JIOTUPOBaHMS B TapaMeTpax CIMCKOB CalTOB, HY>KHO ycTaHOBUTH log_matches on.
Ecnu nanubiit mapamerp OyJeT BKIIIOYEH, HO B BeTKe KoHpurypauu system dpi shortlist (cm.
MpebIIY NN MYHKT) HE YKa3aH aJjpec cepBepa, Ha KOTOPBI OTIIPABIIAIOTCS JIOTH, JOTHPOBAHNE
pabortatb HE OyJeT.

Ecnu HeoOxoauMo BecTu JIorupoBaHue 6e3 OJ0KHPOBKM MIIM IIEpEeHaNpaBlIeHus, TO B TapaMeTpax
CIIMCKa CaillTOB HY’KHO ycTaHOBUTH behaviour ignore (npu ycraHoBke Jpyrux 3Ha4eHUH mapamerpa
behaviour, norupoBanue Takxe Oyaer paboTaTh).

dpilistl
{
enable
whitelist mode off
log matches on
log pictures off
exceptions off
behaviour ignore
redirect use interval off
redirect url ""

12.11.3 HacTtpo#ka cepBepa shortlist

3anucu coObiTuii URL-(punbpTpaiinu HanpaBisioTCs Ha cepBep, Ha KOTOPOM 3aIylleHa MporpaMma
shortlist_server (mpegocraBiseTcsi MPOU3BOIUTEIEM TIO 3aIIPOCY).

B3anMopencTere ¢ mporpaMmMon-cepBepoM OCYILIECTBIISAETCS B TEPMUHAJIE CEPBEPA, HA KOTOPOM OHa
YCTaHOBJIEHA, ITpY NoMo1y KomaH sl ./shortlist_server <duiaru>.

Ucnonb3yrores cienyrouye ¢uaru:

e -C— BBIPE3aTh KAPTUHKHU ¥ MPOYHE KOHTCHTHBIE (aiiiIbl,

e -d—3amatek dhopmat ¢aitoB, B KOTOpbIe OyayT MUCATHCS JOTH (CM. HIKE),

e -f—3ammcek 0ora B ouH daii,

e -i—[P-aapec, Ha KOTOPBIN MPUXOMAIT JIOTH (€CIIH y cepBepa 3aIeHCTBOBAHO HECKOIBKO
uHTepdeiicon),
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e -h —moka3aTh NOMOIIG U BEIWTH,

e -p— UDP-nopt, Ha KOTOPBIH PUXOIAT JIOTH (€T0 HY>KHO YKa3aTh B BETKE

KoH(uUrypaoHnHoro aepena system dpi shortlist),
e -t— BBIBOJIUTH JIOTH HEMOCPEACTBEHHO HA TEPMHHAL.

D) RDP

MOoHO yKa3bIBaTh HECKOJIBKO ()JIaroB OJJHOBPEMEHHO (HAIpUMep, YTOOBI BeJlach 3aIKCh JIOTOB B

(baiin u BEIBOAUIIACH HA TEPMHHAN).

Tak kak jgorupyemsbix coObITiii URL-dunbTparium MoxeT ObITh MHOTO, B IPOTPaMME €CTh
BO3MO>KHOCTh BECTH 3aIKCh JIOTOB TpyIIamMu, (OpMUPYEMBIMUA IO BPEMEHHOMY NPH3HAKY.
Hanpuwmep, cozmaBath OTAENBHBIN (ailsl KaxXIblid ACHb WK KX bl yac. [ 3amanus GopmaTa Takoi
3aIlUCH JIOTOB CIIY>XKUT ¢uiar -d. B Tabnuie Huxke rnpeicTaBleHbl BO3MOXKHbIE KOBI 3TOro (hara u
cootBeTcTBYMOIMe UM popmarsl. Ecnu ykaszan ¢uar -d %F.log, To daiins 1oroB OyxyT
(dopmupoBaTbes 1O AHAM, a popMaT ux Ha3BaHuil OyzaeT YYYY-MM-SS.log, nanpumep, 2016-05-

10.log.

Tabmnuma 49

Kon Onucanue

%a COKpaH_IeHHOC Ha3BaHHUC OHA HCACINU

%A | IlonHoe Ha3BaHUE OHS HENEIN

%pb | CokpalieHHOE Ha3BaHHE MecsIa

%B | IlomHoe Ha3BaHuUE MecsIa

%c | CtanaapTHas CTpOKa JaThl U BPEMEHH

%C | e nmocnennue nudpsl roga

%d | Jlenb Mecsina B Bue aecsaTuaHoro uncna (1-31)

%D | JlaTa B Buie MeCSL/ACHB/TOL

%e | Jlenb Mecsna B BuAe AecATHUHOTO uncia (1-31) B AByX-CUMBOJIBHOM
nosue

%F | Jlata B Buze "roa-Mecsi-acHp"

%g ITocnennue nBe I_[I/I(1)pLI roga € UCIIOJb30BaHUECM ITOHCACIBHOI'O Ioaa

%G | I'ox ¢ UcioIb30BaHMEM MMOHEIEIHLHOTO TOa

%h | CokpaieHHOE Ha3BaHHUE MeCsIa

%H | Yac (0-23)

%j | Yac (1-12)

%j | Hdenb roga B Buzae aecsatuuHoro uncia (1-366)

%m | Mecsii B Buae aecsitTuaHoro yucia (1-12)

%M | MunyTsl B BUae aecarnyHoro yucia (0-59)

%n | Paznenurens cTpok

%p | MectHblii skBuBaneHT AM (110 nmomyans) win PM (mocne momygHs)

%r | 12-uacoBoe Bpems

%R | Bpems B Buze 4yu:Mm

%S | CexyHnasl B Buje necatuuHoro yuciua (0-60)

%T | I'opuzoHTanbHas TaOyIsAUs

%T | Bpems B BUAE 44:MM:CC

%u | Jlenb Hexenu; MOHENENBHUK — TIEPBbIN eHb Heaenu (0-6)

%U | Henmens rona; BoCKpeceHbe — MepBbIit neHb Heaenu (0-53)
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Kon Onucanne

%V | Hememns roga ¢ UCIIONIB30BaHMEM TMOHEIEIHFHOTO TOIa

%w | Jlenb Hepenu B Buze aecsatuaHoro uncia (0-6, Bockpecense — 0-i JeHb)

%W | Henens roaa; moHenenbHUK — NepBbIid AeHb Henenu (0-53)

%x | CranmapTHas CTpOKa J1aThl

%X | CranmgapTHas CTpOKa BpEMEHHU

%y | I'ox B Bune necaruynoro ymcia 6e3 cronerus (0-99)

%Y | I'ox B BUaE HECITUYHOIO YHMCIIa, BKIIFOYAIOIIETO CTOJICTHE

%z | CoBUT OTHOCHUTENBHO KoOopAuHKUpoBaHHOTrO BcemupHoro (UTC)
BpEMEHU

%7 | Ha3Banue yacoBoro mosca

%% | 3HaKk mporeHTa

12.12 dunbTpauma NPoOTOKONOB

[Honcucrema DPI crioco6Ha aHanu3upoBaTh TpaQuK MO CUTHATYPAM MIPOTOKOJIOB U IPUMEHSTH K
TpaduKy pacro3HaHHBIX MPOTOKOJIOB JACHCTBUE, 3ajaHHOe B HacTpoiikax DPI-cmcka. [lonnexanime
pacro3HaBaHUIO MPOTOKOJIBI MOKHO YKa3bIBAaTh KaK 110 OTJAEJIBHOCTH, TaK U KaTeropusmu. [Jjis aToro B
Hactpoiikax DPI-cnimcka ciyxat nmapamerpsl protocols u proto _categories COOTBETCTBEHHO (CM.
paznen "Co3nanue u HacTpoiika DPI-crinckoB"). MoKHO yka3aTh HECKOJIBKO MPOTOKOJIOB U KaTErOpHUi
yepe3 npode, a TaKke NP He0OXOAUMOCTH 100aBIATh U YIAJIATh POTOKOJIBI U KATETOPHH C
IIOMOIIBIO OIIEPATOPOB += U -=.

[TonHBIM CIUCOK NOAAEPKUBAEMBIX ITPOTOKOJIOB BEIBOAUTCS KoMaH101 show protocols all, ciucok
KaTeropuii mpoTOKoJIOB — KoMaH10i1 show protocols categories.

Jlnist BBIBO/Ia MHPOPMALIMU 00 UHTEPECYIOIIEM MTPOTOKOJIE HEOOX0IMMO OTIIPaBUTh KOMaHy show
protocols <umsi_npoTokoJia>. BEIBoa KOMaHIBI COEPKUT KPATKOE Ha3BaHHE MPOTOKOIIA (name),
nojiHOE Ha3BaHue npoTokoia (full name), Ha3BaHME KaTeropuu, K KOTOPOH OTHOCUTCS MPOTOKOJ
(category), u kpaTkoe onucanue mporokona (descripton). [Tpumep:

EcoSGE:system.dpi# show protocols ssh
name ssh
full name Secure Shell
category Encrypted
description Secure Shell (SSH), sometimes known as Secure Socket Shell,
is a UNIX-based command interface and a protocol for obtaining secure
access to a remote computer.

Jy1g GpICTpOro Moucka MPOTOKOJIOB MO Ha3BaHUIO BBEUTE MepBble OyKBbI Ha3BaHUs nocie show
protocols u Haxxmure Kiasuiry Tab. [Ipu HaMYMKM HECKOIBKUX BapUAHTOB OYET BBIBEJEH CITUCOK
coBnazieHui. Eciiu BapuaHT ouH, TO Tociie HaxkaTus kinaBumu Tab OyaeT BeiBeeHa abOpeBuarypa
npoTtokoina. Hanpumep:

EcoSGE:system.dpi# show protocols ss [TAB]
# There are several choices:

ssdp

ssh

ssl

sscopmce
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[To kaxaomy pacnio3HaHHOMY NPOTOKOY noacucteMa DPI Ben€r moacuér nexoasaimux U BXOAAIUX
ceccuid, 6aiiToB u makeToB. CuéTunku Mo>kHO BhiBecTH B CLI min onpocuts mo SNMP.

st BeiBosta cuétunkoB B CLI HeoOxoaumo oTripaBuTh koManay show protocounters { all | diff } :

. C ApTyMCHTOM all KOMaHa IMMOKaXCT CYMMAPHLIC 3HAUYCHUA C MOMCHTA 3aITyCKa CUCTCMBI
EcoSGE;
e caprymenToMm diff OyayT mokazaHbl TOJIBKO U3MEHEHHS 3a TTOCJICTHIOI0 MUHYTY.

CuéTunky B BEIBOJIC KOMAH/I CTPYIITUPOBAHBI IO IIPOTOKOJIAM, a TPYTITEI CYETYMKOB, B CBOIO OYEPE/ib,
YIOPSIIOYEHBI 110 YOBIBAHUIO CYMMAapHOTO KOJIMYEeCTBA OAMT.

[Ipumeps! BeIBOJA:

EcoSGE:# show protocounters all

Printing proto counters...

Core total, cr dpi total base egress bytes: 1750
Core total, cr dpi total base ingress bytes: 948
Core total, cr dpi total base egress pkts: 25

Core total, cr dpi total base ingress pkts: 14

Core total, cr dpi total ip egress bytes: 1688

Core total, cr dpi total ip ingress bytes: 948

Core total, cr dpi total ip egress pkts: 24

Core total, cr dpi total ip ingress pkts: 14

Core total, cr dpi total tcp egress bytes: 1688

Core total, cr dpi total tcp ingress bytes: 948

Core total, cr dpi total tcp egress pkts: 24

Core total, cr dpi total tcp ingress pkts: 14

Core total, cr dpi total smpp egress sessions: 1
Core total, cr dpi total smpp egress bytes: 848

Core total, cr dpi total smpp ingress bytes: 678
Core total, cr dpi total smpp egress pkts: 12

Core total, cr dpi total smpp ingress pkts: 10

Core total, cr dpi total imaps egress sessions: 2
Core total, cr dpi total imaps egress bytes: 280
Core total, cr dpi total imaps egress pkts: 4
EcoSGE:# show protocounters diff

Printing proto counters diff...

Core total-diff, cr dpi total base egress bytes: 906
Core total-diff, cr dpi total base ingress bytes: 474
Core total-diff, cr dpi total base egress pkts: 13
Core total-diff, cr dpi total base ingress pkts: 7
Core total-diff, cr dpi total ip egress bytes: 844
Core total-diff, cr dpi total ip ingress bytes: 474
Core total-diff, cr dpi total ip egress pkts: 12
Core total-diff, cr dpi total ip ingress pkts: 7
Core total-diff, cr dpi total tcp egress bytes: 844
Core total-diff, cr dpi total tcp ingress bytes: 474
Core total-diff, cr dpi total tcp egress pkts: 12
Core total-diff, cr dpi total tcp ingress pkts: 7
Core total-diff, cr dpi total smpp egress bytes: 424
Core total-diff, cr dpi total smpp ingress bytes: 339
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Core total-diff, cr dpi total smpp egress pkts: 6

Core total-diff, cr dpi total smpp ingress pkts: 5
Core total-diff, cr dpi total imaps egress sessions: 1
Core total-diff, cr dpi total imaps egress bytes: 140
Core total-diff, cr dpi total imaps egress pkts: 2

Jlst oripoca cuétunkoB o SNMP crienyeT ucnoiib30BaTh madIoH 3ampoca
1.3.6.1.4.1.45555.1.6.<a>.<b>.<c>, rae:

<a> — omnpeAciIeT 3alpalliBacMO€C 3HAUYCHHUE:

e 0 - cymmapHOe 3HAaYCHHE C MOMEHTA 3aITyCKa CHCTEMBI;
e | — U3MeHEHHE 3a MOCIETHIO MUHYTY;

<b> — nomep (id) mpoTokomna B MIB;
<¢> — IOJICYUTHIBAEMbBIC CAUHUIIEI:

o (0 — HCXOIAIINE CECCHH,
e | — BXOZSIINE CECCHUMU,

o 2 —wucxonsiue 0TI,
e 3 — Bxoxsmue OanTHI,

o 4 — UCXOAAIINE MAKETHI,
e 5 — BXOISIIUE MAKETEI.

ITpumep SNMP-onpoca cuérunkoB ais nporokoiaa SMPP (ID 738):

snmpwalk -v2c -c public 192.168.5.2:161 1.3.6.1.4.1.45555.1.6.0.738
1s0.3.6.1.4.1.45555.1.6.0.738.0.0 = Counter64d: 1
1is0.3.6.1.4.1.45555.1.6.0.738.1.0 = Counter64d: 0
1is0.3.6.1.4.1.45555.1.6.0.738.2.0 = Counter64: 848
1is0.3.6.1.4.1.45555.1.6.0.738.3.0 = Counter64: 678
1is0.3.6.1.4.1.45555.1.6.0.738.4.0 = Counter6d: 12
1s0.3.6.1.4.1.45555.1.6.0.738.5.0 = Counterocd: 10

Ecau 8 SNMP Manager 3arpyxen MIB-¢aiin caéTankoB 711 mpoToKoiI0B, To B SNMP-oTBeTax
BMecTo OID OyayT ykazanel uMeHa cuéTunkoB. [Ipumep:

snmpwalk -v2c -m Proto-MIB -c public 192.168.5.2:161
1.3.6.1.4.1.45555.1.6.0.738

Proto-MIB: :econatTotalSmppEgressSessions.0 = Counter64: 1
Proto-MIB: :econatTotalSmppIngressSessions.0 = Counter64: 0
Proto-MIB: :econatTotalSmppEgressBytes.0 = Counter64: 848
Proto-MIB: :econatTotalSmppIngressBytes.0 = Counter64: 678
Proto-MIB: :econatTotalSmppEgressPkts.0 = Counter64d: 12
Proto-MIB: :econatTotalSmppIngressPkts.0 = Counter64: 10

Bce cuérunku nmoacucremsr DPI siBisitoTcst ckansipabiMu o0bekTamu B MIB, mosTomy mipu omnpoce
TaKUX CYETYMKOB IO OTAEIbHOCTH HeoOxoaumo nocie OID ykaspiBats ".0". [Ipumep 3ampoca
CYMMAapHOT'0 KOJIMYECTBA UCXOAIINX aKETOB NpoTokosa SMPP:
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snmpget -v2c -m Proto-MIB -c public 192.168.5.2:161
1.3.6.1.4.1.45555.1.6.0.738.4.0"
Proto-MIB: :econatTotalSmppEgressPkts.0 = Counter6d: 12

Jnst cOpoca cu€TYMKOB HEOOXOAMMO OTIIPaBUTh KOMaHly clear counters.

[Ipu pacno3HaBaHUM KaKOT0-ITMO0 MPOTOKOJA 1Mo 6a3e curHaTyp noacucrema DPI coxpanser
YHUKaJIBHBIH HA00p JaHHBIX 00 3TOM mpoTokoiie (5-tuple) B cnienmansayro Tabmuiy — DPI flow table.
Ecnu B nanpHeiinem Oyaet oOHapy»KeHa MOMBbITKA OTKPBITUSI CECCHH, Y KOTOPOil 5-tuple coBmamaert ¢
COXpaHEHHBIM B Ta0nwIle, To mojacucrtema DPI yxke 1Mo mepBomMy MakeTy ONpeaeauT MPOTOKOI. ITO
ONTUMU3HUPYET NMPOU3BOAUTEILHOCTL DPI.

Kaxxnas 3anuce 5-tuple Xxpanutcs B Tabauiie B TedeHUE GUKCUPOBAHHOTO BPEMEHH, KOTOPOE HEJb3sI
n3MeHuTh. OTHAKO MpeyCMOTpeHa BO3MOKHOCTh MPUHYAUTENbHOM ouncTku DPI flow table. /s
3TOTO HE0OX0aMMO OTHpaBuTh kKoMaHy clear dpi_worker flows. C nanHOM KOMaH/IOM CBS3aHBI JIBa
CUYETUMKA:

e cr_dpi_worker flush_try peructpupyer Kaxayr0 MONBITKY OYUCTKU TaOIUIIBL;
e cr_dpi_worker_flush peructpupyer KonuuecTBO yAaIEHHBIX 3aMTUCEH.

12.13 O6paboTka HesanpoweHHbIXx HTTP-otBeTOB

Bosmoxken ciydaii, korga HTTP-cepBep oTnpasiisieT 0TBET cpasy IOCIIE yCIEUTHOIO 3aBEpLICHUS
npornenypsl TCP Handshake 6e3 moirydeHust COOTBETCTBYIOIIETO 3ampoca OT KiueHTa. J{is
noacuctembl DPI Takoit mopsiiok oOMeHa JaHHBIMH SBIISETCS HEMpPaBUIbHBIM. HezanpoieHHbIN
HTTP-otBet u coorBerctBytomias TCP-ceccust OyayT 3a0mokupoBaHsbl. 3a OJIOKUPOBKY OTBEYACT
napametp block fast response B BeTke system.dpi, KOTOpoOMy MO yMOJIYaHHUIO PUCBOEHO 3HAYEHUE
on (O61okupoBKa BKIItoYeHa). J[ist Toro 4To0bI pomyckartk Takue HezanpomneHHsie HTTP-oTBeTH 1 He
OIoKupoBaTh ceccum, Heobxonumo 3aaath block fast _response off v mpuMeHUTH HOBYIO HACTPOHKY
komaH101 apply.

IIpumevanue. biioknpoBKka HE NPUMEHSETCS K HE3aIPOILIEHHBIM OTBETaM, KOTOPBIE CIEAYIOT 3a
HaJJISKAIIUM OTBETOM CEpBEpa Ha 3ampoc KimeHTta (TexHomorus Server Push, onucannas B RFC
7540).

ns moncuéra ceccuil, B X011€ KOTOpbIX HezanpoueHHslie HTTP-0TBeTHI MOCTy MM cpasy nocie
nporneaypsl TCP Handshake, npenycmoTpen cuérunk cr_sess _http wo_get. OToT cuéTunk
cpabaTbIBaeT TOJIBKO NPU OTKIIOUeHHON OsokupoBke. OID cuérunka B MIB:

1.3.6.1.4.1.45555.1.2.685.0.

12.14 dyHkuua DPI Redirect

Oyukuust DPI Redirect otBevaer 3a nepenanpasienue abonentckux HTTP-coennnenuit mpu nomeiTke
oOpalieHus K 3anpeuiéHHbIM HHTEPHET-pecypcaM. AITrOpUT™ paboThl JaHHOW (QYHKIIMH 3aBUCUT OT
TOTO, €CTh JIU B MakeTax aboHeHTckoro Tpaduka metku MPLS u B xakoii uarepdeiic — LAN wim Log
— MPOU3BOAMTCS TMepeHanpasiieHue. Takum 00pa3oM, BO3MOXKHBI YeThIpe ajiroputMa padbotst DPI
Redirect, koTopble pacCMOTPEHBI HUXKE.

e Metka MPLS orcyrcTByeT, nepenanpanienue B LAN-unTepdeiic
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[Tpu moctymnennn B LAN-unTepdeiic GET-3ampoca k 3anpenéHHOMy pecypcy JaHHBIN 3a1poc
Onmokupyercs, mocie yero reaepupyercs otBeT "307 Temporary Redirect", kotopslil nmepegaéres B TOT
xe LAN-unTepdeiic. 3aromoBok Location manHoro oreera conepxut URL, 3a1aHHbIH B TapameTpe
redirect_url B HacTpoiikax dpilist (cMm. pazaen "[loaroroBka criuckoB punabTpammu").

e Metka MPLS orcyrcTByeT, nepenanpanienue B Log-unrepdeiic

ITpu nocrynnennn B LAN-untepdeiic GET-3anpoca k 3anpeniéHHOMY pecypcy AaHHBIN 3a1poc
OsokupyeTcs, mocie yero reHepupyercs oreT "307 Temporary Redirect", koTopslit nepenaérces B
Log-untepeiic. 3aronosok Location nannoro otsera coaepxut URL, 3ananublil B mapameTpe
redirect url B HacTpoiikax dpilist (cm. pazaen "Co3nganue u Hactpoitka DPI-cimckoB"). 3aTem oTBeT
nepenaéTes Ha MapLIPyTU3ATOP U Jajiee cieayet 10 aboHeHTa. /i JaHHOTo anropuT™Ma HeoOX0IUMMO
IIPEBApUTENIBHO 331aTh BCE HEOOXOJUMBbIE ITapaMeTphl B BeTke connection_log (cM. pa3znen
"JlorupoBanue aboHeHTCKHX ceccuil"). B wactHocTH, HeoOXoaMMO B apaMerpe log_servers 3a1aThb
[P-anpec unTepdeiica MapmpyTuzaTopa, ¢ KOTopsiM coequHéH Log-unrtepdeiic.

e Metka MPLS npucyrctByert, nepenanpasienne B LAN-uaTepdeiic

ITpu noctynnennn B LAN-untepdeiic GET-3anpoca k 3anpeniéHHOMY pecypcy JAaHHbIN 3alpoc He
onmokupyercsi. B orBere 3anpemiéanoro Web-cepBepa copepkuMoe NoJIe3HON Harpy3Ku 3aMeHsSIeTCs
coobuienueM "307 Temporary Redirect”, B koTopom 3arosioBok Location cogepxut URL, 3anaHHblIi B
napametpe redirect url B Hactpoiikax dpilist (cm. pa3zgen "Co3nanue u Hactpoiika DPI-criuckoB").
3areM JaHHBIN H3MEHEHHBINA OTBET nepenaércs B ToT ke LAN-unaTepdeiic.

e Metka MPLS npucyrctByer, nepenanpanienue B Log-unrepdetic

IIpu nocrymnennn B LAN-untepdeiic GET-3anpoca k 3anpeniéHHOMY pecypcy JAaHHBIN 3alpoc HE
onokupyercs. B orBere 3ampeménnoro Web-cepBepa cosiep:kuMoe 1mojie3HoN Harpy3Kku 3aMeHseTCs
coobuienueM "307 Temporary Redirect”, B koTopom 3arosnoBok Location cogepxut URL, 3anaHHbIH B
napamertpe redirect url B Hactpoiikax dpilist (cm. pazaen "Coznanue u HacTpoiika DPI-criuckos").
Jlannbiit n13MeHEHHBIN OTBET nepenaércs B Log-unrepdeiic, 3areM Ha MapIIpyTHU3aTOP, T eMy
MIPUCBAMBAETCsl COOTBETCTBYIOIIas MmeTka MPLS, u nanee ciemyer no abonenra. Jljist maHHOTO
QJITOPUTMA HEOOXOJMMO MPEABAPUTEIHHO 331aTh BCE HEOOXOAUMBIEC TApaMETPhI B BETKE
connection_log (cM. pazaen "JlorupoBanue aboHeHTCKHUX ceccuii'"). B vacTHOCTH, HEOOXOAMMO B
napameTtpe log_servers 3anats [P-anpec uarepdeiica MmapmpyTuszaTopa, ¢ KOTOpsIM coenHEH Log-
uHTepdeiic.

IMTPUMEYAHUE
B cucreme EcoSGE nepenanpasnenne HTTP-coennnennii MoxeT ObITh pealn30BaHO KakK CpeACTBaMU

DPI, rak u cpencramu BRAS. Crnenyer noMHUTb, YTO OJUTHKHU U cepBUchl BRAS nmpumenstorcs k
aboHeHTCKOMY TpaduKy paHblie, yem napameTpsl DPI.

12.15 3aBucumocTb pab6oTbl ECOSGE oT cxembl noaknto4YeHns

Bo3moxHbI 1BE cxembl noakIoueHus ycrporictBa EcoSGE:

e B pa3phlB COEAUHEHMS (HA IIEPBOM PUCYHKE HUXKE),
e  C IBOMHBIM 3epKaTUpOBaHUEM TpaduKa (Ha BTOPOM PUCYHKE HIDKE).
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Kaxoil cxeme MOJKIIOUEHUS] COOTBETCTBYET ONpeAeaEHHbIN pexxuM pyHkimonupoBanus EcoSGE,
KOTOpbIH 3amaétcs napametpoM functionality mode B BeTke system.dpi. J[s11 cxemsl "B pa3psiB"
HE00X0AMMO 3aJaTh 3HaYeHne normal_nat, a U1t CXeMBbI ¢ 3epKaIupOBaHHEM —
double_mirrored_traffic.

B pexume 3epkanupoBanusi ECOSGE ananu3upyeT BXOISIINN 1 UCXOAAIINHA Tpa(UK U BHITOTHSIET €ro
TPAHCIIALUIO, KaK U B 0OBIYHOM pexume. [l 3Toro ucxoaauuii or abOHEHTOB TpadUK 3epKaIupyercs
Ha JiokanbHbIe (4éTHbIC) MHTepdeticel ECoOSGE, a Bxonsmmii u3 HTEepHEeTa K a0OHEHTaM — Ha
rinoOanbHble (HeuéTHble) uHTEpdeiicel ECOSGE (cM. pa3zaen "Hactpoliku unrepdeiicon").

Ecnu EcoSGE o0napy»xuBaeT coeJUHEHHE € 3alpeIl€HHBIM PECYPCOM, OH OTIPAaBIsSeT A0OHEHTY
yepe3 MapIIpyTU3aTop naket npepbiBanus coequnenus (st HTTPS) unu naket nepenanpaBieHus
(nns HTTP). lns nepenaun nakeToB NepeHanpasiieHus U npepbiBanus coennHenuss ECoOSGE
UCHOJb3YET JIOTUpyomuil uHTepdeiic mm uarepdeiicel (cMm. paznen "OOGopyaoBaHue"), Toraa Kak B
OOBIYHOM pPEXKHMME ISl 3TOTO UCTIONB3YIOTCS T€ KE CeTeBbIe HHTEP(ENCHI, Yepe3 KOTOPBIE TIPOXOIUT
aboneHTckuit Tpaduk. [ToaTomy 17151 KOppeKTHOM paboThl cxembl 3epkanupoBanust B ECOSGE nomxken
OBITh 3aJ1aH apec MUTI03a 0 YMOIYaHUIO B BeTKe KoH(puryparuu connection_log (cm. pazaen
"JlorupoBanue aboHeHTCKHX ceccuil"). Takxke peKOMeHAyeTCs NPUHATh MEPBI, YTOOB! IPEAOTBPATUTD
rorajianne Ty OIupyroIero Tpaguka oOpaTHO B CETh yepe3 HHTEPPEHCHI, C KOTOPBIX 3epPKATUPYEMbIit
Tpaduk Hanpasisercs Ha ECOSGE.

Ecnu va EcoSGE 3epkanupyercs Tpaduk ¢ METKOU (UM C ABOMHOW METKOM), TO U MAaKEThI
MIepEeHANPABJICHHSI U TPEPHIBAHMS COSAMHEHUS WHKATICYIUPYIOTCS COOTBETCTBYIOITUM 00pa3oM.
CrnenoBaTenbHO, HEOOX0AMMO 00ectieunTh L2-cBI3HOCTH Jiorupytomero narepdeiica EcoSGE u
untepdeiica mapmpyrusaropa (IP-agpec koToporo ykasaH Kak ILTIO3 10 YMOJTYAHUIO B BETKE
koHpuryparuu connection_log). I1pu srom moxxao HacTpouth EcOSGE Takum oGpa3zom, 4To0bI U3
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JIOTUPYIOIIETro HHTEep(erica OTIPABIISIICA HETETUPOBAHHBIN Tpaduk. JlJis 3TOro He0OX0MMO B BETKE
KoH}Urypamuu connection_log npucsouts napamerpy strip_tags 3HaueHue on.
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13 Mopacucrema norMpoBaHus

[Toncucrema norupoBaHus oOecrieunBaeT Nepeady Ha BHELIHHUNA cepBep cienyromeil uHpopMaruu:

e cHCTEeMHbIe cOObITHS (0a30Bast QyHKIUSA);

e aboHeHTckHe ceccuu (0azoBas GyHKIUSA);

e TMPOTOKOJIBI, pacro3HaHHbIe MexaHnu3MoM DPI (mom. nuieH3us);

e monkioueHus kK web-cepsepam: HTTP 3anpock! u 0TBETHI, 3a1IpOCHI HA
yctanoBienue SSL/TLS coequnenuit (o1, IuieH3us);

e DNS-3anpocs! (101m. JUIIeH3US);

e craructuka Quality of Experience: oOmias undopmarust o ceccusix, akkayHTHHT, TaHHBIE JUIsI
ananm3a kadectBa cepucoB OTT (morm. muneH3mst).

Jlnist oTHpaBKM JIOrOB MOXeT ucnonb3oBathes uuTepdeiic LOG unmu MNG. UckmoueHune —
JIOTUPOBAHUE CUCTEMHBIX COOBITHM, T/I€ UCTIOIB3YyeTCs TOJIbKO HHTEepdeiic MNG.

CymectBytot yctpoiictBa ECoSGE ¢ neckonbkumu unrepdeiicamu LOG. Ha Takux ycrpoiicTBax
OTIIPaBKa JIOTOB MPOMCXOIUT 10 anroputMmy Round-Robin.

13.1 JlormpoBaHue CUCTEMHbIX COObITUN

EcoSGE moxer BecTu JIOTHpOBaHNE CUCTEMHBIX COOBITHI U ieficTBuii osb3oBarens B CLI u
nepenaBath JIOTH Ha syslog-cepBep depes nuntepdeiic ynpasnenus (MNG). Hactpoiiku cucTeMHOTOo
JIOTMPOBAHUS HAXOJATCS B BeTKe system.system_log. BxitoueHne 1 BBIKIIIOUEHUE JIOTUPOBAHUS
MIPOM3BOUTCS HETMIOCPEICTBEHHO B JaHHOW BeTke kKoMaHamu enable u disable cooTBeTcTBEHHO.
CepBepbl, Ha KOTOPbIE TOJKHBI ITepeIaBaTbCsl CUCTEMHBIE JIOTH, YKa3bIBalOTCS B

napametpax log_servers B Bune <IPv4-agpec>:<nopt> 1 log_servers6 B Buae [<IPv6-
aapec>|:<moprt>.

Bpewmsi, yka3piBaeMoe B 10g-cooO1eHrsX, 3aBUCUT OT 3HaueHus rmapamerpa timeskew. Bo3amoxHbie
3HA4YCHUA:

e utc — yka3piBaTh Bpemsi UTC (3HaUeHHE MO YMOIIYAHUIO);
e system — yKa3bIBaTh JIOKAIbHOE CUCTEMHOE BPEMSI.

Nwms ycTpoiicTBa, nepenaBaeMoe B Jiorax, 3aj1aércs B mapameTrpe hostname (1o ymonyanuio
"ecosge"). JlanHoe nMs nepenaéTcst He TOJIBKO MPH JIOTUPOBAHUM CUCTEMHBIX COOBITHH, HO U TIPU
JIOTUPOBAaHUHU A0OOHEHTCKUX CECCHI M MOJIKIIOUeHU K web-cepBepam. MzmeHeHne

napameTpa hostname BcTymaet B cuity cpa3y mnocie koMaHasl apply u He TpeOyeT nepesarpysku
ycTpoiicTBa. OHAKO CIeayeT YUecTb, YTO B TeUEHHE KOPOTKOTO Meproia peKoH(pUrypanuu nocie
koman 161 apply (ue 6omee 10 cekyH1) BO3MOXKHA OTIPaBKa JOTOB C HEMPABUJIBHBIM 3HAYCHHEM B
nose hostname. B yacTHOoCTH, 3TO KacaeTcs JOrMpoBaHUs A0OHEHTCKUX CECCUH.

EcoSGE:18:system.system log# verbose defrag 1
EcoSGE:19:system.system log# show

enable

log servers ( )

log servers6 ( )

hostname "ecosge"
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timeskew utc
verbose
{
all 3
basic nat 3
conn_track 3
defrag 1
dpi 3
fast path 3
gc 3
health check 3
main 3
session 3
reconfig 3
services 3
sniffer 3
snmp 3
syslogger 3
trans tbl 3
alg 3
bras tbl 3

Crenenp NOpOOHOCTH JIOTOB YCTaHABIMBAETCS MTApaMeTPOM verbose KOTOpbII MOXKET Kak
BapbUPOBATHCS, B 3aBUCUMOCTH OT MOJACUCTEM, TaK U ObITh OHUM I Beex nozcucteM (all).

YPpOBHU JIOTUPOBAHMUS:

e (0—FATAL — TOTBKO KpUTUUYECKHE COOOIIICHHUSI,
e 1—-ERROR - omm0Oku,

o 2 —WARN - npenynpexacHus,

e 3 —INFO — undopmanus.

[IpocMOTp yCTaHOBIIEHHBIX B CUCTEME YPOBHEH JIOTUPOBAHUS JOCTYIIEH 110 KomaHe show verboselvl.

MyEcCoNAT:20:# show verboselvl
ALL = 3

BASIC NAT = 1

CONN_TRACK = 1

DEFRAG = 1

DPI = 1

FAST PATH = 1

GC =1

HEALTH CHECK = 1

MAIN = 1

RECONFIG = 1

SERVICE =
SNIFFER =
SNMP = 1
SYSLOGGER =
TRANS TBL
SESSION =
ALG = 1
BRAS TBL = 1

=

=l
[
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[Toncuctemsr (mapametp facility): basic nat, conn_track, defrag, dpi, fast path, gc, health check,
main, reconfig, service, sniffer, snmp, syslogger, trans_tbl, session, alg, bras_tbl.

To ecth, ecu HacTpoeH napametp verbose all paBHbIii 3, To OyAyT TOTUPOBATHCS COOOIICHUS BCEX
ypoBHe#. Ecnu 115 moacucteMsl ykazaHo 3HaueHue mapameTpa verbose, ornuanoe ot all, To Oyner
MIPUHUMATHCS B pacueT HauOoJbIast U3 ATHX ABYX BEIHYUH.

3HaudeHusi, BBIBOJMMBIE KOMaH 1011 show verboselvl MmoryT oTnu4aThCst OT yCTaHOBICHHBIX B TEKYLIEH
KOH(UTYpaIHH.

Jli1s Toro yToOBI ONIEPATUBHO U3MEHUTH YPOBEHb JIOTUPOBAHUS AJI KAKOW-TO MOJACUCTEMBI (MIJIN BCEX
MOACUCTEM ), UCTIOJIB3yeTcss KoMaH 1a setlog <moacucreMa> <ypoBeHb JIOTMPOBAHUA™>. 3/1€Ch YPOBHHU
JIOTUPOBaHUS 3aJal0TCs He U pamu, Kak IpU U3MEHEHUH KOHGUTYypaluy, a Ha3BaHUsAMU. VI3MeHeHus
BCTYMAIOT B CUJTy HeMeieHHo. [Tocne nepe3arpy3ku yCTaHOBKH YPOBHEH TOTHPOBaHUs Oy IyT
BO3BpAIlICHbI K 3HAYCHUSM, YKAa3aHHBIM B aKTUBHOU KOH(UTYpAIIHH.

B npuBeaeHHOM HIKE IPUMEpPE YPOBEHb JIOTUPOBaHUS )i Beex nojacucreM n3Mmensercs Ha FATAL,
COOTBETCTBEHHO, MeHee npuoputeTHbie coObiThs (WARNING, INFO, ERROR) norupoBatscs He
OynyT. IIpu 3ToM B KOH(UTYpaluK YPOBEHB JIOTHPOBaHUsI 7151 Bcex nojacuctem ocraercs INFO, u
ocJie epe3arpy3Ku CUCTEMbI OyAyT CHOBA JIOTHPOBATHCS BCE COOBITHUS.

[Tpumep.

MyECoONAT:21:system.system log.verbose# setlog all fatal
MyECONAT:22:system.system log.verbose# show verboselvl
ALL = O

BASIC NAT = 1

CONN_TRACK = 1

DEFRAG = 1

DPI = 1

FAST PATH = 1

GC =1

HEALTH CHECK = 1

MAIN = 1

RECONFIG = 1

SERVICE =
SNIFFER = 1
SNMP = 1
SYSLOGGER =
TRANS TBL
SESSION =
ALG = 1
BRAS TBL = 1

MyEcCONAT:23:system.system log.verbose# 1s
all 3

basic nat 1

conn_ track 1

defrag 1

dpi 1

fast path 1

gc 1

health check 1

main 1

session 3

reconfig 1

services 1

sniffer 1

snmp 1

=

w I
[
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syslogger 1
trans tbl 1
alg 1

bras tbl 1

Coo0bmienust 10roB npescTaBieHsl B popmare:<JlaTa, Bpems> <Iloacucrema> [<YpoBeHb
JorupoBanus>|: <CooOmeHnue>.

JIns mpocMOTpa CUCTEMHBIX JIOTOB Hcnoyb3yeTcst koManaa show logs. 1o ymonyanuro, komanaa
BBIBOJIMT Ha 9KpaH BCE 3alUCH JOTOB. [ TOro 4T0ObI BEIBOJI 3aMcel Ha SKPaH MIeJ MOPIUOHHO,
HCIIONB3YEeTCsl KOHBEWep | more. B Takom pexuMe mpocMOoTpa JIOTOB IO HAKATUIO JIFOOOW KIIaBHIIIN Ha
9KpaH BBIBOJUTCS HECKOJIBKO COOOIIEHUH, TT0 HaXkaThio couetanus kiapuil [Ctrl+C| nnu
[Backspace] cucrema BBIXOIUT U3 PEXKUMA IIPOCMOTPA JIOTOB.

J5is Toro 4ToOBI YBUIETH COOOIICHHSI OMPEICTICHHOTO YPOBHS, HY)KHO YKa3aTh jKeJlaeMblii yPOBEHb B
komanie. [Ipu 3ToM OyayT BbIBeIeHBI BCE COOOIEHUS, OTHOCSIIUECS K YKa3aHHOMY YPOBHIO
KPUTHUYHOCTH U K 6osiee BbIcOKMM. To ecTb, eciu ykazatb ERROR, Ha mpocMoTp OyayT BbIBe1€HBI
coobmenust ypoBHs ERROR u FATAL.

MyEcoNAT:24:> show logs info | more

Mar 09 09:27:25 MAIN [FATAL]: User admin logged with 3

Mar 09 09:27:12 DPI [INFO]: Performed checks for short list https: total
0.00/s, allowed 0.00/s, banned 0.00/s

Mar 09 09:27:12 DPI [INFO]: buffers (min-max): state 7f3eada42980-
7f3eadad42980, host 0-0, path 0-0

Mar 09 09:27:12 DPI [INFO]: buffers (alloced/freed): state 1/1, host 0/0,
path 0/0

Mar 09 09:27:03 GC [INFO]: abonents table GC CORE 2 calls: 0, ticks: O,
ticks/entry: -nan, processed: 0, freed O

Press any key

JJist TOoro 9TOOBI OTHUIBTPOBATH COOOIICHHMSI 110 TIOJICUCTEME, HYKHO yKa3aTh B koMaH e show logs
KEJIaeMylo OJICUCTEMY, KOMaH/1a TP 3TOM OyJIeT BBIIVISIETh clieaytomumM oopazom: show logs
facility <moacucrema>.

[Tpumep:

MyEcoNAT:25:> show logs facility snmp
May 11 12:32:50 SNMP [INFO]: Launched snmp agent on port 161 for community
public

dopmat cooOIIeHUI 0 CHCTEMHBIX COOBITHSX, TIepeiaBaeMbIX Ha syslog-cepsep, cootBeTcTBYyeT RFC
5424. Ilpumep:

2020-06-26T20:40:59+03:30 test econat: 9B20C43CO9CFEC103 1593204059 GC
[INFO] SESSION TABLE GC CORE 1 calls: 0, ticks: 0, ticks/entry: -nan,
processed: 0, freed O
2020-06-26T20:41:35+03:30 test econat: 9B20C43CO0C6BC103 1593204095 GC
[INFO] abonents table GC CORE 3 calls: 0, ticks: 0, ticks/entry: -nan,
processed: 0, freed O

13.2 JlorupoBaHune abOHEHTCKUX CeCCUm

B cootBeTcTBHU ¢ TpeOOBaHUAMHU 3aKOHOAATENLCTBA Poccuiickoit denepamnuu onepaTop CBsizu 00s13aH
XpaHUTh HHPOPMAIIUIO O BhIJIeTICHUN aboHeHTaM [P-anpecoB u mopToB, a Takke 00 ajpecax pecypcos,
K KOTOpBIM oOparatorcst aboHeHThI. [[1s1 cOopa Takoit nundopmanmu npexycMoTpeHa GpyHKIus
JorupoBaHusi aboHeHTCKUX ceccuit [IPv4 u IPv6 o npotokoiry Syslog min NetFlow v9 (IPFIX).
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Hacrpoiika norupoBanusi aDOHEHTCKUX CECCUH MPOM3BOJANUTCS B BeTKe KOH(pHUTyparuu connection_log
U BKJIIOYAET B ce0s TpH Iara:

1) CO3aHuEC pa3aciia HACTPOCK JIOTUPOBAHUA;
2) 3a1aHUC MapaMETPOB B CO3AAHHOM Pa3acCIic;

3) npuBsI3Ka CO3/IaHHOTO pa3jiesia HaCTPOEK JIOTUPOBAHUA K MyJy (cM. pasaen "Co3gaHue U HacTpoika
myna").

B cranpaptHoi noctaBke cucteMbl ECOSGE M0HO co3aaTh Ba pas3ziena HaCTPOEK JOTUPOBAHUs, B
CIEMAJIBHON IIOCTaBKE — 10 BOCHMHU.

Jyis co3ganust pasena HaCTPOEK JOTHPOBAHUS aOOHEHTCKUX CECCUl HEOOXOAUMO OTIIPABUTH
KoMmaHny create conlog <name>. B BeTky connection_log Oynet no6asien pasnen conlogname
YKa3aHHOTO HIKE BUJA (IPUMED):

connection log
{
conlogtest
{
disable
log interface mng
log servers ( )
strip tags off
num copies 1
log on release off
log individual conn off
use hex format off
pack msgs on
log format syslog
facility 16
severity 6
timeskew utc

B Tabnuie HUKE 1aHO OMMCAaHUE MAPaMETPOB JIOTUPOBAHHUS A0OHEHTCKUX CECCH.

Tabmuma 50
ITapameTp Onucanne
enable | disable BxuttoueHne U BHIKITIOUEHHUE JIOTUPOBAHUS AOOHEHTCKUX CECCHI
log_interface Wutepodeiic s ormpaBku log-coobiennii. Bo3aMo)kHbIe 3HAYCHUS:
e dedicated — unrepdeiic LOG; ¢ 1aHHBIM TapaMeTpOM CBSI3aHBI
napameTpsl mac, that mac, ip_address, gateway;
e mng — OCHOBHOI nHTEep(eiic ynpaBieHus (UCIOIB3yeTCs IO
YMOJTYaHUIO);
e sub_if<name> — cyOounTepdeiic ynpasnenus (H0KeH OBITh CO371aH U
HACTPOEH)
log_servers () <IP-agpec>:<mopT> cepBepa, Ha KOTOPHII TOJHKHBI IepeaaBaTbes log-
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I[Mapametp

Onucanmne

coob1eHus. MoxHo ykazatb He Oosiee 10 cepBepos.
Ecnu yxa3aHO HECKOJIBKO CEPBEPOB, TO:

o 1pu log_format syslog Bce noru Bcerna OyayT nepegaBaTbes
napaijiesIbHO Ha BCE JOCTYMHbBIE CEPBEPHI U3 CITUCKA, T. €. KaX bl
cepBep OyIeT mory4arh HH(HOPMAIHIO 000 BCEX CECCHUSX;

o 1pu log format netflow pexuM pacchbiIKH JIOTOB ONIPEACISETCA
napamerpom multiple receivers (cMm. onucanue HUXE)

mac

MAC-aapec ucTouHKa, KOTOpbI OyAeT nepenaBarses B log-nakerax. Ecnu
HE yKa3aH, To Oynet BeioOpan MAC-aapec 0AHOTO U3 JIOTHPYIOIIUX
uHTEepPEicoB.

Jannblii mapameTp aeiictByet Toibko npu log interface dedicated u ckpeIT
B BbIBOZIC KOHurypamuu npu log_interface mng

that mac

MAC-anpec syslog-cepsepa B mapametpe log_servers, siBisiromerocs
ommxkanimum L3 cocemom.

ITapamerp HeoOsI3aTENbHBIN.

Ecnu mapametp He 3a1aH, To MAC-anpec OyaeT onpeneisTbes o IPOTOKOTY
ARP.

Homxken coxepxkath MAC-anpec nepBoro syslog-cepBepa, eciii epBbIi
syslog-cepBep Haxoaurcs B Tol e noaceru, nin MAC-anpec default
gateway, eclii IepBBIi syslog-cepBep HaXOIUTCS B IPYTOH MOJCETH.

Hcnonp30BaHne 3TOro napaMerpa CHUXAET BEPOSITHOCTh OTEPH JAHHBIX
JIOTUPOBaHUS Ha cTapTe npu Oombioi Harpys3ke. ECOSGE moxer
00pabaTbIBaTh U JIOTUPOBATH 00OJIee 5 MUJUIMOHOB CECCHUIl B CEKYHLy MPH
notHOU Harpyske. Ecnu syslog-cepsep orBetut Ha ARP-3anpoc, Hanpumep,
yepe3 10 mc, To B ouepenu MoxeT HakonuThes 10 50000 ceccuid,
OKUJAIOIINX OTIIPABKH.

Jlannblii napameTp aeicTByeT Toabko npu log_interface dedicated u ckpbIT
B BbIBOJIe KOHburypauuu rpu log_interface mng

ip_address

<IP-anpec>/<mMacka NmojceTH> UCTOUYHHKA, KOTOpPbIE OYyIyT IepeiaBaThCs B
log-makerax.

Jannbiil napametp aeiictByeT Toabko npu log_interface dedicated u ckpbiT
B BbIBOZIC KOHuryparyu ripu log_interface mng

gateway

Anpec nuo3a, KOTOpbIil Oyaet nepenaBathes B log-nmakerax. Tpebyercs B
TOM CJIy4ae, eciid He Bce syslog-cepBepbl, yka3aHHbIE B TapaMeTpe
log_servers, HaxoAsTCs B MOJICETH, YKa3aHHOU B mapameTtpe ip_address.

Jannblii mapameTp aeiictByet Toibko npu log interface dedicated u ckpeIT
B BbIBOZIe KOHurypaiuu npu log_interface mng

strip_tags

B pexume 3epkanuposanusi ECoOSGE ornpasnsier aboHeHTY
Yyepe3 JIOTUPYIOIINNA CeTeBOM nHTep(eiic MakeT NpepbIBaHUs COSIMHEHUS
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Onucanue

(mns HTTPS) nnu naker nepenanpasienus (uist HTTP). [Ipu noctynnenun
TETUPOBAHHOTO TpaduKa U MPH BKIOYESHHOM MapaMmeTpe (on) cpe3aercs
MeTKa (uiu aBoitHas metka). [Ipu BeikmtoueHHoM napametpe (off) maker
TIepeHAaNpaBICHUSI U MPEPHIBAHUS OTIIPABIISIETCS B JIOTUPYIOLINI CeTeBOM
uHTepdeiic ¢ aHATOrMYHBIMU TTapaMeTpamMu 00padaThiBaeMoro Tpaduka

num_copies

KonmaecTBo 9K3eMIUTSIPOB OJJHOTO U TOTO ke 10g-coo0IIeH s, MOChIaeMOro
Kaxaomy cepepy u3 crrcka log_servers. [1o ymomuanuto 1

log_on_release

Bxutouenne (on) / BeikmoueHue (off) ornpaBku coobmiennii mpu
OCBOOOXKJICHUH TPAHCIIALUHU UK Osioka noptoB. [Ipu co3nanuu Tpancasiuun
COOOIIIEHUE OTIIPaBIIsACTCS B IIOOOM ciydae. Ecim Bkimtou€H mapameTp
log_individual conn, To coo6mienue hopMupyercst mpu 0CBOOOKICHUN
KaX/10} TpaHCISLMHY, B IPOTUBHOM CITydae — TOJIBKO IPU OCBOOOKICHUN
6J10Ka MOPTOB

log_individual conn

on — OTIIPaBJISITh JaHHBIE IO Ka)K0 aOOHEHTCKOM ceccuu
off — OTHPABJIATH TOJIBKO JAHHBIC O BBIACICHUN O10Ka IMMOPTOB JI a0OHEHTOB

[Tpumeps! T0TOB P BKIIIOYEHHOM U BHIKJIIOUCHHOM ITapaMeTpe aHbI B
pazzaene "JlorupoBaHue o npotokouy Syslog"

use_hex format

@dopmMar BbIBOJA JIOTOB:

e 0N — IIECTHAAUATEPUYHBIH (hOPMAT; TIO3BOJISIET YMEHBIIUTh pa3Mep
JIOTOB IIPH TIOJIHOM COXPaHEHHH HH()OPMALIMOHHON COCTaBIISIONICH;

e off — necaTuunsblii GpuKCHpOBaHHBIN QopMat (Hapumep,
010.210.000.012:00080)

pack msgs

Pa3pemraer ynakoBbIBaTh HECKOJIBKO 102-COOOIICHHH B OJTHO. DTO YMEHBIIIAET
pasMep JIOTOB ¥ Harpy3Ky Ha CeTh. Y TAaKOBBIBAIOTCS BCE COOOIIEHUS,
KOTOpBIE TOCTynuiu 3a nepuoa 200 mc.

[Ipumeps! 10roB Npy BKJIIOUYEHHOM U BBIKIIOYEHHOM IapaMeTpe JaHbl B
pazzaene "JlorupoBaHue o npotokouy Syslog"

log format

dopmart JOTUPOBAHUS:

o syslog — norupoBanue 1Mo MPOTOKOIY Syslog; ¢ JAHHBIM MapaMETPOM
cBs3aHbl mapametpsl facility, severity, timeskew;

o netflow — norupoBanue no npotokosy NetFlow v9 (IPFIX); ¢
JAHHBIM NIapaMeTpOM CBA3aHbl mapaMmeTpsl netflow _template rate,
netflow_options_rate, multiple_receivers

multiple receivers

OmnpenensieT peskuM paccbulku J0oroB B popmare NetFlow Ha HeckonbKko
cepBepoB (cM. pazzaen "JlorupoBanue no npotokony NetFlow v9 (IPFIX)")

Jannblii mapameTp aeictByeT Toabko npu log format netflow u ckpsiT B
BbIBOJIe KOHuryparuu rnpu log_format syslog

netflow template rate

VYka3bIBaeT, uepe3 Kakoe KOJUYECTBO IMAKETOB JOJKHBI ITepeaBaThCs MaKEeT
netflow template. Bo3amoskHbIe 3HaueHus: once, 128, 512, 1K, 4K, 16K, 64K.
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Onucanue

JlanHbli napameTp AeicTByeT ToabKo npu log format netflow u ckpsIT B
BBIBOJIE KOH(urypanuu rnpu log format syslog

netflow options rate

VYka3bIBaer, uepe3 Kakoe KOJTUIEeCTBO MAaKETOB JOJDKHBI TIEPEIaBaThCS IMTaKEThI
netflow options u netflow options template. BoamoxHble 3HaueHHs: once,
128, 512, 1K, 4K, 16K, 64K.

Jlannblil napameTp AeicTByeT ToabKo npu log format netflow u ckpsIT B
BBIBOJIE KOH(urypanmu rnpu log format syslog

facility

3anaér ans popMHupyeMbIX coodeHuit popmara syslog kareropuio
cyobekTa, OpMHUPYIOMIETO COOOIIEHHUE, I yA00CTBA JanbHEHIICH
00paboTku U punbTparmu. JlomycTuMble 3HaYeHUs napamerpa ot 16 g0 23.
OTH 3HaYEHHS COOTBETCTBYIOT KOJIaM cTanaapra JlorupoBaHne aOOHEHTCKUX
ceccuii, 0003HaYarONIMM CyOBEKTHI IOKaTbHOTO Tipoucxoxaenus (local use 0
(local0) — local use 7 (local7)). 3nauenue nmo ymonyanuro — 16.

JlauHblii mapameTp aeictByet Toiabko npu log format syslog u ckpsiT B
BbIBOJIe KOoH(urypanun rnpu log format netflow

severity

3amaér qis hopMupyeMbIX coolmieHni opmata syslog ypoBeHb BaXKHOCTH
U1 y1oOCTBa JanbHeimeit 0opadbotku u ¢puibTpanuu. Jlomyctumbie
3HayeHus napamerpa oT 0 10 7, peKoMeHyeMbIe — OT 5 10 7. DTH 3HaUYCHUS
COOTBETCTBYIOT KoziaM ctanaapta RFC 5424, o6o3Havaromumm ypoBHI
BaXHOCTHU COOOIIECHUI:

e 5 -—3ameuanue (Notice), COOOIICHHS O HOPMAIBHBIX, HO Ba)KHBIX
COOBITHSX;

e 6 — undopmanuonnoe (Informational) cooGmienue;

e 7 —otnagounoe (Debug) coobmenue.

3HaueHue o yMOJI4YaHHUIo — 6.

JlanHbIi apaMeTp AeicTBYeT ToabKo npu log format syslog u ckpsiT B
BBIBOJIE KOH(urypanuu rnpu log format netflow

timeskew

JlaHHBIN TapaMeTp onpeenser, kKakoe BpeMst OyeT yka3zaHo B log-
COOOILIEHUSAX.

Bo3MoxxHbIE 3HaYEeHNS:

e utc — yka3piBaTh Bpems UTC (3HaueHHE MO0 YMOIJIYAHUIO);
e system — yKa3bIBaTh JJOKAJIbHOE CHCTEMHOE BpEMSI.

JlanHbIil mapameTtp AeiicTByeT Toabko npu log format syslog u ckpsiT B
BbIBOJIe KOoH(uryparun rpu log format netflow

[Tocne 3ananus Bcex HEOOXOUMBIX TApaMETPOB B CO3AAHHOM pa3/ieie HACTPOEK JIOTUPOBAHUS
HEO0OXOMMO MPUBS3aTh TAHHBIN pa3/esl HaCTPOoeK K myy (cM. pazzaen "Co3naHue U HacTpoika mysia')
Y IPUMEHUTH KOHPUTYypaluio KoMaH1oi apply.

Jnst ynaneHust CO3AaHHOTO pa3Jiea HaCTPOEK JOrMPOBaHUS A0OHEHTCKUX CECCU HEOOXO0 MO
OTHpaBUTH KOMaHay no conlog conlog<name>.
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13.2.1 JlornposaHue no nporokony Syslog

[Topte! muist Tpancasiuu aapecos B pexkume CGNAT Breiaenstores 6mokamu. Ciaeayrommii 070K
BBITAETCS TOJIBKO MIPU UCUEPIIAHUM NTOPTOB B TeKyIeM Osioke. biiouHoe Bble/ieHHe TOPTOB MO3BOJISET
MHOTOKPAaTHO YMEHBIIUTH 0OBEM JIOTOB, TaK KaK MPU COOTBETCTBYIONINX HACTPOHKAX BMECTO
MHOKECTBA COOOLIEHUI O BBIJICIIEHUH OT/IEIbHBIX OPTOB Oy €T JIUIIb OJTHO COOOIIEHNE O BbIJICICHUN
nuarnasoHa (61oka) moproB. KonmmuecTBo moptoB B Oitoke 3amaércs mapamerpom port_block_size B
BeTKe KOoH(purypauuu system.nat_defaults. 3Hauenue no ymonuanuto — 128. MI3menenue napamerpa
BO3MO’KHO, HO HE PEKOMEH/1yeTCs.

OCHOBHBIE PEKUMBI JUISI TOTUPOBAHUS CECCUI U PEKOMEH IyeMble HACTPOWKH MPEJICTABIICHHI B
TaOJINLIE HIXKE.

Taobmuma 51
CooTHomenne log_on_release | log_individual_conn | use_hex_format | pack_msg
pa3Mep/YUTaAEMOCTh JIOTOB J
MuHuManbHbIN No No Yes Yes

pa3mep JIOTOB

(610KM IOPTOB)

Mansrii pazmep J0roB, HO OoJee No No No No
YUTAaCMBbIC

MuHuMaNbHBINA pa3Mep JIOrOB No Yes Yes Yes
(coenuHenust)

bosiee untaembie noru Yes Yes No Yes
(coenuHenust)

OTnagouHsblif pexxuM (cambie Yes Yes No No
YHTAaEMBIE JIOTH, HO OOJILIIION

pasmep)

Ecmu ny»xHo noruposats, KTO XOAMNJI C TAKOI'O-TO AAPECA U ITIOPTA:

e Ecnu cucreMa XpaHeHUs JIOTOB Y OTlepaTopa XOpOIIo HallaxeHa (TO eCTh, BCE IOTUPYETCS U
XpaHUTCs 0€3 MOTEPh), TO PEKOMEHYeTCs 33J1aTh JIJISl Y€ThIPEX BBIIICOMUCAHHBIX TAPAMETPOB
3HaueHue No.

e Ecnu BO3HHMKAIOT IOTEPH B CUCTEME JIOTHPOBaHMUS pOBaiiiepa, TO UMEET CMBICI BKIIOYHUTh
onmuio log_on_release. Toraa B ciryyae morepu cooOmieHUs: 00 OTKPBITUH COSAUHEHUS Oy 1eT
JIOTIOJTHUTEIHHO HATIPABIEHO COOOIICHHE O 3aKPBITUH, UTO CHU3HUT BEPOSITHOCTH MOTEPU
Cco00IIeHUS.

Ecnu HysHO noruposats, KTO XOJINJI HA 3AJJAHHBIN AJIPEC U TIOPT:

Heob6xomumo Britounts pexum log_individual conn. B sTom ciydae B store OyAeT oTpakaTbCst
REMOTE IP u REMOTE PORT — XoCT ¥ mOpT, C KOTOPBIM OCYIIECTBIISI OOMEH JTAaHHBIMU BaIll
aOOHEHT.

J71g BKITIOUEHUS JIOTHPOBaHUS, HE 3a0yIbT€ YCTaHOBUTH /1715 connection_log mapametp enable.

I[NPUMEP HACTPOEK:

MyEcoSGE:1:# root

MyEcoSGE:2:# system connection log

MyEcoSGE:3:system.connection log# log servers ( 10.0.22.78:514 )
MyEcoSGE:4:system.connection log# ip address 10.0.22.33/255.255.255.0
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MyEcoSGE:5:system.connection log# log on release on
MyEcoSGE: 6:system.connection log# log individual conn on
MyEcoSGE:7:system.connection log# pack msgs off
MyEcoSGE:8:system.connection log# enable

dopmar syslog-coobmenns o ceccun u3 myia CGNAT:

</laTa u Bpem1 syslog-cepsepa> <IP-agpec EcoSGE> </laTta u Bpems EcoOSGE> <Cucrtemnoe
ums EcoSGE> | <IP-aapec HazHauenus>:<Ilopt> <A | F> <IP-aapec, Ha KOTOPbIi NPOU3BEICHA
Tpancasauus>:<I[lopr> <E | I> <IP-agpec ucrounuka>:<I[lopr> <UaeHTHPUKATOP NPOTOKOJIA>,
rne A — otkpeite ceccuu (Allocate), F — 3akpertue ceccun (Free), E — nucxomsmas ceccust (Egress), 1
— Bxoasmas ceccus (Ingress).

[Tpumeps! cooO1eHuit 06 OTKPHITUU U 3aKPHITUU CECCUU:

2020-09-04T15:57:53.411971+00:00 10.210.1.234 2020-09-04T18:57:52+03:00
ecosge | 192.168.008.008:01024 A 060.000.000.226:01024 E
010.000.003.254:01024 UDP

2020-09-04T16:00:13.883270+00:00 10.210.1.234 2020-09-04T19:00:12+03:00
ecosge | 192.168.008.008:01024 F 060.000.000.226:01024 E
010.000.003.254:01024 UDP

[IpenycmoTpeHa BO3MOXKHOCTb NEpeladu B COOOIIEHUH O 3aKPHITUU CECCUM BPEMEHH €€ OTKPBITHSI.
JlaHHasi BO3MOKHOCTb JJ00ABIISICTCS 10 OTIEIBHOMY 3aIpocCy. 3a IOMOIHUTENbHON HHpOpMaLuei
clenyeT oOpaTUThCS B CIYKO0Y TEXHUUYECKOHN MOIAECPKKH.

[Tocne noGaBnenus JaHHOW BO3MOXKHOCTH B HACTpOWKax JiorupoBaHus npu log_on_release on
MOSIBIISICTCSI IOTIOJIHUTEbHBIN apaMeTp stamp_on_free (Bo3mMoxxHble 3HaueHus — on | off). JlaHHbIiH
napaMeTp OIpeensieT, OyeT JI B COOOIIEHUH O 3aKPBITHN CECCHU IIEpEeIaBaThCs BPeMs €€ OTKPBITHSL.
[Tpu stamp_on_free on coobiieHne o 3aKpBITUN CECCUH OYJET UMETh CIIEIYIOIINI BU;

2020-09-04T16:00:13.883270+00:00 10.210.1.234 2020-09-04T19:00:12+03:00
ecosge | 192.168.008.008:01024 F 060.000.000.226:01024 E
010.000.003.254:01024 UDP 2020-09-04T18:57:52+03:00

Kaxk BUJHO M3 IIPUMCPA BBIIIEC, B KOHCI] COO6H1€HI/I$[ I[O6aBJ'IeHO BpPEMA OTKPLITUA CECCUM.

[P-anpeca 3anuceiBaioTCs B Tpex3HayHoM ¢opmare. Hammpumep, aapec 10.1.1.200 Gy et npencraBieH
kak 010.001.001.200.

dopmat coobmienwmii o ceccusix u3 myjoB CGNAT64 u Fake6 ormmuaercs ot popmara s myiia
CGNAT. CoobmieHust conepskaT CiaeIyromue MmoJis:

</laTa u Bpem1 syslog-cepsepa> <IP-agpec EcoSGE> </laTta u Bpems EcoOSGE> <Cucrtemnoe
ums EcoSGE> | <IPv6-aapec ncrounnka>:<Ilopr> <A | F> <IPv4-aapec, Ha KOTOpbIi
npou3sBeneHa Tpancasuus (post-NAT source)>:<Ilopr> <E | I> <IPv6-agpec
HaszHaueHus>:<I[lopT> <IPv4-agpec HasHauyeHusn (post-NAT destination)>:<IlopT>
<Upentudurarop nporokoa>, rae A — otkpeitue ceccuu (Allocate), F — 3akpsitue ceccun (Free),
E — ucxonsmas ceccust (Egress), I — Bxonsimas ceccust (Ingress).

[Ipumepsl cooOuieHM 00 OTKPBITUH U 3aKpbITUU ceccun i mysna CGNAT64:
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2022-10-31T11:57:57.723636+00:00 192.168.5.2 2022-10-31T11:57:56+00:00
econat | fc00:0000:0000:0000:0000:0000:0000:0001:01024 A
003.003.003.003:01024 E 0064:£f9p:0000:0000:0000:0000:0202:0202:00053
002.002.002.002:00053 UDP

2022-10-31T11:58:03.914193+00:00 192.168.5.2 2022-10-31T11:58:02+00:00
econat | fc00:0000:0000:0000:0000:0000:0000:0001:01024 F
003.003.003.003:01024 E 0064:ff90:0000:0000:0000:0000:0202:0202:00053
002.002.002.002:00053 UDP 2022-10-31T11:57:56+00:00

[Tpumepsl coobIIeHnit 00 OTKPBITHU U 3aKPBITUU ceccuu 1is myia Fake6:

2022-10-31T20:03:45.723636+03:00 192.168.5.2 2020-10-31T20:03:45+03:00
econat | £d400:0000:0000:0000:0000:0000:0000:0001:01024 A
000.000.000.000:00000 E aaaa:0000:0000:0000:0000:0000:0000:a2aaa:00053
000.000.000.000:00000 UDP

2022-10-31T20:03:50.914193+03:00 192.168.5.2 2020-10-31T20:03:50+03:00
econat | £d00:0000:0000:0000:0000:0000:0000:0001:01024 F
000.000.000.000:00000 E aaaa:0000:0000:0000:0000:0000:0000:a2aaa:00053
000.000.000.000:00000 UDP 2022-10-31T20:03:45+03:00

Crnenyet 0OpaTuTh BHUMaHHE Ha TO, YTO B COOOIIECHMIX O ceccusix u3 mysa Fake6 momns post-NAT
source u post-NAT destination OyyT Bcerna conepkaTh HyJH.

Hwxe npuBeneHsl npuMepsl HACTpoeK Gopmara J1oros. i y100cTBa BOCIPUATHS, YaCTh CTPOK A0
BEPTUKAJIBHON YEPTHI HE ITOKA3aHa.

JlorupoBanue O6JI0KOB MOPTOB C YIAKOBKON HECKOJIBKHX MH(GOPMAIMOHHBIX COOOIICHUN O COOBITHSX B
ceTu B 0JIHO coolrieHue syslog. B nanHom ciydae B jor Britoudaetcs aapec Ha NAT, Ha KOTOpbIi
UJET TPAHCIALMS C UCTIOIB3YEeMbIM 0JIOKOM 1opToB U [P-anpec ncrounuka.

Hacrpoiiku:

log_on_release off

log individual off

use_hex_format off

pack_msgs on

| 060.000.000.020:01024-01278 EA 010.000.003.250 UDP
060.000.000.018:01024-01278 EA 010.000.001.251 UDP 060.000.000.017:01024-
01278 EA 010.000.002.251 UDP 060.000.000.015:01024-01278 EA
010.000.000.252 UDP 060.000.000.012:01024-01278 EA 010.000.003.252 UDP
060.000.000.010:01024-01278 EA 010.000.001.253 UDP 060.000.000.009:01024-
01278 EA 010.000.002.253 UDP 060.000.000.007:01024-01278 EA
010.000.000.254 UDP 060.000.000.004:01024-01278 EA 010.000.003.254 UDP
060.000.000.002:01024-01278 EA 010.000.001.255 UDP 060.000.000.001:01024-
01278 EA 010.000.002.255 UDP

JlorupoBaHue KaKJ0T0 COSAMHEHUS C YITAKOBKOM HECKOJILKUX WH(OPMAIIMOHHBIX COOOIICHHUH O
COOBITHSIX B CETH B OJIHO cooOIeHue syslog. B maHHOM ciiydae B JIOT BKJIIOYAIOTCS BCE TPHU ajpeca
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(Ha3HAYCHHS, TPAHCIIAIMH, NCTOYHUKA) C YKa3aHHeM 1mopTa. COOBITHS YIIaKOBBIBAIOTCS 10 HECKOJIBKO
B OJIHO COOOIIIEHHE.

Hacrpoiiku:
log_on_release off
log individual on
use_hex_format off

pack msgs on

| 192.168.008.008:01024 A 060.000.000.006:01024 E 010.000.001.254:01024
UDP 192.168.008.008:01024 A 060.000.000.005:01024 E 010.000.002.254:01024
UDP 192.168.008.008:01024 A 060.000.000.003:01024 E 010.000.000.255:01024
UDP 192.168.008.008:01024 A 060.000.000.000:01024 E 010.000.003.255:01024
UDP

| 192.168.008.008:01024 A 060.000.000.010:01024 E 010.000.001.253:01024
UDP 192.168.008.008:01024 060.000.000.009:01024 E 010.000.002.253:01024
UDP 192.168.008.008:01024 060.000.000.007:01024 010.000.000.254:01024
UDP 192.168.008.008:01024 060.000.000.004:01024 010.000.003.254:01024
UDP 192.168.008.008:01024 060.000.000.002:01024 010.000.001.255:01024
UDP 192.168.008.008:01024 060.000.000.001:01024 010.000.002.255:01024
UDP

bl i
[ B e B e

JlorupoBaHue KaxI0r0 COeTUHEHHs 0e3 yIaKOBKU. B JaHHOM citydae B JIOT BKJIIOYAIOTCS BCE TPU
aapeca (Ha3HauYCHUS, TPAHCIISIIINK, UCTOYHHUKA) C yKa3aHueM mopTa. [[jist Kaxk10ro cOOBITHS CO3/1aeTCs
HOBOE COOOIICHHE.

Hacrpoiikn:

log_on_release off
log individual on
use_hex_format off

pack_msgs off

| 192.168.008.008:01024 A 060.000.000.226:01024 E 010.000.003.254:01024
TD§92.168.OO8.OO8:01024 A 060.000.000.102:01024 E 010.000.001.255:01024
TD§92.168.OO8.OO8:01024 A 060.000.001.098:01024 E 010.000.002.255:01024
?D§92.168.OO8.OO8:01024 A 060.000.002.234:01024 E 010.000.001.254:01024
TD§92.168.OO8.OO8:01024 A 060.000.003.238:01024 E 010.000.002.254:01024
TD§92.168.OO8.OO8:01024 A 060.000.001.230:01024 E 010.000.000.255:01024
UDP
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JlorupoBanue 6JI0KOB MOPTOB 0€3 yrmakoBku. B maHHOM citydae B jior BKirodaetcs aapec Ha NAT, Ha
KOTOPBIN UIET TPAHCIALMS C UCTIOIB3YEeMbIM 0JIoKOM 1TopToB 1 [P-anpec ncrounuka. st kaxmaoro
coObITHA co37aeTcs HoBoe cooOmienne. Hactpoiiku:

log_on_release off
log individual off
use_hex_format off

pack _msgs off

060.000.000.179:01024-01278 EA 010.000.001.253 UDP
060.000.003.096:01024-01278 EA 010.000.002.253 UDP
060.000.000.034:01024-01278 EA 010.000.000.254 UDP
060.000.002.245:01024-01278 EA 010.000.003.254 UDP
060.000.001.249:01024-01278 EA 010.000.001.255 UDP
060.000.000.108:01024-01278 EA 010.000.002.255 UDP
060.000.001.104:01024-01278 EA 010.000.000.255 UDP
060.000.000.253:01024-01278 EA 010.000.003.255 UDP

JlorupoBanue cooOIieHuit 00 0CBOOOXKACHIUHU OJIOKOB MTOPTOB U TpaHCISIIMI. B nanHOM ciydae
TocJeIHee cooOIIeHre B MPUMEPE TOBOPHUT 00 0OCBOOOXKICHHUH mopTa 1.
Hactpoiiku:

log_on_release on
log_individual conn on
use_hex_format off

pack_msgs off

| 207.046.113.078:05443 F 060.000.003.112:01043 E 010.000.002.015:02542
TCP
| 172.016.255.001:00001 F 060.000.003.176:00001 E 067.215.065.132:00001
ICM
| 077.001.001.254:00000 A 000.000.000.000:00000 E 077.001.001.002:00001
047

JlorupoBaHue B IECTHAALATEPUIHOM (popmare.
Hacrpoiiku:

log_on_release on
log_individual_conn on
use _hex format on

pack msgs off

| <c0a800cl0015 06 3c0002e80400 EA c0a800720471
| c0a800cllc56 06 3c0002e80401 EA c0a800720474
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13.2.2 JlornposaHue no nporokony NetFlow v9 (IPFIX)

[Ipu norupoBannu aboneHTckux ceccuii mo mporokony NetFlow v9 (IPFIX) nmepenaércst Tobko
uHpopmanus o ceccusx. JlorupoBanue o0bEMa Tpaduka, NEPEeIAHHOTO B XOA€ CECCHIA, HE BEAETCS.

Jlst paGoThl TorupoBaHus 1o nmpoTokosry NetFlow HacTpoiiku AOMKHBI OBITh TAKUMH, KaK YKa3aHO
HHNXKCE.

Tabnuma 52
ITapamerp 3HaueHme
log format netflow
log _on_release on
log_individual conn | on
use hex_ format off
pack msgs on
log_servers [P-aapec n mopt NetFlow-cepBepa
ip_address [P-anpec/macka noacetu uctounuka (mpu log_interface
dedicated)
gateway IP-anpec nutto3a (npu log_interface dedicated)

B Tabnuax HYKE ONMUCAHBI HCIOJIb3yeMbIe MAOIOHBI COOONICHUI TIPH JIOTUPOBAHUY 10 TIPOTOKOITY
NetFlow. [Togpobnoe onncanue mosneit coodmeHus 1ocTynHo 1o JlorupoBanne aOOHEHTCKUX CECCUH.

[[Tabnon coobmenuii qis ceccuit [IPv4 (NAT44)

Tabmuma 53
Ione Pazmep | TANA Onucanue
(0ouT) 1D
observationTimeMilliseconds 64 323 Unix-BpeMst OTKPBITHS WM 3aKPBITHS
CECCHH B MMJUTHCEKYHIaX
sourcelPv4Address 32 8 JloxanwHbiii [IPv4-anpec ornpaBurens
postNATSourcelPv4Address 32 225 ['moGanbhueiii [Pv4-aapec oTnpaBuTesns
protocolldentifier 8 4 Nnentuduxatop mpoTokoa (moaHas
TabNIuIa NACHTU(UKATOPOB JOCTYITHA IO
CCBIJIKE)
sourceTransportPort 16 7 JloKaJIbHBIN IOPT OTIIPABUTEIS
postNAPTsourceTransportPort 16 227 ['moGanpHBIN TOPT OTIPABUTENS
destination]Pv4Address 32 12 Jlokansusblii IPv4-anpec nomyvarens
postNATDestinationIPv4Address | 32 226 I'moGanbheiii [Pv4-aapec nosyyarens
destinationTransportPort 16 11 JlokaapHBIN MOPT MoOJTydaTens
postNAPTdestinationTransportPort | 16 228 ['moGanbHbINA NOPT MOJTyYaTes
natOriginatingAddressRealm 8 229 Hampasnenue ceccun: 1 — ucxonsmas, 2 —
BXOSIIIAs]
natEvent 8 230 Coo6biTue NAT: 1 — co3nanue TpaHCISAIUH,
2 — y/aneHue TPaHCISIIII

[Ta6toH coobmenuit st ceccuii [Pvo (NAT64)
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Tabnuna 54
Mone Pazmep | TANA Onucanue
(ouT) 1D
observationTimeMilliseconds 64 323 Unix-BpeMst OTKPBITHSI WA 3aKPBITUS
CECCHH B MHJUTMCEKYH/IaX
source]Pv6Address 128 27 Jlokanbhbiil IPv6-aapec otnpaBuTens
postNATSourcelPv4Address 32 225 I'mo6anwubiii [IPv4-anpec otnpaBurens
protocolldentifier 8 4 Nnentudukarop nmporokosa (moaHas
TabIMIa UACHTU(PHUKATOPOB TOCTYIIHA IO
JlorupoBanue aOOHEHTCKUX CECCHI)
sourceTransportPort 16 7 JIokaabpHBIN IOPT OTIPABUTEISA
postNAPTsourceTransportPort 16 227 ['1oGanbpHBIN TOPT OTIPABUTENS
destination]Pv6Address 128 28 Jlokanpasblii [IPv6-anpec momyvarens
postNATDestination|Pv4Address | 32 226 I'mobanpubiii [Pv4-anpec momygarens
destinationTransportPort 16 11 JIOKaJIbHBIHI MOPT MOJTydaTelst
postNAPTdestinationTransportPort | 16 228 ['moGasbHBIA TOPT MOJTyYaTes
natOriginatingAddressRealm 8 229 Hamnpasnenue ceccun: 1 — ucxomsimasi, 2 —
BXOJIsAIIAsI
natEvent 8 230 Co6witrie NAT: 1 — co3nanue Tpancisnuu, 2
— yAaJieHHe TPAHCIALUU

Ecnu nnst mpuéma moroB ykazaHO HECKOJIBKO cepBepoB (mapameTp log_servers), To MOXKHO BBIOpATh
PEKHUM pacchUIKU yepe3 nmapameTp multiple receivers:

e mirror — napauienbHas paccbuika (peXXHUM 10 YMOJIYaHHIO); pacChlIKa JOrOB BEJIETCS Ha BCE
JIOCTYITHBIE CEPBEPHI U3 CIHCKA, T. €. KAKIBIN cepBep OyaeT moxydaTs HHGOpMAIUo 000 Beex
ceccusix;

o balance — pexxum GalaHCUPOBKH; cUCTeMa OyJeT paclpeaesisTh JIOTH B 3aBUCUMOCTH OT
BBIOpPaHHOTO THIA OaTaHCUPOBKH, KOTOPBIN onpeaensercs napamerpoM balance_type:

o round_robin — pacnpenenenue Mexx1y NPpUEMHUKAMU 110 KPYTY B MOPSIIKE OUEPEAH;

o hash_src_ip — pacnpenenenue mexay npuémuukamu no [P-agpecam uCTOUYHUKOB.
Cucrema 3arioMHUHaeT, Ha KaKOW cepBep ObLT OTIIPABIICH MEPBBIH JIOT C OMPEACTIEHHBIM
aJipecoM HCTOYHUKA, U B ajJbHEMIIeM OyIeT OTHPaBIATh Ha 3TOT CEPBEP BCE JIOTH,
OTHOCALINECS K ITOMY aJIpecy;

o hash_5 tuple — pacnpenenenue mexay npuéMHUKaMU 110 HAOOpy maHHBIX S-tuple (IP-
ajipec U MOpT UCTOYHUKA, [P-aapec u mopT Ha3HAUEHUs, IPOTOKOI), 10 KOTOPOMY
OJTHO3HAa4YHO HJeHTU(UuLupyeTcs ceccusd. CucreMa 3allOMUHAET, Ha Kakoi cepBep ObLI
OTIIPABJICH MEPBBIH JIOT ¢ ONpeeaEHHBIM HAOOpOM JaHHBIX S-tuple, U B nanbHelIIeM
OyZeT OTHpPaBIATh HA 3TOT CEPBEP BCE JIOTH C TaKUM S-tuple.

13.3 JlornpoBaHue NPOTOKO/NOB

EcoSGE Benér 3anuch Bcex MpoOXOoasIIMX MIPOTOKOJIOB. JIOTH pacrio3HaHHBIX MPOTOKOJIOB B OMHAPHOM
BHJIE IlepeaatoTcs Ha cepBep. HacTpoiiku TorupoBaHus MPOTOKOJIOB HAXOIATCS B BETKE
system.protocol_log. /751 Toro 4To0BI BKIIOYUTH JIOTUPOBAHKE, B TAHHOW BETKE JIOJKCH OBITh
yCTaHOBJIEH mapameTp enable. [[i1st paboThl JaHHOTO TUTIA IOTUPOBAHUS HEOOXO0IMMA JIMIICH3HSI Ha
¢ynkumonansHocTh DPI (em. pazgen "I[logcucrema DPI").
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MyEcoNAT:19:system.protocol log# show
disable

log interface default
server ip and port 0.0.0.0:0

ip address 0.0.0.0/0.0.0.0

gateway 0.0.0.0

source port 1089

[TapameTpsl JOrUpOBaHUs IPOTOKOJIOB MPUBEACHBI B TAOIUIIE HIXKE.

Tabnuna 55
ITapamerp Onucanue
enable | disable BruttoueHne/BBIKIIIOUEHIE JJOTHPOBAHUS IPOTOKOJIOB
log_interface Wurepdeiic st otnpaBku log-coobmienuii. BoaMoxHbIe 3HAYCHUS:

e dedicated — unrepdeiic LOG; ¢ naHHBIM TapaMeTpOM CBSI3aHbI
napameTpsl ip_address, gateway, source_port;

e mng — OCHOBHOI nHTEep(eiic ynpaBieHus (UCIOIB3yeTCs IO
YMOJYaHHUIO);

e sub_if<name> — cyOountepdeiic ynpasnenus (10KeH OBITh CO371aH U
HaCTPOCH)

server_ip_and_port | <IP-agpec>:<mopT> log-cepBepa

ip_address <IP-agpec>/<macka mojaceTu> UCTOUHUKA, KOTOpBIE OyayT nepenaBarbes B log-
MaKeTax.

JlaHHbll mapameTp aeicTByeT Toibko npu log_interface dedicated u ckpoIT B
BbIBOJIe KOHGuryparuu rpu log_interface mng

gateway Anpec 1uto3a, KOTOphIi OyaeT nepenaBarbes B log-nakerax. TpeOyeTcst B Tom
cirydae, eciu log-cepBep, yKa3aHHBIN B apamertpe server_ip_and_port, He
HaxoJMUTCS B MOJICETH, YKAa3aHHOU B mapaMerpe ip_address.

Jlannblii napameTp aeicTByeT ToabKo npu log_interface dedicated u ckpbIT B
BbIBOJIe KOHurypauuu npu log_interface mng

source_port Howmep nopra ncTouHuKa i OTHpaBKU cooOiieHui Ha log-cepsep.

Jannbiil mapametp aeiictByeT Toabko npu log_interface dedicated u ckpsiT B
BbIBOJIe KOHuTyparun rpu log_interface mng.

[To ymomyanuto 1089.

Ecnu nns noruposanus BeiOpan unrepdeiic MNG (log_interface mng), To
HCIIOJIB3YETCS CIIy4YanHbIN HOPT

13.4 JlormpoBaHue noakno4vYeHum K web-cepsepam

Cucrema EcoSGE cnoco6na Bectu snoruposanue npoxosaiux HTTP GET-3anpocos, orBeToB web-
cepsepoB (HTTP) u 3anpocoB Ha ycranoBienue SSL/TLS coenuHenwmii, BKIItouas COOOIIEHUS
ClientHello u ServerHello u ceptudukarst TLS. JlanHas BO3MOXHOCTH IOCTYTTHA MPU HATUIUH
muren3un "Clickstream".

EcoSGE v3.1.7.1.0. PykoBoACTBO MOJIB30BATENS 183




D) RDP

Hactpoiika qanHoro tumna JorupoBaHus npousBoautcs B BeTke system.clickstream. HactpauBaemblie
napaMeTphl OTMCAHBI B TAOJIHLIE HUXKE.

Tabnuma 56
ITapameTtp Onucanue
enable | disable BruttoueHne/BbIKITIOUEHHE JTOTMPOBAHUS
log_interface WuTepdeiic st otnpaBku log-coodmenuii. BoaMoxHbIe 3HAYCHUS:

o dedicated — unrepdeiic LOG; ¢ naHHBIM TapaMeTpOM CBSI3aHbI
napameTpsl ip_address, gateway, source port, mtu;

e mNg — OCHOBHOM nHTEep(eic ynpaBieHus (UCIOIb3yeTCs 10
YMOJTYAHUIO);

e sub_if<name> — cyounrepdeiic ynpasnenus (10mKeH OBITh CO3/1aH U
HACTPOECH)

server_ip and port | <IP-aapec>:<mopt> log-cepBepa

ip_address <IP-aapec>/<macka mojaceTH> UCTOYHHUKA, KOTOpPbIE OyIyT Nepe1aBaThcs B
log-makerax.

Jlannblii mapameTp aeicTByeT ToabKo npu log_interface dedicated u ckprIT B
BbIBOZIC KOHuryparuu rpu log_interface mng

gateway Anpec 1ut03a, KOTOphIi OyaeT nepenaBarbes B log-makerax. TpeOyeTcs B Tom
ciydae, eciu log-cepBep, yKa3aHHBIN B mapamerpe server_ip_and_port, He
HaxXOJIUTCA B MOJCETH, YKa3aHHOU B napametpe ip_address.

Jannblii mapameTp aeicTByeT ToabKo npu log_interface dedicated u ckprIT B
BbIBOZIC KOHuryparuu mpu log_interface mng

source_port Homep nopra ncTouHuka /i OTIpaBKH cooO1eHnH Ha log-cepBep.

Jlannblil napameTp aeicTByeT Toabko npu log_interface dedicated u ckpbIT B
BBIBOZIC KOHUTypanuu 1pu log_interface mng.

ITo ymomuanuto 1088.

Ecnu muist noruposanust BeiOpan unrepderic MNG (log_interface mng), To
UCIIOJIB3YETCS CITyYalHBbIN OPT

mtu 3nayenune MTU ni1st makeToB, OTIpaBisieMbIX Ha log-cepaep.

Jannblil napametp aeictByeT Toabko mpu log_interface dedicated u ckpsiT B
BBIBOZIC KOH(uUTypanuu 1pu log_interface mng.

[To ymosyanuto 1500

log format ®dopmar JI0ToB:

e syslog — TeKCTOBBIN,
e binary — n1Bon4HbIi

tls_client h Brxrouenue (on) / Berkimodenwue (off) moruposanus coobmenuii ClientHello. ITo
YMOJTYaHHIO BBIKITFOUYEHO

tls_server h Bxrouenue (on) / Beikmtouenue (off) moruposanus coobmenuit ServerHello.

ITo YMOJIYaHHUIO BBIKJIFOYCHO
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IHapameTp Onucanue

tls_certificate Brutouenne (on) / Beikimtouenue (off) moruposanus cepruduraros TLS. TTo
YMOJIYQHHUIO BHIKITFOUCHO

http_get Bruttouenue (on) / Beikimouenue (off) nmoruposanus 3anpocoB HTTP GET. Ilo
YMOITYaHUIO BKITFOUYEHO

tls_sni Bxrouenue (on) / Beiktodenue (off) morupoBaHus 3anpocoB Ha YCTaHOBIICHUE
SSL/TLS-coenunenus. [1o yMoI49aHNIO BKIIFOYCHO

send tls version { | lo6aBusaTh (on)/ He mobaBmsaTh (off) mone "MakcuManbHas OIepKIUBacMast
on | off } Bepcus TLS" B moru 3anpocoB Ha ycranoBiaeHue SSL/TLS-coequnenuii. 1o
yMmonganuto off. JlanHeiii mapameTp cBsizan ¢ napametrpoM tls_sni. [Tpu
sHayeHuu off mapamerpa tls_sni qaHHBIN TapaMeTp CKPBIT B BHIBOJE BETKU
koHuryparuu system.clickstream.

[Ipumep HacTpoku:

EcoSGE:system.clickstream# 1s
enable

log interface default
server ip and port 192.168.2.2:514
ip address 192.168.1.1/255.255.255.0
gateway 192.168.1.254

source port 1088

mtu 1500

log format syslog

tls client h on

tls server h on

tls certificate on

http get on

tls sni on

send tls version on

Hwxe nansl mpumepsl 3anuceil Ha cepBepe Mpu JOTHpOBaHUH B TeKCTOBOM ¢opmate (log_format
syslog). 3aruce 1 — nnss HTTP GET-3anpoca aGonenTa, 3amuch 2 — 1j1s oTBeTa web-cepBepa, 3anuch 3
— nms 3anpoca Ha ycrtaHoBnenue SSL/TLS coennnenus.

2019-07-11T10:35:58.202901+00:00 192.168.1.1 34567345673456734567
192.168.000.002:34904 192.168.000.003:00080 1522071357 econat GET /
HTTP/1.1#015#012Host: google.ru#015#012User-Agent:
curl/7.55.0#015#012Accept: */*#015#012#015

2019-07-12T09:33:02.370234+00:00 192.168.1.1 56789567895678956789
065.208.228.223:00080 145.254.160.237:03372 1562934780 econat HTTP/1.1
200 OK

2019-07-15T14:50:01.8105834+00:00 192.168.1.1 12345678900987654321
192.168.000.002:41016 192.168.000.003:00080 1532627400 econat SSL: 3.3
0x0304 hostname: vk.com

st norupoBanus B iBondHoM Gopmare (log_format binary) ucnons3yercs nponpueTapHbIit
MIPOTOKOJI, IJIsI TAPCUHTA KOTOPOTro TpedyeTcst ycTpoilcTBo EcoQoE.
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B tabimne Hmke naHo onmcanue nosiel 3amucu 1t HTTP GET-3anpoca Ha npumepe 3ammcu 1 (cm.
BBIIIIC).

Tabmuma 57
Ne Yro comepkut IIpumep

noJist

1 Bpemennas metka log-cepBepa (He 2018-03-26T10:35:58.202901+00:00
nocsuiaercs ycrpoiictBoM EcoSGE)

2 IP-aapec ycrporictBa EcoSGE (mapamerp | 192.168.1.1
ip_address)

3 20-3Ha4HBIA UIEHTH(PHUKATOP CECCUU. 34567345673456734567

Ommus munen3un Clickstream. Jlst
MOJTyYeHHs HE00X0IMMO 00PATUTHCS B
CITyKOy TeXHHUYECKOH MOIEPKKU

4 [P-anpec u nopt oTnpaBUTENS 192.168.000.002:34904
5 [P-anpec u mopt nosyuaresns 192.168.000.003:00080
6 Bpemennas metka yctpoiictBa ECOSGE 1522071357
(POSIX time)
7 Nwms yerpoiictBa EcoSGE, 3amannoe B econat
napamerpe hostname Betku system_log
8 Conepxumoe HTTP GET-3ampoca GET /HTTP/1.1#015#012Host:

google.ru#015#012User-Agent:
curl/7.55.0#015#012Accept: */*#015#012#015

Onwucanwus nosneit 1-7 B 3amucu amns orBeta web-cepsepa (cM. 3amuch 2 BBIIIE) aHATOTHYHBI
onucanusiM Juist HTTP GET-3ampoca. [Tone 8 conepxut Bepcuto HTTP u kon oTBeTa.

B tabnuie ke naHo onucanue noned 8, 9, 10 B 3anmucu ans 3amnpoca Ha ycraHoBnenue SSL/TLS
coennHEeHUs (CM. 3anuch 3 Bhime). Onucanus nosen 1-7 ananornunsl onucanusim ot HTTP GET-
3ampoca (CM. TaOJIHIly BBIIIE).

Tabmuna 58
Ne Yro comepkut IMpumep
noJIst
8 Bepcus SSL SSL: 3.3
9 MakcumanbHas nojaaepxubaemas sepcust TLS: 0x0304
e 1.0-0x0301
e 1.1-0x0302
e 1.2-0x0303
e 1.3-0x0304
JlanHOe nose nepeaaéres B jgorax B TOM ciydae, eciau B HacTpolikax EcoSGE
system.clickstream 3aznaso tls_sni on u send_tls_version on
10 JloMeHHOE UMs hostname:
vk.com

CrarucTuka JOTUPOBaHUS TOJIKIIIOYCHHUN K Web-cepBepaM BBIBOAUTCS KoMaH 1011 show counters all |
include clickstream . B Tabnuie Hibke JaHO ONMMCAHUE CUETYHKOB.
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Tabauma 59

CyeTunk Onucanmne
cr_clickstream_url for log IToaroroBieHo MakeToOB
cr_clickstream send one packet OTnpaBneHo MakeToB
cr_clickstream send fragmented packet | OTnpaBneHo ¢pparMeHTHPOBAHHBIX MTAKETOB
cr_clickstream_error general KonuuecTBo ommboxk mpu kinonupoBanuu TCP-nakera
cr_clickstream_error create header KonuvecTBo ommbok npu popMupoBaHUU NakeTa

cr_clickstream warn_invalid sequence | KoanuectBo nonydenHsix TCP-nakeToB ¢ HEKOPPEKTHBIM
3HAYEHHEM TI0JIS sequence

cr_clickstream_error no_session KonunuectBo nonyuennsix TCP-nakeToB, 17151 KOTOPBIX HE
HaliJieHa 3anuch B TabIuIEe ceccuit

cr_clickstream no ssl tmp buffer Brigenenue O0ydepa mis pparmentapoBanHoro ClientHello

cr_clickstream ssl without hostname KomuvectBo momyuennbix SSL wm TLS handshake, B
KOTOPBIX HET JOMEHHOTO UMEHH

cr_clickstream_certificate KonuyectBo ceccui, At KOTOPBIX OblIa MOJTyueHa
uHpopmanus o ceprudukare TLS

cr_clickstream_client hello KommgectBo ornpasnennsix naketos ClientHello

cr_clickstream_server hello KonuvecTBo momyueHHbIX makeToB ServerHello

ITpumep:

EcoSGE:> show counters all | include clickstream

Core total, cr clickstream url for log: 11
Core total, cr clickstream send one packet: 11
Core total, cr clickstream error no session: 11

13.5 JlornposaHue DNS-3anpocoB

Cuctema EcoSGE cnocoOna Bectu torupoBanre DNS-3anpocoB ciieAyIomux TUIIOB PECYPCHBIX
sanuceii: A, AAAA, CNAME, DNSKEY, DS, HTTPS (Type 65), MX, NS, PTR, RRSIG, TXT. Ora
(yHKIIMOHATBbHAsE BO3MOXKHOCTB IOCTyIHA Ipu Hanmmuuu juieHsun DNS LOG.

HacTtpoiika 7aHHOro THIa JOTUPOBAHUS MPOU3BOAUTCA B BeTKe system.dns_log. [Tapamerpsl
HaCTPOMKHM OMMCAHBI B TAOIHUIIE HUXKE.

Tabnuima 60

IHapamerp Onucanue
enable | disable Bxirouenne/BeikimtoueHue orupoanusi DNS-3ampocos
log_interface Wutepdeiic nis ornpaBku log-cooOmiennii. Bo3aMoXHbIE 3HAYEHUS:

e dedicated — unrepdeiic LOG; ¢ naHHBIM MapaMeTPOM CBSI3aHbI
napameTpsl ip_address, gateway, source_port, mtu;

e mMNg — OCHOBHOM mHTEpdEc ynpaBiIeHHs (UCTIOIb3YETCs 110
YMOIYaHHIO);

e sub_if<name> — cyOunrepdeiic ynpapneHus (101KeH ObITH
CO3/1aH U HACTPOEH)
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I[Hapamerp

Onucanne

server_ip_and port

<IP-aapec>:<mopt> log-cepsepa

ip_address

<IP-agpec>/<macka nojaceTH> UCTOUHUKA, KOTOpbIE OyayT
nepeaaBarbes B log-nakerax.

Jannb1il napametp aeictByeT Toabko mpu log_interface dedicated u
CKPBIT B BBIBOJIe KOH(urypauuu npu log_interface mng

gateway

Anpec 1uio3a, KOTopblil Oyaet nepenaBathes B log-nmaketax. Tpebyercs
B TOM ClTydae, eciu log-cepBep, yKa3aHHBIN B

napametpe server_ip_and_port, He HAXOAUTCS B TIOJICETH, YKa3aHHOU B
napameTpe ip_address.

Jlannblil napameTp aeicTBYyeT Toabpko npu log_interface dedicated u
CKPHIT B BbIBOJIe KoOHurypanuu rpu log interface mng

source_port

Howmep mopra ncToyHMKa Juis OTIIPABKH cooOmeHmid Ha log-cepsep.
Jannblii mapametp AeicTByeT Toabko npu log_interface dedicated u
CKpBIT B BbIBOJIE KOH(urypauuu rnpu log_interface mng.

ITo ymonuanuto 1088.

Ecnu st noruposanust BeiOpan uaTepdeiic MNG (log_interface mng),

TO UCIIOJB3YETCS CIy4alHbId OPT

mtu

3nayenue MTU s maketoB, oTIpaBiisieMbIX Ha log-cepaep.

Jannbrit mapametp aeiictByeT Toabko mpu log_interface dedicated u
CKpBIT B BbIBOJIE KOH(urypauuu rnpu log_interface mng.

ITo ymomuanuto 1500

log format

®opwmart soros. Ha naHHbIi MOMEHT MOAAEPKUBAETCS TOJIBKO JBOMYHBIN
dopmar (binary)

include redirection info {
on | off }

Ho6asmsiet B moru [Pv4/IPv6-anpec DNS-cepBepa, Ha KOTOPBIHA ObLT
nepeHanpanieH DNS-3anpoc. JlomkHa ObITh HACTpOEHA U BKIIIOUECHA
¢yukuus [epenanpasnenne DNS-3anpocos.

BHUMAHME! /155 npaBuibHOM paboThl GyHKIMH JorupoBanusi DNS-3ampocoB 00s13aTenbHO
JIOJDKHO OBITH BKJIFOUEHO JIOTUPOBaHUE AOOHEHTCKUX COSMHEHUH (BETKa KOH(PUTYpaIuu

system.connection_log).

[Ipenycmotpens! cuétunku DNS-3ampocoB kaxa0ro THIAa peCypcHOM 3aucy U 00IIero KOJM4ecTBa
DNS-3amnpocos o TCP, UDP, 1Pv4 u [Pv6. [lns BeIBOAA 3TUX CYETIMKOB HEOOXOAUMO OTIPABUTH
koMaHay show counters all | include dns (cMm. mpumep HIKeE).

EcoSGE:# show counters all | include dns

cr dns udp: 15
cr dns tcp: 5
cr dns ipvé4: 10
cr dns ipv6: 10
cr dns a: 2

cr dns aaaa: 1
cr dns cname: 1
cr dns dnskey: 2
cr dns ds: 2

cr dns https: 3
cr dns mx: 1
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cr dns ns:
cr dns ptr:

cr dns rsig:

cr dns txt:

3

OID cuéruuxoB mis onpoca mo SNMP umeer Bua 1.3.6.1.4.1.45555.1.2.<nomep cuétunka>. Homepa

CUETUMKOB YKa3aHbI B Ta6J'II/II_Ie HMXKC.

Tabmnwma 61
Cuérunk Howmep B OID

cr_dns_udp 851
cr_dns_tcp 852
cr_dns_ipv4 853
cr_dns ipv6 854
cr dns a 855
cr_dns aaaa 856
cr_dns ns 857
cr_dns mx 858
cr_dns ptr 859
cr_dns_txt 860
cr_dns_dnskey | 861
cr_dns_rsig 862
cr_dns_ds 863
cr_dns cname | 864
cr_dns_https 865

13.6 QoE

QoE (Quality of Experience) — uHTEeTrpaJIbHBIN TTapaMeTp, MPEACTABIAIONINNA OO0 001y 10
MIPUEMIIEMOCTh KauecTBa YCIYTH, CYObEKTHBHO BOCIIPUHUMAEMYI0 KOHEUHBIM IOJIb30BaTeneM. B
koHtenuu EcoSGE moa QoE monumaeTcs cBogHas HHPOpPMAIUSI O COSTMHEHUSIX a00OHEeHTOB. [lanHas
CBOJIKA COAEPKUT MOKA3aTEH, XapaKTePU3YIOIINe KaueCTBO 3TUX COSAMHEHUN. DTH MOKa3aTeNnu
TIOMOTAIOT BBISIBJISITH TPOOJIEMBI C COSUHEHUSIMU Y OT/IETbHBIX Aa00HEHTOB U MOTYT UCTIOJIb30BAThCS
OTepaTOpPOM KaK MHCTPYMEHT MOBBILICHHS Ka4eCTBA MPEIOCTABISIEMbIX YCIYT U yIep:KaHuUs

a0OHEHTOB.

Ioncucrema QoE monpasaensiercs Ha CleayIonue MOIyJId, KOTOPBIE MOTYT OBITh BKIIIOUEHBI KaK

BMCCTC, TaK U I10 OTACJIIbHOCTH, B 3aBUCHUMOCTHU OT JIMLICH3UU:

e 0a30BbIil MOYJIb JTOTMPOBAHUS;

e MOAYJIb aKKayHTHUHI'A ceccum (JIOFI/IpOBaHI/Ie KOJIMYCCTBA ICPCAAHHBIX Oait/ HaKeTOB);

o Monynb ananuza OTT (Over-the-Top), mo3BosIOIMNI aHATU3UPOBATH TAPAMETPHI

MIPEOCTaBICHUS BHICOCEPBUCOB: NoACUET OaifroB moaceccun OTT, Bpems nocnennero PSH

MakeTa B TIOJICECCUM OT cepBepa, naenbTa BpemeHnu mexxay GET nmakerom ot kimnenta u PSH

IMakKeTOM OT CCpBEpa B MOJACCCCHUHU.

JlorupoBanue npousBoauTcs Kak mist [IPv4, tak u qs [Pv6-coenunenwnii. s o6pabotku [Pvo

TpeOyeTcs OTACNIbHAS JINIICH3US.
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Jloru QoE nepenatorcsi B OMHAPHOM BHUJIE C HCIIOJIB30BAaHUEM IPOIIPUETAPHOTO MpoTokoia. [Tpu
ucnoib30BaHuu 06opyaoBanus coBmectHO ¢ EcoQoE (Log Collector) pacumdpoBka J10ros Ha
KOJUIEKTOPE MPOUCXOANT aBTOMAaTHIECKH.

Hactpoiiku norupoanust QoE HaxoasTcst B BeTke KoHpuUrypanuu system.qoe_log.

[TapameTtpsl HacTpoiiku QOE onucanbl B Ta0nHIle HUXKE.

Tab6nuua 62

IHapameTp

Onucanne

{ enable | disable }

Bruttouenne/BoikimoueHue goruposanus QoE

interim_threshold

KonnyecTBo kunmobaidt ot 1 70 65535, npu HAKOIIJIEHUH KOTOPOTO OyIeT
OTIIPABJICH JIOT. Y YUTHIBACTCS U UCXOMAIINH, U BXoasaui Tpaduk. [locne
OTIPABKU JIOTa NOJICYET HAUMHAETCS 3aHOBO.

ITo ymomuanuro 3a1aHo 3HaueHue 0, Ipy KOTOPOM JIOT OyAET OTHPABIIEH TOJIbKO
IIPU 3aKPBITUU CECCHU.

B ciydae 3akpbITHSI cecCrM JJ0 HAKOIJICHUS 33JaHHOTO KOJIMYECTBA KMITO0ANUT
OyJZleT OTMPAaBIICH JIOT C yKa3aHHeM (aKTHUYECKOTO KOJIMYECTBAa KUIO0ANT.

Ecnu BMecTe ¢ 3TUM napaMeTpoM 3aJiaH napaMeTp interim_interval (3HaueHue
otnnyHO oT (), ¥ OTIpaBKa Jiora Mo ycjiaoBHiO interim_interval mpouszoitnér no
HAKOIUICHUS 3aIaHHOTO KOJTMYECTBA KIII00ANT, TO P OTIIPaBKE JAHHOTO JIoTa
CUE€TYMK KUI00alTOB OyneT cOpollieH, U MoACYET HAYHETCSI 3aHOBO.

JlaHHBII TapaMeTp TOCTYIECH NPY HATMYXU JIMIeH3uH Accounting Log

interim_interval

[TepuoanunocTs norupoBanus ot 1 10 65535 cekyH1 ¢ MOMEHTa CO3aHus
ceccun. Ecnu B TeueHue 3ajaHHOTO rieproja Tpaduk paBeH HYIIO, TO JIOT HE
OyJZleT OTIpAaBJICH.

[To ymomuanwuto 3agano 3HadeHue 0, mpu KOTOPOM JIOT OyIeT OTIIPABIIEH TOJIBKO
MIPU 3aKPBITUU CECCUU.

B CJIy4ac 3aKpbITUA CECCHUU O UCTCUCHUA 3aJaHHOTO BPECMCHUA 6y,[IeT OTIPaBJICH
JIOT C YKa3aHUCM (I)aKTI/I‘leCKOFO KOJIMYECTBA KUI00AMNT.

Ecnu BMecte ¢ aTum napameTpom 3anan napametp interim_threshold
(3nauenue otnuuHo ot ), M OTHpaBKa Jiora mo yciuoButo interim_threshold
MIPOU30MAET 10 UCTEUEHHUS 3aJaHHOTO IIEPUOJA, TO IIPU OTIPABKE JAHHOIO JIOTa
CU€TUYMK BpeMeHHU OyeT COpOIIIeH, U OTCYET HAUHETCS 3aHOBO.

JlaHHBIH napaMeTp AOCTYNEeH NPU HAJIMYKU JIMIeH3un Accounting Log

interim_mode

JlaHHbIN apaMeTp onpeaesnser, Kakiue 3HaueHus: OyayT epeJaBaThCs B JIOTax:
M3MEHEHHMS 32 OTIpeIeIEHHBIN epUO/] UM CyMMapHbIe 3HAUYEHHUsI ¢ MOMEHTa
OTKPBITHA CCCCUH. HepI/IOI[I/I‘IHOCTI) JIOTUPOBAHM 3aBUCUT OT MApaMETPOB
interim_interval u interim_threshold.

Bo3moxknHbie 3HaueHUS napameTpa:

e delta — mepenaBaTh U3MEHEHUS 32 OMPEICIEHHBIN MepHO (3HAUCHUE TIO
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IHapameTp

Onucanne

YMOJYaHHUIO);
e accumulated — nepeaBaTh CyMMapHbIe 3HaUE€HHUS C MOMEHTA OTKPBITHS
CecCHH.

[Tpumeps! 10roB u1s 000X 3HAUCHHI TapaMeTpa JaHbl TOCIe TaOIHIIbL.

JlaHHBIH napaMeTp AOCTYNEH NPU HAJIMYKU JuleH3un Accounting Log

log_interface

Hutepdeiic ms ornpaBku log-cooOmiennii. Bo3aMoKHbBIE 3HAYEHUS:

e dedicated — untepdeiic LOG; ¢ maHHBIM TapaMeTpOM CBSI3aHBI
napameTpsl ip_address, gateway, source_port, mtu;

e mng — OCHOBHOM nHTepdec ynpaBieHus (UCIIOIb3YETCS 10
YMOIYaHHUIO);

e sub_if<name> — cybunrepdeiic ynpasnenus (I0KeH ObITh CO3/1aH U
HAacCTPOEH)

syn_log

Omnuus st mneH3un QoE, xotopast 1006aBsieT BO3MOKHOCTh JIOTUPOBAHHS
nakeToB SYN. [y nogy4YeHus: JaHHOW OILUY cIielyeT 00paTUThCS B CIIyXO0y
TEXHUYECKOHN MOAACPIKKH.

BosmosxHbIe 3HaueHus: on, off

[Tpu 3HaueHuun on kaxawlii mpoxoasauuii maker SYN Bmecte ¢ Ethernet
3aroJ0BKOM Oy/IeT yrakoBaH B log-makeT ¢ pUKCHUpPOBaHHBIM pa3MepOM OIS
DATA =256 6aiit, mocne 4yero naHHbiii log-naket Oyaet otmnpasieH Ha log-
KOJUIEKTOP

server_ip_and port

<IP-agpec>:<mopt> log-cepBepa

ip_address <IP-agpec>/<macka mojaceTu> UCTOUYHUKA, KOTOpBIE OyayT nepenaBarbes B log-
MaKeTax.
JlaHHbli mapameTp aeicTByeT Toibko npu log interface dedicated u ckpoIT B
BbIBOJIe KOHGuryparuu rpu log_interface mng

gateway Anpec 1uto3a, KOTOphIi OyaeT nepenaBarbes B log-nakerax. TpeOyeTcs B Tom
cirydae, eciu log-cepBep, yKa3aHHBIN B apameTpe server_ip_and_port, He
HaxoJUTCS B MOJICETH, YKa3aHHOU B mapaMerpe ip_address.
Jlanublii napameTp aeicTByeT ToabKo npu log_interface dedicated u ckpbIT B
BbIBOJIc KOHurypauuu npu log_interface mng

source_port Homep nopra uctouHuka i OTIIpaBKH coOOIeHH Ha log-cepaep.
JlanHbli napameTp AeicTByeT ToabKo npu log_interface dedicated u ckpbIT B
BbIBOJIe KOHuTyparun ripu log_interface mng.
[To ymomyanuto 1089.
Ecnu nns noruposanus BeiOpan unrepdeiic MNG (log_interface mng), To
HCIIOJIB3YETCS CIIyYanHbIN HOPT

mtu 3nayenne MTU n1st makeToB, OTIpaBisieMbIX Ha log-cepaep.

JlauHblil mapameTp aeictByet Toibko npu log interface dedicated u ckpbIT B
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BbIBOJIe KOHuTyparun rpu log_interface mng.

[To ymomyanuto 1500

IIpumep HacTpoOHKH:

EcoSGE:system.qgoe log# 1ls

enable

interim threshold 1

interim interval 60

interim mode delta

log interface default

syn log on

server ip and port 192.168.1.2:514
ip address 192.168.1.1/255.255.255.0
gateway 192.168.1.1

source port 1089

mtu 1500

Huxe paccMoTpeHbl IpUMEpHI JIOTOB B 3aBUCUMOCTH OT 3HaYeHUs napaMerpa interim_mode. ®opmar
JIOTOB 3aBUCHUT OT Mapcepa, UCIOIB3YEMOro JIIsl UX 00pabOTKH, U MOXKET OTIUYATHCS OT MPUBEAEHHBIX
MIPUMEPOB.

IIpumep 1. JlorupoBanue npu interim_mode delta
Hacrpoiiku:

e interim_mode delta
e interim_threshold 1 (. e. 1024 GaiiT)
e interim_interval 5

Ucxomsimumii maket: payload 2500 6aiit, IPv6, UDP
[To nanHOMY makety OynyT cpOpMHUPOBAHBI U OTIIPABIIECHBI CIAEAYIOIINE JIOTH:

1. Egress UDP bytes in/out=0/1024 pkts in/out=0/1 — BeimosineHo ycnosue interim_threshold 1;
cu€Tunk bytes out 3aperucTpupoBai oTpaBKy nepBbix 1024 6aiT makera; cuéTumk pkts out
3apErUCTPUPOBANT OJIUH UCXOSAIINN MaKET.

2. Egress UDP bytes in/out=0/1024 pkts in/out=0/0 — BeimonneHo ycnosue interim_threshold 1;
cuéTurk bytes out 3aperucTpupoBai oTnpaBky cienyromux 1024 6aiiT nakera; cuéruuk pkts out
nokasbiBaeT 0, Tak Kak KOJIMYECTBO MTAKETOB HE M3MEHMIIOCH; BCETo oTnpanieHo 2048 6aiiT; octanoch
otnpaButh 514 6ait (452 — payload, 62 — 3aronosku Ethernet (14), IPv6 (40) u UDP (8)), npu aTom
ycioBue interim_threshold 1 y>xe He MOXeT OBITh BBIIIOIHEHO; 0)KUAACTCS BBIIIOJTHEHUE YCIOBHS
interim_interval 5.

3. Egress UDP bytes in/out=0/514 pkts in/out=0/0 — BeimosHeHO ycioBue interim_interval 5; cuétuuk
bytes out 3aperucTpupoBall OTIPABKY NocieaHux 514 OailT makeTa; cuéTunk pkts out mokasbiBaert 0,
TaK KaK KOJIMIECTBO MAKETOB HE M3MECHIIIOCH.
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4. Egress UDP bytes in/out=0/0 pkts in/out=0/0 — qaHHBI JIOT OTIIPABIICH MIPH 3aKPHITUU CECCUH.
Tpacduxka nocne ornpasku jiora 3 He ObLI0, mO3TOMY TipH interim_mode delta nepenaHb! HyJ1eBbIC
3HAYCHUSL.

IIpumep 2. JlorupoBanue npu interim_mode accumulated
Hacrpoiikn:

e interim_mode accumulated
e interim_threshold 1 (. e. 1024 GaiiT)
e interim_interval 5

Ucxonsmmii naket: payload 2500 6aiit, [Pv6, UDP
[To manHOMY TIakeTy OyyT chOPMHUPOBAHBI U OTIIPABIICHBI CIICAYIOIINE JIOTH:

1. Egress UDP bytes in/out=0/1024 pkts in/out=0/1 — BeimonueHo yciosue interim_threshold 1,
cuéTumk bytes out 3aperucTpupoBai oTmpaBky nepBbix 1024 6aiiT makera, cuéTunk pkts out
3apErUCTPUPOBAN OJIUH UCXOSAIINN MaKET.

2. Egress UDP bytes in/out=0/2048 pkts in/out=0/1 — Beimonnaeno ycioBue interim_threshold 1,
cuéTunk bytes out 3aperucTpupoBai oTnpaBky ciaeayromux 1024 6alT makera u MOKa3bIBaeT
cymmapHoe 3HaueHue 2048; cuérunk pkts out mokasbiBaeT 1, Tak Kak KOJIMYECTBO MMAKETOB HE
M3MEHUJIOCH; OCTAJIOCh OTIpaBUTh 514 OaiiT (452 — payload, 62 — 3aronoBku Ethernet (14), IPv6 (40)
u UDP (8)), npu s3Tom ycnoBue interim_threshold 1 ye He MOXeT ObITh BBIINOJIHEHO; 0’KUAAETCS
BBINOJIHEHHE YCIIOBUS interim_interval 5.

3. Egress UDP bytes in/out=0/2562 pkts in/out=0/1 — BeimosHeHO yciioBue interim_interval 5,
cu€TuuK bytes out 3aperucTpupoBai OTOPaBKy nocieqHux 514 6alT makeTa v MOKa3bIBaeT CyMMapHOe
3HaueHue 2562; cuérunk pkts out mokaspiBaeT 1, Tak Kak KOJTMYECTBO MMAKETOB HE H3MEHUIIOCH.

4. Egress UDP bytes in/out=0/2562 pkts in/out=0/1 — naHHbIi JOT OTIPaBIIEH MPHU 3aKPHITUN CECCUU.
Tpaduka mocne ornpaBku Jiora 3 He ObLI0, TOATOMY TTpH interim_mode accumulated nepemxans! Te
K€ CyMMapHbI€ 3Ha4€HMsI, YTO U B Jiore 3.
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14 nMepeHanpasneHue DNS-3anpocos

JlanHast pyHKIIMOHAIBHOCTH MO3BOJISET MpoBaiiiepy nepeHanpanisasTh DNS-3anpocsl abOHEHTOB Ha
cBoit DNS-cepBep, He3aBuCHUMO OT Toro, kakoi [P-agpec DNS-cepBepa ykazaH B HCXOJIHOM 3arpoce.
[lepenanpaBieHue BHITIOTHSAETCS HA OCHOBAHUHU 33aJJaHHBIX MpaBui. M0OXKHO 3a7aTh 10 8 MpaBUil
(Hampumep, OT/IeIbHBIE IPAaBUIIA AJISl Pa3HBIX MOACETEN).

Hactpoiika nepenanpasnenns DNS-3anpocoB npousBoaurcs B BeTke system.dns_redirects. B
MEPBYIO OYepe/lb HEOOXOAMMO CO3/1aTh MPaBUII0 KoMaHAou create dns_redirect <umsi npaBuJia>.
3areMm cienyer 3a7aTh HapaMeTphl IpaBUiIa U MPUMEHUTH HACTPOiKU. B Tabnmuie Huke 1aHo

OIMMCAHUC TTApaMETPOB IIpaBUJIa.

Tabmnuma 63

ITapamerp

Onucanue

enable | disable

Bxirouenue / BEIKITIOUEHNE paBujia

priority

IIpuopurer npasuina. YeM MeHbIlIE 3HAYEHHE, TEM BbIIIE
npuopurer. Ilo ymonuanuro 100

dns_redirect_timeout

Bpewms oxxunanus otBera DNS-cepBepa B cekyHnax. [1o
YMOJTYaHUIO 5

dns_redirect no response count

MakcumanbHO IOMYyCTUMOE KOJTUYECTBO MOcaeaoBaTebHbix DNS-
3a1pocoB, Ha KoTopble B TeueHue dns_redirect_timeout ot DNS-
cepBepa He noctynuio orsera. ITo ymomyanuro 3. [Ipu
JOCTHXEHUM aHHOTro KoiandectBa DNS-cepBepy npucBanBaercs
cTaTtyc "HefocTyneH"

dns_redirect deadtime

Bpewms B cexynnax, B Teuenue koroporo Ha DNS-cepsep B craryce
"HemocTyrneH" He OynyT nepeHanpaiaTbest DNS-3ampocsr. [1o
yMon4yanuto 120

dns_redirect_ipv4 servers ()

IPv4-anpeca DNS-cepBepoB, Ha KOTOPBIE TOJIKHBI
nepeHanpasisTbess DNS-3anpocs! B nakerax [Pv4. MoxHoO 3anaTh
1o 32 anpecos. Ecnu yka3aHo HECKOJIBKO apecoB, TO AJIsl BBIOOpa
DNS-cepBepa npumensiercst anroputM Round-robin. Anpeca
MO’KHO YKa3bIBaTh KaK IO OTJEIbHOCTH Yepe3 Npooel, TaK U
JaTia30HOM Yepe3 Jeuc Wi JTUHY pedukca (He MeHbIe 27)

dns_redirect ipv6 servers ()

[Pv6-agpeca DNS-cepBepoB, Ha KOTOPBIE JOJIKHBI
nepeHanpasisTbess DNS-3anpocs! B nakerax [IPv6. MoxHo 3anaTh
1o 32 anpecos. Ecnu yka3aHO HECKOJIBKO aJpecoB, TO AJisl BBIOOpa
DNS-cepBepa npumensiercst anroput™M Round-robin. Anpeca
MOYKHO YKa3bIBaTh B IOJIHOW U COKpAIIEHHOH (popme Kak 1o
OTJENIHOCTH Yepe3 Mpobe, Tak ¥ JUarna3oHoM uepe3 1educ Uiu
uHy nipedukca (He menbe 123)

acl ()

[Ipeasaputenbro coznanubiii ACL mst tpaduka [Pv4, koTopomy
JOJI’KHBI COOTBETCTBOBATH MAKETHI JIJIs1 TOrO, YTOOBI K HUM OBLIO
MPUMEHEHO MPaBUJIO NIepeHarnpanieHus. MoKHO yKa3aTh
Heckonbko ACL yepes npo6Gen. [Topsaaok ykazaHus onpenemnseT
MOCIIEA0BATEIHLHOCTh IPOBEPKH Tpadrka Ha COOTBETCTBUE
npaswiaM ACL
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I[Mapametp Onucanue

aclvé () [pensapurensho co3nannsiii ACL ms tpaduka [Pv6, koTopomy
JIOJKHBI COOTBETCTBOBATH MAKETHI ISl TOTO, YTOOBI K HUM OBLIO
IPUMEHEHO MPaBUIIO NIepEeHanpaBiIeHuss. MOXXHO yKa3aTh
Heckobko ACL uepe3 mpo6en. [Topsnok ykazaHus onpeaessier
HOCJIEI0BATENbHOCTh MPOBEPKU Tpauka Ha COOTBETCTBUE
npaswiaM ACL

[Tpumep HacTpoiiku:

configure

goto dns redirects

create dns redirect A

goto dns redirectA

enable

priority 100

dns redirect timeout 5

dns redirect no response count 3

dns redirect deadtime 120

dns redirect ipv4 servers ( 10.10.0.100 10.10.0.111-10.10.0.115 )
dns redirect ipv6 servers ( fc00::2 £c00::3 )
acl ( aclv4 dns redirect )

aclve ( aclvé dns redirect )

apply

IIpumeuanue. HacTtpoiiku He OyAyT MpUMEHEHBI, €CJIM IPHU YCTAHOBJICHHOM MapaMeTpe enable
BBINOJIHAETCS XOTsl ObI OZIHO U3 CIIEIYIOIUX YCIOBHI:

e 3anaH acl, Ho He 3aaH dns_redirect_ipv4_servers;

e 3anaH aclvé, Ho He 3a7aH dns_redirect_ipv6_servers;

e He 3a7aH HHU acl, Hu aclv6;

e He co3nanH ACL, ykazanHbli B mapametpe acl wim aclvé.

JU1sl AMarHOCTUKM U IPOCMOTpa CTaTUCTUKU MepeHanpasieHust DNS-3anpocoB npeaycMOTpEHBI
CJIEAYIOUINE KOMAH/IBL:

show dns_redirect brief — BeiBo cBOTHO# nH(bOpMarmy 1o BceM npasuiiaM. [IpruMep BEIBOIUMBIX
JTAHHBIX:

# show dns redirect brief
Name Priority Status
dns redirectA 100 enable
dns redirectB 200 enable

show dns_redirect <umsi npaBujia> counters — BEIBOJI MOIpOOHON HH(GOPMAITUHU TIO OTACITBHOMY
npasuiy. [IpuMep BEIBOAMMBIX JaHHBIX:

# show dns_ redirect dns redirectA counters
DNS IP TOTAL SENT NO ANSWER STATUS DEADTIME
10.10.0.100 456098 310 DEAD 90
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10.10.0.111 25698345783 0 ALIVE =
fc00::2 34747123 23 ALIVE
fc00::3 1435 132 DEAD
50
rae

TOTAL SENT — o6uiee konndectBo DNS-3anpocoB, nepeHarnpaBieHHbIX Ha 1aHHBIH DNS-cepBep
(64-OuTHBIN CYETIHK)

NO ANSWER - konuuecTBo coObITHH, KOTJa OT AaHHOro DNS-cepBepa He ObLIO MOJTy4€HO OTBETa
(32-OuTHBIN CUETUUK)

STATUS — DEAD: cepBepy npHUCBOEH cTaTyc "HEAOCTYNEH", 1 OH HE UCIIOJIb3YETCS JJIst
nepenanpasienus; ALIVE — cepBep ncnosnb3yercs 115 nepeHanpaBieHUs

DEADTIME — octaBuieecs Bpems dns_redirect_deadtime (tonbko 11st cepBepoB B ctatyce DEAD)
clear dns_redirect <umsa npaBuiaa> { all | <IP-aapec> } — copoc cuétunkoB TOTAL SENT u NO

ANSWER nnsa Bcex DNS-cepsepos (all) winu muist onpeaenéanoro DNS-cepsepa (IP-aapec). [lannas
KOMaH/Ia BBITIOJHSIETCS TOIBKO B KOH(PUTYpalMOHHOM pexxume. [IprMep BHIBOIUMBIX JaHHBIX:

# clear dns_redirect dns redirectA 10.10.0.100
Ok
# show dns redirect dns redirectA counters
DNS IP TOTAL SENT NO ANSWER STATUS DEADTIME
10.10.0.100 0 0 DEAD 90
10.10.0.111 25698345783 0 ALIVE -
fc00::2 34747123 23 ALIVE
fc00::3 1435 132 DEAD
50

reset dns_redirect <ums npasuia> { all | <IP-agpec> } — cOpoc Taiimepa dns_redirect_deadtime u
BO3Bpart onpeaenéHnoro cepeepa (IP-agpec) nmu Bcex cepsepos (all) B rpynmy DNS-cepsepos,
HCIIOJIB3YCMBIX IJIA IICPCHAIIPABJICHU. I[aHHa}I KOMaH/Ja BBITIOJHACTCA TOJIBKO B KOH(I)I/IpraI_[I/IOHHOM
pexxume. [IpuMep BRIBOIUMBIX TaHHBIX:

# reset dns_redirect dns redirectA fc00::3
Ok
# show dns_ redirect dns redirectA counters
DNS IP TOTAL SENT NO ANSWER STATUS DEADTIME
10.10.0.100 0 0 DEAD 90
10.10.0.111 25698345783 0 ALIVE =
fc00::2 34747123 23 ALIVE
fc00::3 1435 132 ALIVE
50
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15 nNMoameHa IP-apgpecoB B DNS-oTBeTax

[To otaenwHoit munen3uun ans cucrembl ECOSGE noctynna ¢ynkus DNS Substitution, koTopas
BEITIONTHSET ToaMeny [P-anpecoB B HezammdpoBanHeix DNS-0TBeTax Ha 3ampochl peCypCHBIX 3amuceit
tuna A (s [Pv4) u AAAA (ans [Pv6). [TapameTpsl HacTpoliku JaHHOW (DYHKIIMU COAEPKATCS B
BeTKe KoH(purypanuu system.dns_substitution:

EcoSGE:system.dns substitution# show
disable

acl none

aclvé none

domains ( )

B Tabnuue Hmke 1aHo onMcanue napameTpoB Gynkimun DNS Substitution.

Tabnuma 64

ITapameTp Onucanue

enable | Bxitouenue / BeikimtoueHue GyHkuuu (o ymoryanuio disable)

disable

acl ACL nns tpaduka [Pv4, kK koTopoMy HEOOX0IUMO TPUMEHATH QyHKIHIO. [0
YMOJTYAHUIO none (He MPUMEHATH K Tpaduky [Pv4)

aclvé ACL nns tpaduka IPv6, k koTopoMy HEOOXOAMMO NMPUMEHATH GyHKUHIO0. [To

YMOITYaHUIO none (He TPUMEHSTH K Tpaduky IPvo). [TlapameTp noctyneH nmpu HaTHYUK
JMIIEeH3UU Ha paboty ¢ Tpadukom [Pvo

domains (| Crimcok map "nomennoe ums [P_anpec ans monmenst”". MoXHO yka3biBaTh Kak [Pv4-,

) tak u [Pv6-anpeca. [Ipy HecoOTBETCTBUY THIA 3alPOIIEHHON pecypcHoM 3anucu (A umm
AAAA) u Bepcun IP-anpeca B orBete DNS-cepBepa moaMeHna He TpoOU3BOIUTCS.
MakcumanbHOE KOJIUYeCTBO map — 8192

IIpu 3amannu cnucka domains () 0JHOM CTPOKOM KOJIMYECTBO Map "AOMEHHOE MMS

IP anpec mns noameHsl" orpaHnyeHo MakcuMaiabHOU JuinHOM ctpoku CLI (1000 cumBOIIOB).
[TosToMy 11t GOABIIOTO KOJIMYECTBA TAKKUX MAp CIEAYET yKa3blBaTh MX 10 OJHOM B OTAEIbHBIX
CTpPOKax WJIM UCIOJb30BaTh orneparop +=. [Ipumep nmapamerpa domains (), comepxaiiero Tpu napbi:

domains (
"hostl.domainl 198.51.100.1"
"host2.domain2 198.51.100.2"
"host3.domain3 198.51.100.3"

Jns ynanenus napsl "nomennoe ums [P aapec" u3 cniucka domains () HE00X0IMMO UCTIOJIB30BATh
orepaTop -=.

[Toncuér xonuuecTBa naketoB ¢ nogMeHEHHbIMU [Pv4- n [Pv6-anpecamu Be€TCS cueTuYMKaMu
cr_dns_spoof _ipv4 u cr_dns_spoof_ipv6.
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16 3awwmta oT TCP SYN Flooding

B cucremy EcoSGE no otaenbHoil nuiieH3un MoxeT ObITh n06aBneH Mmexanu3Mm SYN Cookie + SYN
Proxy (maee — SYN Proxy) mist nporuBoaeiictBust DoS-atakam tamma TCP SYN Flooding
(ITepenanpasinenne DNS-3ampocos).

J1s MCTI0JIb30BaHMsI JAaHHOTO MEXaHW3Ma He TpeOyeTcsl MPOU3BOAUTE KaKHUe-JIN0O CIIOKHBIE
Hactpoiiku. Jlocratouno coznatb ACL ans IPv4 w/unu IPv6, k koTopoMy HEOOXOJUMO IPUMEHSTh
Mexann3M SYN Proxy, ykazate ACL B BeTke koH(puUrypanuu system.tcp protection v BKIIOYUTH
3aLIUTY.

EcoSGE:system.tcp protection# 1s
enable

acl aclflood

aclve aclveflood

Buaunmanue! Mexannsm SYN Proxy He nognepxusaet Hairpin NAT.

Pabora mexanm3zma SYN Proxy nmoapoOno onucana B pazzaene Il storo nokymenta (anri.). OTaenbHO
CJICAYCT YKa3aThb HAa JIBC BAXKHbLIC OCOGGHHOCTI/I pa6OTBI JAHHOT'O ME€XaHHU3Ma:

e mnocie noiryuyeHuss ACK knuenTta HaunHaeTcs coriacoBanue mexay SYN Proxy u neneBbim
cepsepom. Jlo ycremrHoro 3aBepuieHus cornacoBanus SYN Proxy orOpaceiBaet Bce GET-
3ampoChl KIUEHTA;

o npu npoxoxaeHuu yepe3 SYN Proxy cOpaceiBatorcs Bee onuuu ucxoaHoro TCP-cermenra.

Jlist MoruTOpuHTa paboThl Mexanu3Ma SYN Proxy nmpenycMOTpeHO HECKOIBKO CYETIMKOB, ONTUCAHHE
KOTOPBIX AAHO TaOJIHUIIE HUXKE.

Tabnuma 65
Nms cuérunka Onucanne
cr_tcp_syn cookie sent ipv4 KomnmuectBo SYN, B 0TBET Ha KOTOpBIEe OBLT OTIpaBiieH SYN
Cookie (SYN/ACK, crenepupoBaHHbIi MexaHn3MoM SYN
cr_tcp syn cookie sent ipv6 Proxy)

cr_tcp_syn_cookie established ipv4 | KonmnuectBo SYN Cookie, B oTBeT Ha koTopbie monyueH ACK

cr tcp syn cookie established ipv6

cr_tcp_syn proxy established ipv4 | KommuectBo TCP-ceccuif, ycTaHOBIIGHHBIX C HCTIOIb30BAHHEM
mexanuzma SYN Proxy
cr_tcp syn proxy established ipv6

cr_tcp_syn_sent ipv4 KonuyecTBO BCceX yCTaHOBIECHHBIX U MOJIYOTKPBITHIX (OBLI
tosbko SYN) TCP-ceccwit
cr_tcp syn sent ipv6

cr_tcp_established ipv4 Ob1ee xonuyecTBo yctaHoBieHHbIX TCP-ceccuit

cr tcp established ipv6

cr_tcp _syn cookie invalid ipv4 KommuectBo SYN Cookie, y KOTOpBIX HE COBITAJ XeIIl

cr_tcp syn cookie invalid ipv6
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B tabymne amke ykazanbl OID cuérunkos B MIB.

Tabnuma 66

OoID

HmMma cuéTunka

1.3.6.1.4.1.45555.1.2.696

cr tcp established ipv6

1.3.6.1.4.1.45555.1.2.697

cr_tcp syn sent ipv6

1.3.6.1.4.1.45555.1.2.698

cr tcp established ipv4

1.3.6.1.4.1.45555.1.2.699

cr_tcp _syn sent ipv4

1.3.6.1.4.1.45555.1.2.770

cr tcp syn cookie sent ipv4

1.3.6.1.4.1.45555.1.2.771

cr_tcp syn cookie established ipv4

1.3.6.1.4.1.45555.1.2.772

cr tcp syn cookie invalid ipv4

1.3.6.1.4.1.45555.1.2.773

cr tcp syn proxy established ipv4

1.3.6.1.4.1.45555.1.2.774

cr tcp syn cookie sent ipv6

1.3.6.1.4.1.45555.1.2.775

cr tcp syn cookie established ipvo

1.3.6.1.4.1.45555.1.2.776

cr_tcp_syn cookie invalid ipv6

1.3.6.1.4.1.45555.1.2.777

cr tcp syn proxy established ipv6

Jlia monutopusra SYN Proxy MO>KHO Tak)ke UCIIOJIb30BaTh KoMaHay show cps, koTopasi BHIBOAUT B

otnenbHOU Tpade "TCP protection” cienyromue gannsie s [Pv4 u [Pv6:

e komuyecTBO SYN B CeKyH[y, B OTBET Ha KoTopkle 6611 oTrpasiieH SYN Cookie (syn per

second);

o xomudectBo SYN Cookie B cexyHmy, B oTBeT Ha koTophle monydeH ACK (resv cookie per

second);

o xonuyectBo TCP-ceccuil B ceKyH/y, yCTaHOBJIEHHBIX C UCNOJIb30BaHMEM MexaHu3Ma SYN
Proxy (proxy session per second).

EcoSGE:# show cps

ipv4 tcp total/cps/tps: 0/0/0
ipv4 udp total/cps/tps: 0/0/0

total ipv4 cps+tps:

ipve tcp cps: 0
ipve udp cps: 0
total ipv6 cps: O

0

total ipv6+ipv4d cps+tps: O

tcp fps total/v4/vé6:
udp fps total/v4/v6:

total fps: O
TCP protection

syn per second ipvé:

0/0/0
0/0/0

0

resv cookie per second ipvé4d: O
proxy session per second ipvé4: 0

syn per second ipvé6:

0

resv cookie per second ipvo: O
proxy session per second ipv6: O
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B Be1BOSIE KOMaH b1 show sessions local any Bce ceccuu, Co3/TaHHBIE C HCIIOJIb30BAHUEM MEXaHU3Ma
SYN Proxy, o6o3nauarotcst metkoi |[SC]:

ingress TCP 185.61.79.70:3775-185.61.79.70:3775 213.24.130.100:40088 ; Last packet 29.14 seconds
ago; To be deleted right now. |[SC|
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17 ®yHkuua Sniffer

B cucremy EcoSGE no otaensHOMy 3ampocy MoxeT ObITh 1o0aBieHa ¢pynkuus Sniffer (cauddep)
JUTSL TIepeIavyl KOMTUH OTPeAeTIEHHOTO TpaduKa BO BHEITHIOI CHCTEMY MOHUTOPHHTA U aHATTU3A.
JlaHHast GyHKLHUS UCTIONB3YET MPOTOKON HHKancyssiuuu Ilepenanpasnenune DNS-3anpocos.

Hacrpoiika ¢pynkmum Sniffer mpousBoauTtcs B BeTke koHpuUrypanuu system.sniffer, kotopas mo
YMOJIYAHUIO UMEET CIICTYIOIUN BU:

EcoSGE:system.sniffer# 1s
disable

log interface default
server ip and port 0.0.0.0:0
ip address 0.0.0.0/0
gateway 0.0.0.0

source port 1088
permanent sniffer off
hookpoint lan

snaplen 0

strip eb header on

per session pkt count 0
acl none

aclvé none

B tabnune Huxke maHo onucanue napameTpoB GyHkiuu Sniffer.

Tabmnuma 67

ITapamerp Onucanne

enable | disable Bxrouenue/BoIkiTioueHHE (PyHKIIUN

log_interface Wntepdeiic qysa oTripaBKu KOMUM Tpaduka BO BHELIHIOI CUCTEMY:

o default — uarepdeiic LOG (ucnonp3yercs 10 yMOIYaHHUIO); C
JTAHHBIM TTapaMeTPOM CBs3aHBI TapaMeTpsl ip_address, gateway,
source_port;

e mng — uarepdeiic MNG.

Buumanue! Crenyet yunteiBath, uto MTU mns uarepdeiica MNG Bcerna
pasen 1500, B orinuue ot untepdeiica LOG, mia kotoporo MTU 3anaéres
napameTpoM I2mtu B BeTke kKoHpurypaiuu system.nat_defaults. [Tootomy
KOMHHU NAaKETOB Ha BbIxoe 13 uurepdeiica MNG moryT ObITh
(dbparMeHTHPOBAHHBIMU.

server_ip_and_port <IP-agpec>:<mopT> BHEILIHETO CEpPBEpa, IPHUHUMAIOIIETO KOMHIO Tpaduka.

Buumanue! /g nepenaun xonuu tpaduka EcoSGE ucnonssyer npotokos
TZSP. CranmapTHbli HOPT Ha3HAUEHUS AJIs JaHHOTO npoTokosa — 37008

ip_address <IP-agpec>/<macka moaceru> ais unrepdeiica LOG. [lannblii napameTp
noctyneH Tosbko npu log_interface default

gateway Anpec numo3a g uarepdeiica LOG. [JanHblil mapaMeTp JOCTYIIEH TOJIBKO
npu log_interface default. TpeGyercs B ToMm cityuae, eciiu cepsep,
yKa3aHHBIN B mapaMmeTpe server _ip_and_port, He HAXOAUTCS B MMOJICETH,
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I[Mapametp Onucanue
yKa3aHHOU B mapameTpe ip_address
source port Howmep mopra ucrounnka as uarepgeiica LOG. [To ymomrganwo

1088. JanHsbIil mapameTp AoctyneH Tojbko npu log_interface default. Ecou
BeIOpaH uHTepdeiic MNG (log_interface mng), To ucmonb3yeTcs
CIIy4YalHBbIN NOPT.

permanent_sniffer

Pexxum paboTsr:

e off — pyunoe ynpasienue (1o ymMoa4anuio). 3amyck Sniffer
npou3BOoAUTCS KomaH0# sniff, a ocTaHOBKa — HaXkaTHeM
komOuHanuu knasuil Ctrl+C (cm. mpumep 1 Hioke). Ecinu otnpaButh
komaHay c omiueit local, To cauddep OyaeT BHIBOAUTH B KOHCOJb
uHpopMannio 00 00padbaThIBa€MBIX MaKeTax (CM. IpUMeEp 2 HUKE).
Bonee noapoOHO KomMaHa pyyHOTo 3amycka cHU(depa paccMoTpeHa
HIDKE.

e on — (oHOBBIN pexkuM. Sniffer paboTaeT MOCTOSHHO, U IS €T0
OCTaHOBKHM HeoOxoaumo 3aaaTh permanent_sniffer off u npumenuts
M3MEHEHHE KoMaHaou apply

hookpoint

Touxka nepexsaTa Tpaduka A KONMUPOBAHUS:

e lan —nepen NAT (o ymonuanuto),
e wan —nocie NAT

Ot BBIOOpa TOYKH IepexBaTa Tpaduka 3aBUCUT TO, Kakoii [P-anpec —
JOKAJIBHBIN WK TI00aIbHBINA — OyIeT aApecoM UCTOYHHKA B KOIUSX
UCXOJSIINX ITAKETOB M aPECOM Ha3HAYCHHS B KOTIHSIX BXOSIINX TTAKETOB
(cM. mpumMepsl 3 u 4 HIDKE)

snaplen

KomnyectBo 6aiiTOB OpUrHHAIFHOTO TIAKETA, KOTOPHIE OYIyT IepeiaHbl B
konuu. /lnanazon 3Hauenuit: ot 0 1o 65535. Ilo ymonuanuto 0 (komupoBath
BECh IIAKET)

strip_eb_header

Korna EcoSGE pa6otaer B cBsizke ¢ EcoBalancer, mocneanuii no6apnseT B
MaKeThl JOTOJTHUTEIbHBIC CTyKeOHbIe 3arofioBkH. [Ipu 3Hauenun on (1o
yMon4aHuio) cHuddep yaanser Takue 3arojoBKH, a pu 3HaueHuu off
KOIMUPYET MAKETHI MTOJTHOCTBIO.

Jannsnii napametp poctynex npu Hanuauu omun Filter Control B
nporpaMMHoM obecnieueHnn ECoOSGE

per_session pkt count

KonnuecTBo konupyeMbIx MakeToB U3 Kaxaon ceccuu. [1o ymomyanuro 0
(6e3 orpaHuueHus).

JlaHHBII mapaMeTp JOCTYIICH MpU HaMuuu oniuu Accounting Log B
nporpammHaoM obecnieueHnn EcoSGE

acl ACL nns tpaduka IPv4, kK KOTOpoMy HEOOXOAUMO MPUMEHATH (PYHKIIUIO
Sniffer. [To ymomyanuro 3a1aHO 3HAaYCHHE noNe, Py KOTopoM cHubdep
Oyzner oOpabartbiBaTh Bech Tpaduk [Pv4

aclv6 ACL nns tpaduka IPv6, kK KOTOpOMy HEOOXOAUMO MPUMEHSATH (PYHKIIUIO

Sniffer. [To ymouanuio 3a7aHo 3HaYCHUE None, Mpu KOTOpoM cHuddep
Oyner oObpabaTriBaTh Bech Tpaduk IPv6o
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I[Mapametp | Onucanue

Buumanne! OcoOGeHHOCTH OTHOBPEMEHHOT'O UCTIOIb30BaHMsI mapaMeTpoB acl u aclvé:

e IIpH 3HAYCHUU none y odoux mapamerpoB cauddep Oynet odpadaTsiBaTh Bech Tpaduk [Pv4 n
IPv6;

e eciM B OJTHOM U3 napameTpoB yka3zan ACL, a y apyroro 3Ha4ueHue none, To cHuddep Oyner
00pabaThIBaTh TOJIBKO TOT Tpa(HK, KOTOPBIH COOTBETCTBYeT ykazaHHOMYy ACL.

Jnia pynkuuun Sniffer npegycMoTpeHs!l ciaeayone CuéTUUKY:

e cr_sniffer try send tzsp — KoJU4YeCTBO MOMBITOK OTIPABKU KOIHA MMAKETOB;

o cr_sniffer send_tzsp — KOJMYECTBO YCMEIIHO OTIPABICHHBIX KOMHI MTAaKETOB;

e cr_sniffer _copy mbuf error — ommOku konmupoBaHus MakeToB B Oydep;

o cr_sniffer packet data _enqueue_error — ommOKHY 3amiCH JaHHBIX O MakeTe B Oydep.

Ipumep 1. Pyunoe ynpasnenue ¢pynkuueit Sniffer (permanent_sniffer off):

EcoSGE:system.sniffer# sniff

Starting sniffer, export to 192.168.5.3:37008
Running. ..

~C

Interrupted by user

Stopping...

Ecnu Sniffer pabotaer B ponoBoM pexume (permanent_sniffer on), To B oTBeT Ha koMaHay sniff
cucrteMa coo0muT, uyTo Sniffer yxe 3amyien:

EcoSGE:system.sniffer# sniff
Sniffer already running

IIpumep 2. Boinonnenune komauas! sniff local:

EcoSGE:system.sniffer# sniff local

Starting sniffer, export local

2023-08-30T15:01:27+00:00 UDP 172.16.1.1:53 > 192.168.1.1:53, length 542
2023-08-30T15:01:27+00:00 UDP 172.16.1.1:53 > 192.168.1.1:53, length 542
2023-08-30T15:01:27+00:00 UDP 172.16.1.1:53 > 192.168.1.1:53, length 542
2023-08-30T15:01:29+00:00 UDP [£d00::1]:53 > [aacc::1]:53, length 62
2023-08-30T15:01:29+00:00 UDP [£d00::1]:53 > [aacc::1]:53, length 62
2023-08-30T15:01:29+00:00 UDP [£d00::1]:53 > [aacc::1]:53, length 62

B npumepax 3 u 4 Hike nmoka3zana nH(GoOpMaIus 0 KOMUAX MaKeTOB B 3aBUCUMOCTH OT BBIOpaHHOM
TOYKM TepexBata Tpaduka. [TakeTsl mepenaBainch MEXIy JOKaIbHBIM aapecoM 192.168.0.2 u
BHemIHUM azipecoM 192.168.0.3 uepes ycrpoiictBo ECOSGE, Ha KOTOpoM HacTpoeHa TpaHCIALMS B
robanbpHBbIN anpec 3.3.3.3.

Ipumep 3. Undopmanus o konuu naketa npu hookpoint lan:
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No. Time Source Destination Protocol Length Info

= 10.000000 192.168.0.2 192.168.8.3 TCP 124 50738 — 80 [SYN] Seq=158640
2 0.000944 192.168.0.3 192.168.0.2 TCP 124 80 — 50738 [SYN, ACK] Seg-1
3 0.001260 192.168.68.2 192.168.8.3 TCP 116 50738 — 80 [ACK] Seq=158640
4 0.002403 192.168.06.2 192.168.08.3 HTTP 185 GET / HTTP/1.1
5 0.007037 192.168.06.3 192.168.08.2 TCP 116 80 — 50738 [ACK] Seg=124150
6 0.007082 192.168.06.3 192.168.08.2 TCP 180 8080 — 50738 [PSH, ACK] Seg=1
7 0.0071601 192.168.0.3 192.168.9.2 HTTP 802 HTTP/1.1 200 OK (text/html
8 0.007120 192.168.0.2 192.168.0.3 TCP 116 50738 — 80 [ACK] Seq=158640
9 9.007137 192.168.68.2 192.168.8.3 TCP 116 50738 — 80 [ACK] Seq=158640
10 ©.007155 192.168.06.2 192.168.08.3 TCP 116 50738 — 80 [FIN, ACK] Seg=1

L 11 ©.007172 192.168.06.3 192.168.08.2 TCP 116 80 — 50738 [ACK] Seg=124150

*

» Frame 1: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)

» Ethernet II, Src: 00:fd:0c:11:b1:00 (P0:fd:0c:11:b1:00), Dst: da:74:1d:86:67:33 (da:74:1d:80:67:33)

» Internet Protocol Version 4, Src: 192.168.5.2, Dst: 192.168.5.25

» User Datagram Protocol, Src Port: 43062, Dst Port: 37008

» TZSP: Ethernet

» Ethernet II, Src: @e:bb:50:a5:58:1f (Ge:bb:50:a5:58:1f), Dst: be:68:97:bc:d8:91 (be:68:97:bc:dB:91)

» Internet Protocol Version 4, Src: 192.168.8.2, Dst: 192.168.0.3

» Transmission Control Protocol, Src Port: 58738, Dst Port: 80, Seq: 1586401545, Len: @

Pucynox 20
B BhITIeIpUBEIEHHOM ITPUMEPE MOXKHO BHJIETh, YTO aJPECOM HCTOYHHKA (Source) HCXOISIInX
naketoB 1, 3,4, 8, 9, 10 u angpecom HazHauenus (Destination) Bxoasammx nakeros 2, 5, 6, 7, 11

ABJISIETCA JIOKAIbHBIN aapec 192.168.0.2.

Ipumep 4. Uapopmanus o konuu nakera npu hookpoint wan:

No. Time Source Destination Protocol Length Info

= 10.000000 3.3.3.3 192.168.08.3 TCP 124 1825 — 88 [SYN] Seg=1018813
2 0.005696 192.168.06.3 3.3.3.3 TCP 124 88 — 1825 [SYN, ACK] Seq=64
3 0.008884 3.3.3.3 192.168.0.3 TCP 116 1825 — 80 [ACK] Seq-1018813
4 0.008920 ELELELE 192.168.08.3 HTTP 185 GET / HTTP/1.1
5 0.008939 192.168.06.3 3.3.3.3 TCP 116 80 — 1025 [ACK] Seqg=6464991
6 0.010372 192.168.0.3 3.3.3.3 TCP 180 80 — 1825 [PSH, ACK] Seq=64
7 0.010438 192.168.06.3 3.3.3.3 HTTP 802 HTTP/1.1 200 OK (text/html
8 8.017373 ELELELE 192.168.08.3 TCP 116 1825 — 88 [ACK] Seg=1018814
9 0.018610 3.3.3.3 192.168.08.3 TCP 116 1025 — 80 [ACK] Seq=1018814
10 ©.018649 3.3.3.3 192.168.8.3 TCP 116 1825 — 8@ [FIN, ACK] Seqg=1@

L 11 ©.018668 192.168.06.3 3.3.3.3 TCP 116 880 — 1025 [ACK] Seq=6464999

*

» Frame 1: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)

» Ethernet II, Src: 00:fd:0c:11:b1:00 (0@:fd:Pc:11:b1:00), Dst: da:74:1d:80:67:33 (da:74:1d:80:67:33)

» Internet Protocol Version 4, Src: 192.168.5.2, Dst: 192.168.5.25

» User Datagram Protocol, Src Port: 43062, Dst Port: 37008

» TZSP: Ethernet

» Ethernet II, Src: @e:bb:50:a5:58:1f (Ge:bb:50:a5:58:1f), Dst: be:68:97:bc:d8:91 (be:68:97:bc:dB:91)

» Internet Protocol Version 4, Src: 3.3.3.3, Dst: 192.168.0.3

» Transmission Control Protocol, Src Port: 1025, Dst Port: 8@, Seq: 101881335, Len: @

Pucynok 21

B BblenpuBeIEHHOM IPUMEPE MOXKHO BUJIETh, YTO aJJPECOM MCTOUYHHKA (Source) UCXOIAIINX
nakeToB 1, 3, 4, 8,9, 10 u anpecom HaznaueHus (Destination) BXoasmux makeTos 2, 5, 6, 7, 11
SBJIIETCS TII00anpHBIN aapec 3.3.3.3.

[IpexycMoTpeHa BO3MOXKHOCTb 3aIlyCKa JIOTIOJHUTENbHBIX SK3eMILISPOB CHU(dEpa BPyUHYIO C
napaMeTpamu, OTIMYHBIMU OT 33/IaHHBIX B BeTKe KoH(urypamnuu system.sniffer. OnnoBpemeHHO
MoOryT paboTtaTh He Oonee 8 cHuddepos, BKiIrOUast GOHOBBIN.

OOmuwmii cuHTaKCHC KOMaHbI 3amycka cHuddepa numeeT BUL:

sniff [acl <aclname>]| [src_ip <ip_address>] [dst_ip <ip_address>] [aclv6 <aclvébname>] [src_ipv6
<ipv6_address>] [dst_ipv6 <ipv6_address>] [runtime <number>] [pkt_count <number>|

EcoSGE v3.1.7.1.0. PykoBoACTBO MOJIB30BATENS 204



D) RDP

[hookpoint { wan | lan }]| [per_session_pkt count <number>| [snaplen <number>] [output
<pcap_file name>| [strip_eb header { on | off }] [local]

Hasznauenue napamerpos acl, aclv6, hookpoint, per_session_pkt count, snaplen, strip_eb _header
B KOMaH/JIE TO XK€, YTO M y OAHOMMEHHBIX ITapaMeTPOB B BeTKe KOHUryparuu system.sniffer.
Buumanue! Ecnu He yka3aTh 5TH mapaMeTpbl B KOMaH i€, TO OHU OYIyT B3SThI U3 KOH(UTYpAITHH.

MOo’kHO BHIETh, UYTO KOMaH/1a PyYHOT'0 3aIrycka CHU(depa MOXKET COJIepKaTh PsII AOMOIHUTEIbHBIX
rapaMeTpoB, KOTOPbIE OTCYTCTBYIOT B KOH(purypamuu. VX onucanue g1aHo B TaOIHIIE HIDKE.

Tabnuua 68

Mapametp Onucanue
KOMaH/bI

src_ip ®unbtp no IPv4-anpecy ucrounuka ais ykazasHHoro acl. MoxxHo yka3aTe 0uH
ajipec, AMarna3oH yepes Aeduc uiu mojaceTh

dst_ip Ounbtp no [Pv4-anpecy HazHaueHus 1uist ykazaHHoro acl. MoxHo yka3aTtb oauH
azipec, IUana3oH yepe3 Aeuc Win MoaAceTh

src_ipvé6 ®unbTp 1o [Pv6-aapecy ucrounnka aiisa ykazasHHoro aclve. MoxHo yka3zatbh oquH
ajZipec, IMamnasoH uepe3 Ae(uc Ui MoaceTh

dst_ipv6 @unbtp no IPv6-anpecy ucrounmka ais ykazasHoro aclve. MoxxHo yka3aTh 0JuH
ajipec, AMarna3oH yepes Aeduc uiu mojaceTh

runtime [IponomxutensHOCTH paboThl B cekyHnax. Ecnu takxke 3anan napamerp pkt_count,
TO cCHU(dep 3aBepLIUT paboTy MPH BHIMOJIHEHUH JH000T0 U3 IBYX YCIOBUIL:

e [0 UCTEYEHHH BPEMEHU runtime, gaxe eciu He 00pabOTaHO 3aJaHHOE
KoJInuecTBO nakeToB pkt_count;

e MU JOCTHKEHUH 33JaHHOTO KOJHuecTBa 00paboTaHHBIX MakeToB pkt_count,
Jla)ke eCJIM He UCTEKIJIO BpeMs runtime

pkt_count O01m1ee KOMMYECTBO MAKETOB, KOTOPOE HEOOX0MMO 00paboTars. Eciu Takxke 3amaH
napameTp runtime, To cHudep 3aBepuT paboTy MPU BEITOJIHEHUH JTI000T0 U3 ABYX
YCJIOBUIA:

e TIPH JIOCTHKEHUU 3aJIaHHOTO KOJU4YecTBa 00paboTaHHBIX MakeToB pkt count,
Jla’ke ecI He MCTEKII0 BpeMs runtime

e II0 UCTEUEHUU BPEMEHHU runtime, 1axke eciivi He 00paboTaHO 3aJaHHOE
KoJinuecTBO nakeToB pkt count;

output [To3Bossier 3anucath HHGOpPMALUIO O TpapuKe B JOKaIbHBINA Pcap-daiin B
nupektopun /log/. @aiin Oynet coaepxaTh HHPOPMAIHIO 00 OPUTHHATHHBIX ITAKETaX
6e3 3arosioBkoB TZSP

local Ecmu yxasan, To cauddep Oyaer BEIBOIUTH B KOHCOIh HHPOpMAIIHIO 00
o0OpabaThIBaeMbIX MaKkeTax (CM. MpUMep 2 BHIIIE), HO IPU 3TOM He OyJeT OTHPaBIATh
KOIIMH MTAaKETOB HA BHEUTHHUN CepBEp

B xomaHzie yuuThIBaeTCS OPSIOK YKa3aHUs MapaMeTpoB. Tak, HampuMep, CUCTEMa HE TIPUMET
koMaufy sniff local runtime 10 acl aclv4. B nannom cinyuae npaBuibHOU OyaeT komanaa sniff acl
aclv4 runtime 60 local.
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18 [depynnukauusa nakeToB

[To otaensHo muneH3uu ans cucreMbl ECOSGE noctynna dyHKIus neaymiukanuy,
npeaHa3HaueHHas JJIsl OOHAPYKEHHsI M ycTpaHeHus 1yOnukaTtoB nakeToB [Pv4 u [Pv6.

JlanHast GYHKLUS XEIIMPYET ONpeaeEHHY0 HHPOPMALIUIO O KaXX/I0M IOCTYTAIONIEM MTaKeTe U
N00aBJII€T COOTBETCTBYIOLIYIO BPEMEHHYIO 3alIUCh B TUHAMUYECKYIO Xem-Tabauiy. [Ipu aTom xem
Ka)X/I0T0 HOBOT'O MTAKETa CBEPSIETCS C TEKYIIMMHU 3alucsiMu B Tabnuiie. Ecnu xe nakera coBnajaer ¢
KaKOH-JIM00 3aMyChi0 B TAOJIMIIE, TO MAKET CYUTACTCS AyOIMKAaTOM U oTOpackiBaeTcs. Bpems
XpaHeHHUs 3anucei B xen-radnuie 3agaéres napamerpom ddu_interval B BeTke KOHPUTYpaIiiu
system.ddu (o ymomganuro 3agano 500 mc, nuanaszon — ot 1 go 1000 mc). Brimrouenue u
BBIKJIIOUEHHE JeAYIUIMKALMKM IPOU3BOANTCS B BeTKe system.ddu komanngamu enable u disable
COOTBETCTBEHHO.
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19 O6waa gunarHocTmkKa cucrtembl

[IpenycMoTpeH psi KOMaH[l, KOTOPbIE TO3BOJISIOT IPOBECTH OOIIYIO0 TUATHOCTUKY CUCTEMBI:
MOJYYUTh WHPOPMAIHIO 00 MCIIOIb30BaHIH CUCTEMHOM MaMSITH, 3arpy3Ke mporeccopa u 0ydepos
MOJICUCTEM, TIPOBEPUTH TEMIIEPATYPy MPOIIECCOPA U COCTOSIHUE OJIOKOB MUTAHUS M BEHTUIISTOPOB.

19.1 WHdopmayusa 0 CUCTEMHON NaMATU

WNudopmanus 00 UCTIONB30BaHUH CUCTEMHOM MAaMSTH yCTPOHCTBA BEIBOJUTCA KOMaH 101 show
memstat.

EcoSGE:# show memstat
Data plane free/total memory: 21515 MiB / 30064 MiB
Control plane free/total memory: 2559 MiB / 3475 MiB

[Ipu oTmipaBke JaHHON KOMaH/bI ¢ KII04eBbIM c10BoM detail 00bEM mamsiTu OyeT ykasaH B OaiiTax.

EcoSGE:# show memstat detail
Data plane free/total memory: 3018025088 bytes / 4294966720 bytes
Control plane free/total memory: 1460961280 bytes / 1813062208 bytes

19.2 WNHdopmaumsa o pecypcax cCMCTeMbl

HNudopmanust 06 UCTIOIB30BaHUU PECYPCOB CUCTEMBI BRIBOJIUTCS KOMaH101 show resources.
EcoSGE:# show resources

CPU load: 97% (te7, te8, te9, tellO, tell, tel2)

Avg egress burst: 10.8 (4.2%)

Avg ingress burst: 11.6 (4.5%)

Session table used/total: 0/335544320 (0.0%)

Translation table used/total: 0/335544320 (0.0%)

Ipv6 sess table used/total: 0/125829120 (0.0%)

Ipv6 translation table used/total: 0/125829120 (0.0%)

Abon table NAT64 used/total: 0/3932160 (0.0%)

Abons table used/total: 0/3932160 (0.0%)

Mbufs number on socket 0 used/total: 15372/2097151 (0.7%)

Block allocation log size: 0 (0.0%)

Bras table used/total: 0/524288 (0.0
DPI host buffers used/total: 0/65535 (0
DPI path Dbuffers used/total: 0/65535 (0
DPI state buffers used/total: 0/4194303
Awaiting syslog messages: 0 (0.0%)

)
0%)
0

)

Omnucanue BBIBOAWMBIX JAHHBIX NPCACTABICHO B Ta6J'II/III€ HHWXKCE.

Tabmnwa 69
ITapamerp Onucanne
CPU load 3arpy3ka mporeccopa u nepevyrcieHne MHTep(ecoB B MOPSIKE
yOBIBaHUS UX HATPY3KH HA MPOIECCOP
Avg egress burst CpenHee 3HaYCHHE BCIUIECKOB €gress HalpaBICHHUS
Avg ingress burst CpenHee 3HaueHUE BCIUIECKOB Ingress HampaBlIeHUS
Session table used/total | Cuérunk 3anoaHeHHs TabHIEl ceccuii [Pv4 (Tekymiee/MaKCUMaIbHOE)
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I[Hapamerp Onucanue
Translation table CuéTumk 3anoJHEeHUS TaOIUIBI TPAHCIISAIIUN
used/total

[Pv4 (Tekymiee/MakCUMaIbHOE)

Ipv6 sess table used/total

Cuétuunk 3anoiaHeHus Tabnuibl ceccuit [Pv6 (Tekyiee/MakcuManbHOE)

Ipv6 translation table
used/total

Cu€TuurK 3amoTHeHHSI TaOJIUIIBI TPAHCIIAIUN
IPv6 (Tekyiiee/MaKCUMATBHOE)

Abon table NAT64 CuéTunK 3anoaHeHHsI TaOINLIbl YHUKAJIbHBIX M0JIb30BaTENEH,
used/total ucnoip3yronux [Pv6 (Tekymee/MakcUManbHOR)
Abons table used/total Cu€TurK 3aroTHeHHSI Ta0JIUIIBl YHUKATBHBIX MTOJIh30BaTEIICH,

ucnons3ytonmx [Pv4 (Tekyiee/MmakcumManbHOR)

Mbufs number on socket
0 used/total

KonnuecTBo ncnons3yembix data plane Oydepos mporeccopa / obree
KOJIMYECTBO

Block allocation log size

Cuérunk 3anonHenus Oydepa coobieHuit connection_log (mporeHT
HCIIOJIb3YEMBIX)

Bras table used/total

Cu€TyMK 3am0THEHUS TaOJIUIBI I0JIH30BATENEH, 3aPEerUCTPUPOBAHHBIX HA
BRAS (Texymiee/MakcuMaibHOE)

DPI host buffers Cuérunk 3anoaHeHus Oypepa nHbOpMaIUK IO JOMEHHOMY UMEHU
used/total (TeKyIee/MaKCUMAILHOE)

DPI path buffers Cuérunk 3anonHenus Oydepa nnpopmaruu no URL, naymieii nocie
used/total 3Haka "?" (TeKyllee/MaKCUMAaIbHOE)

DPI state buffers Cuérunk 3anonHenus Oydepa nHGOPMAIMH IO CECCUU

used/total

(Teky1ee/MaKCUMaIbHOER)

Awaiting syslog
messages

Cuéruunk 3anonHeHus Oydepa coodmenuii syslog

19.3 TlMpoBepka TeMmnepaTtypbl npoueccopa U COCTOSHUSA 6/10KOB

NMNTaHUA N BEHTUNTATOPOB

Wudopmanus o Temneparype IporecCOpHBIX Saep BRIBOAUTCS KoMaHI0i show temperature.

EcoSGE:> show temperature

Core 0: 54C
Core 1: 53C
Core 2: 50C
Core 3: 54C
Core 4: 57C
Core 5: 54cC
Core 6: 52C
Core 7: 54C
Core 8: 55C
Core 9: 56C

HNudopmanus o yacTore BpalieHus BEHTUIATOPOB BBIBOAUTCS kKoMaH 10 show fan. YV moneneit
EcoSGE 2020/2040 u 4080/4120/4160 BeiBonMas uH(opMaiust HeMHoro otianyaercs. [lpumep amns

moneneit 2020/2040:

EcoSGE:> show fan
CPU fan 12500
System fan: 12616

System fan (AUXO0) 12500

208

EcoSGE v3.1.7.1.0. PykoBoACTBO mOJb30BaTeNs



System fan (AUX1) : 12616
System fan (AUX2) : 6521

[pumep mis moneneit 4080/4120/4160:

EcoSGE:> show fan

NIC1l fan : 6308 RPM

NIC2 fan : 6279 RPM

NIC3 fan : 6398 RPM

NIC4 fan : 6081 RPM
System fan 1 : 12162 RPM

System fan 2 12162 RPM
System fan 3 12272 RPM
System fan 4 11946 RPM
System fan 5 7219 RPM
System fan 6 7297 RPM
System fan 7 7417 RPM
System fan 8 7297 RPM

B BEIBOZIE KOMAH/EL:

e NIC<N> — BeHTHJIATOPHI Ha CETEeBBIX KapTax. [Ipy HOpMaIbHOI paboTe YaCTOTa BpaIICHUS
BEHTHJIATOPA J0JDKHA ObITh B Auana3zone 6000-6400 RPM;

e System fan <N> — BEeHTHJISTOPHI B KOPIyce ycTporicTBa. YacToTa BpalieHus BEHTHIATOPA
3aBUCHUT OT TEMIIEPATyphl B KOpIyce ycTpoicTBa. [Ipy MUHUMAIBHOM Harpy3Ke 4acToTa
BpallleHUs] BEHTHIIATOpA JOJKHA OBITh B Anamazone 2600-4800 RPM, a npu makcuManbHOK
Harpy3ke — B auana3one 16700-22300 RPM.

19.4 CO6o0p 1 BbIrpy3sKa AMarHocTu4eckom nHdopmaumm

Ecau mo kakuM-nu60 nmpuyrHaM CHEIUaInuCTy CTy>KObl TEXHUYECKOU nmoaaepkku kommnanuu RDP we
MOJKET OBITh PEOCTABIICH YIAIEHHBIM JOCTYI K YCTPOUCTBY ISl €70 TUATHOCTHKH, TO MOYKHO
co3/1aTh 3 (POBaHHBIN apXUB € MOAPOOHON MUArHOCTHUECKOM MHPOPMAIIMEH U BHITPY3UTh €T0 Ha
FTP win TFTP-cepsep. 1Ipu nepenaye no FTP Bo3moxHO yka3aHue jioruHa v naposist Ha FTP-
cepsepe.

[TonHBINM CHHTAKCUC KOMaHbI cOOpa U BBHITPY3KH AUATHOCTUYECKON MH(OPMAITUU UMEET BU/I;
tech-support url <url> [number <n>] [interval <i1>] [backtrace <i2>] [verbose] [dryrun] [force]
ApryMeHTbl KOMaH/IbI:

number <n> — Ko1HMuYeCTBO UKIIOB onpoca Beex cuéTunkoB ECoSGE (o ymomyanuto 300)

interval <il> — uHTEpBaNT MEXK Ty IIUKIAMHU OTIPOCa CYETYMKOB B MUKPOCEKYHIaX (110 YMOTYAHHUIO
2000000)

backtrace <i2> — cOop 1OMOIHUTENBHOMN CITy>)keOHOH nH(OopMaIK; paboTaeT TOJIBKO B
KOH(UTYpAIIHIOHHOM peXHMe; TpeOyeT ypOBeHb MpHUBHIIETHH 15; cOOp BEIMONHSAETCS 2 pa3a C
3aJJaHHBIM UHTEPBAJIOM 12 B CEKyHAaxX
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verbose — yCTaHOBUTHh MAKCUMAJIbHYIO JETAITH3AIIMIO KypHAJIa CHCTEMHBIX COOBITHI Ha BpeMs
BBITIOJTHEHHSI KOMaH/IbI; pab0TaeT TOJBKO B KOH(PUTYPAIIMOHHOM pEXHUMe; TpeOyeT YPOBEHb
npuBuieruit 15

dryrun — nosy4nTs HHGOPMAITHIO U CO3/IaTh APXUB, HO HE OTIIPABJIATH €r0 Ha CepBep.

force — NPUHYAUTCIIBHOC 3aBCPUICHNC BBITIOJIHCHUA KOMAaH/Ibl B I[perI\/'I KOHCOJIM U 3aITyCK B TGKYHIGﬁ

B XO0JA€ BBINTOJTHECHHUA KOMAaHAbI B KOHCOJIb BBIBOAUTCS PIH(bOpMaI_II/ISI O BBITIOJIHACMBIX IIGI\/'ICTBI/I}IXI

2:2:> tech-support url tftp://192.168.5.1 number 1

Start collecting tech info. It takes few minutes.

Mon Feb 19 18:12:04 UTC 2024 Beginning

Preparing system data...

Preparing econat proc data...

[HAfHSH S HH A H A A H RS H A H RS H A H S H RS HH] 1002
Preparing econat statistics...

Preparing econat counters...
[HAfHHHHSHHAHHH A HAH A A H A SRS E A H S HH] 1009
Preparing econat exe archive...

UGG o o i A MO O
Archiving and encrypting info...

Sending /tmp/tech support/tech support.enc and /mnt/DPIDATA content to
tftp://192.168.5.1...

[HAfHHHHAHH A A AR A H A H S H RS H A H A E S HH] 1003
Mon Feb 19 18:12:32 UTC 2024 Done

[Ipu ycriemHoM BBIIOTHEHUN KOMaH bl HA XOCTE, YKa3aHHOM B KOMaH/JIE, NOsBIsAETCS (haiin
tech_support.enc pasmepom okono 30 Mb, a taxxke daiinbr u3 nanku /mnt/DPIDATA cucremHoro
nucka EcoSGE. Otu daitnbl He00X01MMO OTIPABUTH 3alPOCUBIIEMY UX COTPYIHUKY TEXHUYECKON
MIOAICPHKKH.
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20 [NencTBUA C NPOLUNBKOMN

B EcoSGE npexycMoTpeHO HECKOIBKO Pa3esioB )KECTKOTO AUCKA Ml BCTPOSHHOTO MPOrPaMMHOTO
obecrieueHus (MPOMUBKHU). ITO 1Ba OCHOBHBIX paszaena PRIM1 u PRIM2, B KOTOPBIX MOKET OBITH
yCTaHOBJIEHA KaKas-T100 BepcHs MPOIIUBKH, U cinyxkeOHbIi pazaen FALLBACK.

[Ipu nomomu komanas! firmware status MOXXHO YBHI€Th, KaKH€ BEPCUH MPOIINBKH YCTAHOBIICHBI B
MapTUIUAX U UX CTaTyC.

Hanpuwmep:

EcoSGE:2:# firmware status
Firmware status:

LABEL VERSION CURR BOOT
PRIM1 Ocdd03a* X X
PRIM2 9f03e81*

FALLBACK bc333b6*

B BriBozie komauas! firmware status:

e LABEL - paznen,

¢ VERSION - Bepcust NIpoIIMBKY, YCTAHOBJICHHAS B 3TOM pas3felie,

e CURR - pa3zen, ¢ KOToporo npou3BeieHa 3arpy3ka (TeKyLuii pasaen),
e BOOT - paznen, ¢ koroporo EcoSGE 3arpy3urcs npu nepesarycke.

20.1.1 O6HOBNEHME NPOLUMBKU

[Tepen oOHOBIECHHEM TTPOITUBKH HEOOXOIUMO TIEpeaaTh MPOU3BOIUTEIO HH(POpMaIHo 00
obHoBIsIeMoM ycTpoiictBe EcoSGE. [lns c6opa nanHoil nHpopmau Heo6X0AUMMO OTIIPABUTh
komanay copy hwinfo <aapec>/<ums ¢aiiia> [source sub_if<name>]. Onius source B 1aHHON
KOMaH/Ie M03BOJIET YKa3aTh UMsI cyOuHTepdeiica ynpaBieHus, KOTOPbIH HEOOXOMMO HCII0JIb30BaTh
JUIsL BBITPY3KU. be3 yka3aHust JTaHHOTO napameTpa B KOMaH i€ AJis BBITPY3KU OyJIET UCIIOJIb30BAH
OCHOBHOI nHTep(eiic ynpasiaenusa "mng". Cucrema copMHUpyeT U OTIIPABUT Ha BHELIHUNA cepBep
¢aiin ¢ napopmanueii o6 ycrporictse. [Ipu momorw qaHHOM KOMaHIBl HHPOPMAITUS MOKET OBITH
ckonupoBaHa Ha HTTP, FTP wnu TEFTP-cepsep. B cinyudae, ecnu Ha cepBepe BKIOUEHA aBTOPU3ALus,
ajzipec HeoOXOAUMO BBOAMTH BMECTE C JIOTHHOM H MapOJIEM:
ftp://user:password@myserver.ru/filename .

ITocne BbIrpy3KkH HH(OPMALIMOHHOTO (aiisia, OH JOJKEH OBbITh IepeaH MPOU3BOJUTENIO IS
reHepaluy OOHOBIIEHUS.

Korna ¢aiin o6HOBIEHUS TOTOB, €r0 HEOOXOMMO 3arPy3UTh B yCTPOMCTBO MPU MOMOITH KOMAH/IbI
firmware download <aapec>/<ums ¢aiina> [source sub_if<name>|. Onuus source B JaHHOM
KOMaHJIe MO3BOJISIET yKa3aTh UMs cyOuHTepdeiica ynpaBieHus, KOTOPbIii HEOOXOANMMO UCTIOIb30BaTh
IUist 3arpy3ku. bes ykazaHusi TaHHOTO TapameTpa B KOMaH/ i€ UTsl 3arpy3Ku OyAeT UCTIOIb30BaH
OCHOBHOI1 uHTepdeiic ynpasnenus "mng". [Ipu momomu JaHHON KOMaHAbI (ailll MPOIIMBKU MOKET
owITh ckorupoBan ¢ HTTP, FTP unu TFTP-cepBepa. B ciyuae, eciiu Ha cepBepe BKIIOUCHA
aBTOpHU3alIKs, aipeC HEOOXOAUMO BBOJAUTH BMECTE C JIOTHHOM U MApOJIeM:
ftp://user:password@myserver.ru/filename .

JlJ1 yCTaHOBKM CKauaHHOTO OOHOBJIEHUS MPOILKBKY UCTIONb3yeTcsa komaHaa firmware install.
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BHUMAHME! Bo Bpems unctamsinun oorosneHus CLI He OyaeT pearnpoBath Ha ApyTHe
KOMAaH/IbI.

OO6HoBeHNE OYJET YCTAHOBJIEHO B HEAKTUBHOM pasjielie )KECTKOTO AucKa. JIJist Toro 4To0bl
0OHOBJIEHHE BCTYIIUJIO B CHITY, HEOOXOIMMa Tepe3arpy3ka yCTpOUCTBa MPY MOMOIIU KOMaH b reboot.

[Tpu uHCTaMIAIMN OOHOBIIEHUS OyIeT aBTOMATUYECKH YCTAHOBJICH (h1ar 3arpy3Ku ¢ HEaKTHBHOTO
paszena, KyJa yCTaHOBJICHA HOBasi BEPCUSL.

EcoSGE:5:# firmware status
Firmware status:

LABEL VERSION CURR BOOT
PRIMI1 Ocdd03a* X
PRIM2 2c758a2* . X

FALLBACK Dbc333b6*

Ecnu B MOMEHT ckaunBaHUs MPOLIUBKU OYyJIET MOTEPSHA CBA3b C CEPBEPOM, MPOIIECC OOHOBICHUS
Oynet 3abmokupoBaH cucteMoi. [[is cOpoca 3a0I0KUPOBAHHOTO MIPOIECCa HUCTIONb3YETCs KOMaHaa
firmware unlock.

20.1.2 AsmeHeHMe napamMeTpoB nepesarpysku

Ecnu HeoOxonuMo nepe3arnnyCcTuTh yCTPOHUCTBO C MPOIITUBKH, KOTOpasi HE aKTUBHA HA IAaHHBIA MOMEHT,
ucnonb3yercs koManaa firmware rollback.

Hanpuwmep:

EcoSGE: 6:# firmware status
Firmware status:

LABEL VERSION CURR BOOT
PRIMI1 Ocdd03a* X X
PRIM2 2c758a2*

FALLBACK bc333b6* .
EcoSGE:7:# firmware rollback
Using PRIM2 as boot partition
Next boot from partition PRIM2
EcoSGE:8:# firmware status
Firmware status:

LABEL VERSION CURR BOOT
PRIMI Ocdd03a* X o
PRIM2 2c758a2* 5 X

FALLBACK Dbc333b6*

Ecau nocie nepBoro BbI30Ba JaHHOW KOMaHbI ITONBITATHCS BBI3BATH €€ MIOBTOPHO, TO HUKAKHUX
n3MmeHennit He mpon3oiiéT. To ectb ECOSGE Bce Tak e OymeT moiydaTh KOMaH]Ty Iepe3aryCTHThCS
C HEAaKTUBHOW B TaHHBI MOMEHT IPOLIMBKOU.

Jl71s OTMEHBI 3aIycKa ¢ HeaKTUBHOM MPOIIMBKOM (TTOciie OOHOBIICHHUS WIIH UCIIOJIb30BaHUS KOMaHIbI
firmware rollback) nmpexycmorpena komanzga firmware revert.

B nponomxeHnne npeapiaynero npuMepa:

‘ECOSGE:9:# firmware revert ‘
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Using PRIM1 as boot partition
Next boot from partition PRIMI
EcoSGE:10:# firmware status
Firmware status:

LABEL VERSION CURR BOOT
PRIM1 Ocdd03a* X X
PRIM?2 9f03e81%*

FALLBACK bc333bo*

EcoSGE v3.1.7.1.0. PykoBoACTBO mOJb30BaTeNs

213



D) RDP

21 CyéTumkm

B ycrpoiictBe ECOSGE neiicTBytoT cuéTunku c6opa CHCTEMHON CTaTUCTUKH.

Jlns mpocMoTpa COCTOSIHUSA BCEX CYETUYMKOB UCIIONIb3yeTcst KoMaHaa show counters all.

MyEcCoNAT:7:# show counters all

Printing counters...

Port statistics:

Port te8 | dataplane: 0/1429/0; d bursts:1429/0/0; arp: 0/0; lacp: 0/0;
1ldp: 0/1429; unknown: 0/0; tx drops: 0

Port te7 | dataplane: 0/1429/0; d bursts:1429/0/0; arp: 0/0; lacp: 0/0;
1ldp: 0/1429; unknown: 0/0; tx drops: 0

Port ge5 | dataplane: 114645/0/0; d bursts:0/0/0; arp: 101660/8604; lacp:
0/0; 1ldp: 2864/1429; unknown: 10121/0; tx drops: 0

Port ge4 | dataplane: 0/0/0; d bursts:0/0/0; arp: 0/0; lacp: 0/0; 1lldp:
0/1429; unknown: 0/0; tx drops: 0

Port ge3 | dataplane: 0/0/0; d bursts:0/0/0; arp: 0/0; lacp: 0/0; 1lldp:
0/1429; unknown: 0/0; tx drops: 0

Port ge2 | dataplane: 0/96877/0; d bursts:94158/0/0; arp: 0/98908; lacp:
0/0; 1ldp: 0/1429; unknown: 0/57; tx drops: O

Port gel | dataplane: 100422/1429/0; d bursts:1429/0/0; arp: 98908/0;
lacp: 0/0; 1lldp: 2864/1429; unknown: 57/0; tx drops: 0

Total statistics:

Core total, cr 12 pass unsupported proto: 57

Core total, cr pass arp: 98908

Core total, cr session alloc no pool ingress: 1608

Core total, cr allocated logger mbufs: 3

Core total, cr allocated arp mbufs: 266367

Core total, cr allocated 1lldp mbufs: 2858

Core total, cr avg ingress rx queue: 292

Core total, cr egress rx queue void: 1254429909073

Core total, cr ingress rx queue void: 1254429805635

Core total, cr ingress rx queue medium: 103437

Core total, cr trans per user limit exceed: 1

Core total, crs urgent conns.cc void: 1441

Core total, crs urgent conns.cc medium: 167

Core total, crs lazy conns.cc void: 167

Core total, crs lazy conns.cc medium: 1441

Displays:

free laddrs: 65536

free logging mbufs: 65437

free mbufs0: 13264

Z[J'Iﬂ npocMOTpa UBMCHCHHUA COCTOSAHUSA CUCTUNKOB 3a CCKYHAY UCIIOJIB3YCTCs KOMaHIa show counters
diff.

MyEcCoONAT:8:# show counters diff

Core diff statistics:

Core total-diff, cr pass arp: 2

Core total-diff, cr allocated arp mbufs: 3

Core total-diff, cr avg ingress rx queue: 65

Core total-diff, cr egress rx queue void: 14690971
Core total-diff, cr ingress rx queue void: 14690968
Core total-diff, cr ingress rx queue medium: 3
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EcoSGE: # clear counters
Counters has been zeroed

IIpnmeuanue. Komanza clear counters He mpUMeHsieTCs K IPOrpaMMHBIM HHTEpEHCHBIM

CUETYHNKAM.

Jliist mpocMoTpa 00IIel CTAaTHCTUKY TI0 CECCHSIM HCTIONb3yeTcs KoMaHnaa show statistics.

EcoNAT:1:> show statistics

*** Total session stats:
used/optimal/total sessions tcp:
used/optimal/total sessions udp:
used/optimal/total sessions icmp:

3745042 / 16777216 / 83886080
5363325 / 16777216 / 83886080
15853 / 16777216 / 83886080
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22 ChnpaBOYHMK NO KOMaHAaMm

KpaTKOG OIMMCAHUC KOMAaH/ IIPHUBCACHO B Ta6J'II/II_Ie HMIKC.

O003HaYEeHNA:

[Ipuoputer — MUHMMAaIBHBIA YPOBEHB MPaB JOCTYTA MOJIb30BATENS, IPU KOTOPOM KOMaHAa JOCTYIIHA.

Pexnm:

e C — KOH(UTypalMOHHBIH,
e (C* — KOHTEKCTHbBIE KOMaH Ibl KOH(PUTyPAaLIMOHHOTO PEKUMA,

e O — onepalvOHHBIN.

VALUE — BBOMMOE 3HaU€HUE apameTpa.

Tabmuma 70
Komanga Onucanue Pe:xxum | Ilpuopurer

() O4MCTUTD PENAKTUPYEMBIH 3JIEMEHT C 4
KOH(HUTypaIyy — MacCHB

VALUE IIpucBonuTh 3HaUeHUE peAakTUpyeMoMy daemeHTy | C 4
KOH(UTypaIiu

( VALUE VALUE ) IIpucBonuTh 3HaUEHUE peAakTUpyeMoMy daemeHTy | C 4
KOH(HUTypaIyi — MacCHBY

? KonrekctHas cripaBka o/C 0

helpme % BbIBOT OnTCaHuUs TapaMeTPOB U BETOK, O/C 0
JOCTYIIHBIX Ha TEKYIIEM YPOBHE JepeBa
KOH(UTypaIiu

! BbIBOZ BETOK, NOCTYIIHBIX Ha TEKYILLEM YPOBHE o/C 0
nepeBa KOHQUTYpanuu

{ Bxon B pelakTUpyeMBbIil 2JIEMEHT B o/C 0
KOH(HUTypaIiOHHOM JIepEBe

} BbIxon U3 pegakTupyemMoro 3J1€MeHTa B o/C 0
KOH(HUTypaIIOHHOM JIEpPEBE

+= ( VALUE VALUE ) J106aBUTh HECKOJIBKO 3HAYEHUH B peaktupyembiii | C 4
JIEMEHT KOH(QUTypaly — MacCuB

+= VALUE Jl06aBUTh 3HAUYEHUE B PEIAKTUPYEMBbIH SJIEMEHT C 4
KOH(UTypaImm — MacCuB

-= ( VALUE VALUE ) VY 1anuTh HECKOILKO 3HAYEHUN U3 C 4
pEeNaKTUPyEMOro 3JI€MEeHTa KOH(UTypaLuu —
MaccuBa

—-= VALUE VY nanute 3Ha4eHHUE U3 pelakTupyemoro aeMenta | C 4
KOH(HUTypaIyu — MacCHBa

#UMA? IIpucBonTh 3HauEHUE peAakTUpyeMoMy daemeHTy | C 4
KOH(HUTypaIfy WIA MacCUBY

add (VALUE VALUE ) J106aBUTh HECKOJIBKO 3HaUeHUH B pefaktupyembsiit | C 4
AJIEMEHT KOHQUTypaluyi — MACCHB

add VALUE Jl06aBUTh 3HAUEHUE B PEIAKTUPYEMBbIH FIEMEHT C 4
KOH(HUTypaIyy — MacCHB

apply [Mpumenenne koHpuUTyparuu (6e3ycIoBHOE) C 8
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clear brasinfo all Vnanenue 3anuceit 06 abonenrax 8 BRAS C 4
clear cgnat errors C6poc cuérurka ommnoOOK BbIIEICHHUS TOPTOB B C
CG-NAT nyne
clear config OOHyeHue TeKyIIel KOHPHUTYpaLuH C
clear counters CO6poc 3HaueHUi CUETUNKOB o/C 0
clear sessions all OuncTka TaOIUIBI TPAHCIIAIAN C 4
cloneacl SRCNAME Coznanme ko ACL conmeprkamryro Bce npasuia, | C 4
NEWNAME HO UMEIONIYIO IPYTroe UMsI
CONFIGITEMNAME Br16op tekymiero konpurypamuonHoro aemenra | O/C 0
configure [lepexon B KOH(MUTYPALIMOHHBIN PEXUM O 0
copy KonupoBanue koHUTrypalunu B yKa3aHHYIO. C 5
SRC_PROFILENAME Henpumenumo k factory u effective
DST PROFILENAME
copy hwinfo URL KonupoBanue nunpopmaiuu 00 ycTponcTBe B O
(haiin Ha y/1aJICHHOM CepBepe
create acl ACLNAME Cozmanue ACL C 4
create pool Co3nanue myna C 4
POOLNAME
create user Co3manne noab30BaTeNs C 15
USERNAME level
LEVEL secret
SECRETTYPE
SECRETSTRING
dir ITpocmoTp cnrcka KoHUTypanuit C 4
disable Jlormueckoe BeIKIIIOUeHHE 00BeKTa KoHpUryparmu | C 4
(Hampumep, myJa)
dpilist [TpocmoTtp 3arpyskeHHbIX (aitnoB crimckoB URL- o/C 0
bunpTpanuu
dpirun Oo6noBneHNe 0a3bl CAMTOB U3 3arpyKEHHBIX U C 4
BKJIIOYEHHBIX cniickoB URL-¢punbrpanuun
dropacls VY nanenue Bcex ACL cpasy C 4
droppools VY naneHue Bcex IyJIOB Cpa3y C 4
droppolicies V najieHue BCex MOJUTHK Cpasy C 4
dropradius VY nanenue Hactpoek RADIUS-cepsepa C 4
dropservices VY nanenue Bcex CEpBUCOB Cpazy C 4
edit acl ACLNAME [lepexon k ykazannomy ACL B nepese o/C 0
edit ACLNAME KOH(HTYPaLHH
edit date DATE YcraHOBKa HOBOM JaThl HA yCTPOKCTBE C 14
edit datetime YcTaHOBKa HOBBIM 1aThl U BpEMEHU Ha ycTpoiictee | C 14
DATETIME
edit pool POOLNAME | [Iepexon B AepeBe KOH(pUryparuu K ykazandomy | O/C 0
edit POOLNAME Ty Ity
edit time TIME YcTaHOBKa BpEMEHHU Ha YCTPOHCTBE C 14
enable Jlormueckoe BKItoYeHne 00bekTa KoHpurypamnu | C 4
(Hampumep, myJa)
end Boixo 13 KOHQUTypaloOHHOTO peKuMa C 0
erase PROFILENAME VY nanenue npoduiis ¢ yka3aHHbIM UMEHEM. C 4
[Tpodunu factory u effective He ynanstorcsi. Ecnmn
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yAaIUTh TpOoQHIh startup, TO MOCIIE 3arpy3Ku
cucreMa OyJIeT KAaTh MOKa OJIb30BATENb 3al/EeT
B KOHCOJIb ¥ IPUMEHUT KaKyl0-HUOY b
KOH(Uryparmio

exit BbIxos Ha ypoBeHb BbIlIE B KOHPUTYPALIUU WIH o/C 0
BBIXOJI M3 KOH(UT'YPALIMOHHOTO peKuMa (B Cilydae
€CJIM Mbl HAXOJUMCS B KOpHE
KOH(UTypaIiOHHOT' O IepeBa B
KOH(HUTYpaAIIHOHHOM PEXHUME)

firmware download CkaunBaHHe OOHOBJICHHS MTPOIINBKH C C 15

URL YKa3aHHOTO CepBepa

firmware install VYcTaHOBKa CKauaHHOTO OOHOBJIEHHUS IPOILIUBKU C 15

firmware revert VYcranoBka nepesarycka ¢ HeakTUBHOM npommBku | C 15

firmware rollback OtMeHa nepesarnycka ¢ HeaKTHBHOM NPOIIMBKH C 15

firmware status BeiBox naopmannm 00 ycTaHOBIIEHHBIX C 15
MIPOIIKBKAX M UX CTaTyce

firmware unlock Copoc 3a0n0kupoBaHHOro npouecca ooHoBiaeHus | C 15
MPOIINBKU

goto pool POOLNAME | Jlepexon B iepeBe KOHPHUrypaluu K ykazanHomy | O/C 0
ITyJTy

grant USERNAME M3menenue ypoBHs IIpaB J0CTYyIIa MOJIb30BATENsS C 15

LEVEL

interface IFNAME Brixirouenue ceteBoro untepdeiica C 4

down

interface IFNAME up | BriroueHue ceTeBOro nHTepderica C 4

load effective 3arpy3ka 3¢ ¢deKTUBHON KOHPUTypaLuu AJis C 4
pelaKTUPOBAHHS

load factory 3arpy3ka 3aBOJICKOI KOH(UTYpaLuu 1o C 4
YMOJYAHUIO

load PROFILENAME 3arpy3ka yka3zaHHOW KOH(UTYpaIuu st C 4
pEAAKTHUPOBAHUS

load startup 3arpy3ka CTapTOBOM KOHGUTYpaLuu JUis C 4
pEAAKTUPOBAHUS

no acl ACLNAME Vnanenue ACL C 4

no pool POOLNAME VY nanenue myJia C 4

no RULEPRIOIRTY VYV nanenue npasmwia ACL (koHTeKCTHast KOMaHAa, C* 4
Jl0nycKaeTcsi Toyibko BHYTpU camoit ACL)

no use ACLNAME PasopBathb cBs3b Mexay myiom u ACL C 4

POOLNAME

no user USERNAME V nanenue nonp30BaTelis C 15

poweroff 3asepiienue padotsl ECONAT u BeIKIIIOUEHHE C 8
MTUTAHUS

quit 3aKOHUYUTH CeaHC PabOThI C KOHCOJBIO. o/C 0
ITponcxoauT BBIXO U3 KOHCOJIH (B
KOH(HUTypaIMOHHOM PeXHUME pPeIaKTUPOBAHHAS
KOH(UTypaIms He COXpaHsIeTCs)

reboot [Tepesarpyska ECONAT C 8

remove ( VALUE VY ganuTe yKa3aHHBIE HECKOJIBKO 3HAYEHUH U3 4

VALUE ) COJIEP’KUMOTO TEKYIIEro KOHPUTYPALIMOHHOTO
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3JIEMEHTa — MacCHBa
remove VALUE VY 1anuTh yKa3aHHOE 3HAYEHUE U3 COIEPKUMOTO C 4
peIaKTUPyeMOro KOH(GUTYPALIMOHHOTO JJIEMEHTA —
MaccHuBa
renum ACLNAME [IpunyaurensHas Hymepanus npasui B ACL. C 4

[TepBomy npaBuny Oynet npucBoeH Homep 100.
Howmepa ocranpabix OyayT Ha 10 GombIme

MIPEIbIAYIIETO

renum pools [IpunynutenbHas HyMepanus NpUOPUTETOB BCEX C 4
nyJos. [lepBomy myiy (caMmoMy NpHOPUTETHOMY)
oyzaet npucsoen npuopuret 100. [Ipuopurer
Kaxkaoro cienytomiero Oyaer Ha 100 6obie

IPE BTy IIETO

rollback OTmeHa nociegHuX NPUMEHEHHBIX HACTPOEK o/C 1
YIIPaBJISIONIEro CETeBOro nHTepdeiica

root [Tepexon kK KOPHIO KOHPUTYPAIIMOHHOTO JIEpeBa o/C 0

top

/

RULEPRIORITY allow Bron npaBuna ACL (KOHTEKCTHasi KOMaH/a, C* 4

[ip] [src] SRCADDR | momyckaercs TOJIbKO BHYTpU camoii ACL)
[dst] DSTADDR

RULEPRIORITY deny Bon npaBuna ACL (koHTeKcTHas KOMaH/a, C* 4

[ip] [src] SRCADDR | momyckaercst TOJNBKO BHYTpHU camoii ACL)
[dst] DSTADDR

save PROFILENAME CoxpaHeHue TeKylLIeN peaakTupyemMon C 5
KOH(UTypauy MoJi yKa3aHHbIM HUMEHEM.
Henpumenumo k factory u effective

save startup CoxpaHeHue TeKyIlel peJakTupyeMou C 5
KOH(UrypaIyu Kak CTapTOBOH (HE peKOMEHyeTCs
UCIIOJIb30BaTh, JIy4Ille IPUMEHUTh KOHPUTYPALIUIO
komanoi apply u, eciu e€ padora Oyaer
yCTpauBath, C€NaTh €€ CTAPTOBOM C MOMOIIBIO
KOMaH/JIbl Write

setlog SUBSYSTEM VYcraHoBKa ypoBHs JorupoBanus. Mzmenser C
LEVEL cUCTeMHbIC 3HaueHus. He u3MeHseT 3HaueHus B
setlog all LEVEL Tekyeil KoHGUTYpauu
show BriBo Ha KOHCOJIB IepeBa KOHDUTYpaIu B o/C 0
rIIyOuHY OT TEKYIIEro KOHPHUTYpaIrHOHHOTO
DIIEMEHTA
| b STRING | begin OunbTp 11 KoMaH bl show. BeiOpaceiBaeT O/C 0
STRING CTPOKH ITOKa HE JOMIET 10 CTPOKH, COAEpIKaIiIeh
YKa3aHHYIO MOJICTPOKY
| count @unbTp 1151 koMauabl show. Cunraet konmuectBo | O/C 0
CTPOK
| e STRING | @unbTp 17151 KOMaHAbl show. BEIBOAUT TOIBKO o/C 0
exclude STRING CTPOKH HE COZIepKalIie YKa3aHHYIO MOACTPOKY
| 1 STRING | OunbTp 11t KOMaHAsl sShow. BeiBoauT TONMBKO O/C 0
include STRING CTPOKH COJIEPIKAIIME YKa3aHHYIO TOACTPOKY

(Ecnu moacTpoka cofaepKut mpoOesbl Uin
CreluaIbHble CUMBOJIBI THNA ‘)’, TO MOXKHO
MCIOJIb30BaTh KaBbIUKH)
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| more OunbTp st KoMaH el show. OcymiecTBaseT O/C 0
BBIBOJ] C OCTAHOBKOH Yepe3 KOKIYIO CTPaHUILY
| r STRING | regexp | @uiabTp st KOMaHI6I sShow. BEIBOAHUT TOIBKO o/C 0
STRING CTPOKH, yIOBJICTBOPSIOIINE YKA3aHHOMY
PETyJIIPHOMY BBIPAKEHUIO
show acl ACLNAME BrIBOJ Ha KOHCOJIb TPABUJI, COZIEPKAIIMXCS B O/C 0
nanHoM ACL
show arp all BriBog naopmaru 06 ARP o/C 0
show arp IFNAME
show bind BriBog nH(OpMAaIum o npuBs3Ke JOKATBHBIX [P- o/C 0
aZpecoB K ria00abHBIM
show brasinfo BriBon BRAS undopmanuu o6 ykazannom aapece | O/C 0
IPADDR
show brasinfo
IPADDRRANGE
show brasinfo ITpocmoTp kpatkoit cratuctuku BRAS o/C 0
summary
show brasstate BriBox nndopmanuu o coctrossaun BRAS O/C 0
show cairrecords BriBoa kareropuii [JAWP mo agpecy o/C 0
URL
show cgnat errors ITpocmotp ommbok Beigenenus noptos B CG-NAT | O/C 0
nyJe
show config [IpocmoTp conepKUMOro NpUMEHEHHOMN o/C 0
effective KOH(Urypauu (peaakTupyemast KOH(GUrypamust
0CTaeTCs HECM3MEHHOM )
show config file [IpocMOTp conep:kUMOro ykazaHHOM o/C 4
PROFILENAME KOH(Urypauu (peaakrupyemasi KOHQUTypaus
0CTaeTCsl HEM3MEHHOM )
show config startup | [IpocMOTp CTapTOBOI KOHPUTYpAITUH o/C 0
(penakTupyemMas KOHPUTypaIus ocTaeTcs
HEHU3MEHHOM)
show counters [IpocMOTp CUCTEMHBIX CUETYMKOB o/C 0
show cps BrIBOI TEKyLIEH CKOPOCTH YCTAHOBIICHUS o/C 0
COECIMHEHUI
show dpistate [TpocMOTp AMArHOCTHYECKOW HH(POPMAILINH, o/C 0
Kacatomiericst pynkunonana URL-pumsTparun mo
cnucky PockoMHa3opa
show fan BBIBO/T CKOPOCTH BEHTHIIATOPOB o/C 0
show interface all BriBog naopmarum 000 BCEX CETEBBIX O/C 0
uHTepdeiicax
show interface BriBoa kpaTkoit HHPOpMAIUHN O CETEBBIX o/C 0
brief unTepdeiicax
show interface mng | BeiBox nadpopmanuu o MGMT-untepdetice Oo/C 0
show interface BriBog nHopMaruu 06 ykazaHHOM CETEBOM o/C 0
IFNAME unrepdeiice IFNAME — ums unrepdeiica,
show interface all Hampumep, te7. ims unrepdeiica COOTBETCTBYET
HOMepy MHTepdeiica Ha epeiHel naHeau
YCTpOICTBA)
show interface ITpocmoTp cueTunkoB Ha ykazaHHoM uHtepdeiice | O/C 0
IFNAME counters
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show interface all
counters
show interface [TpocMOTp CTATHCTUKH BXOASIIETO/UCXOISIICTO o/C 0
IFNAME traffic tpaduka 115 onpenenéHnoro uurepdeiica
show interface all .
fraffic (IFNAME) unu Bcex unrepdeiicos (all) ¢
MOMEHTA 3arpy3KH YCTPOHUCTBA WIIH TTOCIEIHETO
copoca cuétunkoB. B cTtpoke Subtotal ykazana
oOmiasi craTucThka Tpaduka JyIs BCEX JTHHEHHBIX
UHTEP(EHCOB, T. €. HE SIBIISIOIIUXCS
uHTepdeiicaMu ynpaBiaeHHs WU JIOTUPOBAHUS
show interface MOHMTOPHHT TEKyIIEH aKTUBHOCTH o/C 0
IFNAME traffic onpenenéunoro unrepdeiica IFNAME) unu Beex
monitor . ..
show interface all unTepdeiicos (all). BerBonuTcst 066EM
traffic monitor BXO/ISIIETO/UCXOASIIET0 TpaduKa 3a TOCIETHIOI0
cexkyHay. B crpoke Subtotal ykazan cymmapHbIit
TpaduK 3a MOCIEAHIO CEKYHIY IS BCEX
JIUHEHWHBIX UHTEP(DEICOB, T. €. HE SIBISIOMIUXCS
uHTepdeiicaMu ynpaBiaeHHs WU JIOTUPOBAHUS
show interface BriBoa nHpopmanuu o TpaHCUBEpPax o/C 0
transceiver IFNAME
show interface
transceiver all
show sfp all
show ipif BeiBo uH(pOpMAaIMK 0 HACTPOUKAX 0O/C 0
yIpasJstonero uarepgeica
show memstat BrIBOI CTATUCTHUKH UCIIONIL30BAHUS IIAMATU B O/C 0
Merabaiitax (MiB)
show memstat detail | BpIBOX CTATUCTHUKH UCIOJIB30BAHUS ITAMSTH B O/C 0
Oaiitax
show neighbours BriBog nnopmaruu, nomydeHHou ot coceneit mo | O/C 0
IFNAME nporokoixy LLDP
show neighbours all
show ntp BriBoA cOCTOSIHMS CUHXPOHU3ALUA BPEMEHH 10 O/C 0
nporokoay NTP
show pool POOLNAME | BpIBOJ COAEP)KMMOT0 KOH(GUTYpALUH ITyJla Ha o/C 0
KOHCOJTh
show pool usage BriBos nH(popmanuu 06 UCTIONb30BaHIH TYJIOB O/C 0
show pools BbIBOJI cOTepsKkUMOT0 BCeX IMYJIOB HA KOHCOJIb o/C 0
show pool brief BriBox kpatkoii uadopmarnuu o penaktupyembix | O/C 0
myJax
show power BriBoa cocTosHMS O710KOB MUTAHUS O/C 0
show resources BbIBOJ CTaTUCTUKH pECYpCOB o/C 0
show sessions gap BriBoA CylIeCTBYIOMMX CECCUM ISl YKa3aHHOU O/C 0
ADDR:PORT napsl: TI00aIbHBIN aapec + r00aIbHbIH TOPT
show sessions BriBoA CyleCTBYIOMNX CECCUH IS YKA3aHHOTO O/C 0
global ADDRRANGE r7100aJIbHOTO ajpeca
show sessions gport | BeIBoj CYIIECTBYIOIIUX CECCUM JIJIS YKa3aHHOTO o/C 0

PORT

rJ100aIbHOTO TIOPTA
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show sessions lap BeiBOJ CymIeCTBYIONIMX CECCHMA [T YKa3aHHOM o/C 0

ADDR:PORT napbl: JIOKAJbHBIN aJpec + JOKaJbHBIA MOPT

show sessions local | BeIBoJ CyIIECTBYIONIIUX CECCUIT AT YKa3aHHOTO O/C 0

ADDRRANGE JIOKAJIBHOTO aJipeca

show sessions lport | BeIBoj CYIIECTBYIONIMX CECCHI IS YKa3aHHOTO o/C 0

PORT JIOKQJILHOTO MOPTa

show sessions rap BriBOJ Cy1iecTBYOMMX CeCCUi TSl YKa3aHHOU o/C 0

ADDR: PORT napbl: BHELIHUM apec + BHEIIHUI IOPT

show sessions BriBoA CylliecTBYIOMMX CECCUM ISl YKa3aHHOTO o/C 0

remote ADDRRANGE BHEITHETO aJipeca

show sessions rport | BeIBoj CyIIECTBYIOIIUX CECCUH I YKa3aHHOTO o/C 0

PORT BHEIIIHETO MOpTa

show statistics BrIBO cTaTHCTHKM 3aHATHIX/CBOOOHBIX OJIOKOB o/C 0
MIOPTOB

show tacacs BriBoa nndopmanuu o coequnenuu ¢ TACACS o/C 0
cepBepoM

show temperature BriBox nn(opmanuu o TeMreparype Ha sapax o/C 0
IIPOIIECCOPOB

show time BriBoj Tekyiiero Bpemenu yctpoiictsa (BcernaB | O/C 0
UTC)

show version BeiBog nHopMaiuy 0 Bepcuu yCTaHOBIEHHOTO o/C 0
110

show version detail | BeiBox aeTanbHON HHPOPMAIHH O BEPCUH o/C 0
ycra"oByieHHoro 110

show xlate gap BriBo BCex TeKymmx TpaHCIsIui 1 ykazanHo | O/C 0

ADDR: PORT napsl: T100aNbHBIN aipec+t r00albHbII OPT

show xlate gastat BriBoA cTaTUCTUKY TPaHCIALMM AJI1S YKa3aHHOTO O/C 0

ADDRRANGE r7100aTpHOTO agpeca

show xlate global BeIBOJ BCEX TEKYIIMX TPAHCIALMN IS o/C 0

ADDRRANGE YKa3aHHOTO I1100aJIBHOTO aapeca

show xlate gport BriBOJ BCex TEKyIIMX TPaHCISALIUN AJis o/C 0

PORT YKa3aHHOTO TJI00aIbHOT0 TTopTa (He3aBUCUMO OT
azapeca)

show xlate lap BbIBOJ Bcex TeKyIIMX TpaHCIAUMK A ykazaHHou | O/C 0

ADDR: PORT naphbl: JOKAJIbHBIN aapec + JIOKaJIbHBINA HOPT

show xlate lastat BrIiBOA CTAaTUCTHUKY TPaHCISALMMI 1)1 YKa3aHHOTO o/C 0

ADDRRANGE JIOKAJILHOTO aJipeca

show xlate local BbIBOZ BCEX TEKYIUX TPaHCIALUN AJIS o/C 0

ADDRRANGE YKa3aHHOTO JIOKAJIbHOT'O ajjpeca

show xlate lport BbIBOZ BCEX TEKYIIMX TPaHCIALUN AJIS o/C 0

PORT YKa3aHHOTO JIOKAJIBHOTO MOpTa (HE3aBUCHMO OT
azpeca)

show xlate pool BriBoa TpaHCnALMiA 17151 yKa3aHHOTO ITyJia o/C 0

POOLNAME

up Ilepexon Ha OJIMH yPOBEHb BBIIIE B o/C 0
KOH(UTYPAIIMIOHHOM JIEpPEBe

uptime BriBos BpeMeHU paboThl CHUCTEMBI o/C 0

use ACLNAME Caszars myn u ACL C 4

POOLNAME

who BrIiBo ayTeHTU(UIIMPOBAHHBIX o/C 0
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IIOJIB30BATEIBCKUX CECCUM
whoami BbIBO/T HAa KOHCOTH HHPOPMAITUH O TCKYIIIEM o/C 0
MOJIb30BaTese TaHHOW KOHCOIIU U €T0 YPOBHE
IIPUBUJIETUI
write Coxpanenue 3¢ (eKTUBHON KOHPUTYypaluu Kak o/C 0
CTapTOBOM

22.1 dunbTpaumsa BbiBoAa KomaHp rpynnbl Show

Jns psina komaHa rpynisl show npexycMoTpeHa BO3MOKHOCT (DHIIBTPALIMK BEIBOJA 110 OAHOMY WIIN

HCCKOJIBKHUM YCJIOBHUSAM. (DI/IJ'II)TpaHI/ISI IMPpUMEHHUMA K CIICAYIOUIUM IIOATrPYyIIIIaM KOMaH/I:

e show brasinfo

e show cgnat errors

o show config

e show counters

e show dpirecords

e show logs

e show protocols

e show protocols categories
e show protocounters
e show sessions

e show xlate

B Tabnuie HIKE 1aHO OMMCAaHUE JOCTYIHBIX YCIOBHM (DUIBTpaLIUu.

Taomuma 71
Ycaosue Pe3yabTar
begin [Ipomyck Bcex cTpok OT Hauaja 10 MepBOM CTPOKH, COIepIKaIleH yKazaHHYIO
<string> noACTpoKy. Eciu moacTpoka coaepKuT mpoOebl, TO €€ CleyeT YKa3blBaTh B
JBOMHBIX KaBBIUKAX
b <string>
count [Toncy€T KomMuecTBa CTPOK B BHIBOJIE KOMAH b
<string>
¢ <string>
drop [Ipomyck yka3aHHOTO KOJMYECTBA CTPOK OT Hayaya BhIBOJIA
<number>

d <number>

exclude Hckimouenne n3 BBIBOJA BCEX CTPOK, COICPIKANINX YKA3aHHYIO MMOJACTPOKY. Eciu
<string> HOJICTPOKA COJIEPKUT MPOOEIBI, TO €€ CIIeAyeT YKa3bIBaTh B ABOWHBIX KaBBIYKaX

e <string>

include BeiBoz CTPOK, copeprkanyx yKa3aHHYIO TOJCTPOKy. Eciu moacTpoka conepxur

<string> npoOebl, To €€ clieAyeT yKa3blBaTh B ABOMHBIX KaBbIUKAX

1 <string>
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YciaoBue Pe3yasbTar
more [TocTpanu4HbBII BBIBOJ
m
regexp BriBoA CTPOK, yAOBIETBOPSIOUINX YKA3aHHOMY PETYJISPHOMY BbIpaxeHHt0. CHHTaKCHUC
<string> peryJSIpHBIX BIpaXkeHui onpeaenén cranaaprom POSIX
r <string>
take BriBo/ yKa3aHHOTO KOJIMYECTBA CTPOK
<number>
t <number>

VYcnoBus 3aat0Tcs B KOMaH/e 1Mociie CUMBoIIA | (BepTukaibHas yepta). [Ipu ykazaHHM HECKOJIBKUX
yCIIOBUH BEpTUKAJIbHAS YepTa CTaBUTCA Mepesl KaxabM 3 Hux. [Ipumep:

show sessions local any | include "right now" | exclude 192.168.20 | more
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